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ABSTRACT

The prevalence of digital media has introduced an era marked by convenience and accessibility, where
manipulating information can be achieved effortlessly with just a few clicks. Copy-move forgery (CMFD) stands
out as a notable form of manipulation, involving the duplication of a portion of an image and its seamless
integration within the same image. The evolution of sophisticated editing tools and advancements in artificial
intelligence compounds the challenge of detecting such forgeries. This paper delves into the realm of hybrid
forgery detection techniques, examining their potential in countering digital deception. It commences by
delineating the constraints of existing approaches, specifically block-based and keypoint-based methods,
shedding light on their vulnerability to certain attack types and computational complexities. Subsequently, the
paper explores the advantages of hybrid techniques, underscoring how they harness the strengths of both
approaches synergistically to achieve heightened robustness and efficiency.

INTRODUCTION

The ubiquity of digital images has brought immense convenience, but also vulnerability to manipulation. Copy-
move forgery (CMFD) is a prevalent technique where a portion of an image is duplicated and seamlessly
integrated within the same image, often to fabricate content or mislead viewers. Detecting such forgeries poses a
significant challenge due to the inherent similarity between the copied object and its surroundings.

Traditionally, CMFD detection has relied on two main approaches: block-based and keypoint-based methods.
Block-based methods analyze image regions to capture texture and spatial information, while keypoint-based
methods identify distinct points of interest like corners and edges. However, each approach has its limitations.
Block-based methods suffer from high computational complexity and limited resilience to geometric
transformations, while keypoint-based methods struggle in smooth regions and are prone to false positives.

Block-based CMFD: Limitations and Challenges

Block-based methods form a cornerstone of copy-move forgery detection (CMFD). However, as your statement
rightly points out, they face several limitations that hinder their effectiveness in certain scenarios. Let's delve
deeper into these limitations and supporting references:

High Computational Complexity:
* Block-based methods typically divide the image into overlapping blocks and extract features from each block.
This exhaustive analysis leads to high computational cost, rendering them less suitable for real-time applications.

* Studies like Bayram et al. (2010) highlight the increased processing time compared to keypoint-based methods,
making them impractical for large images or video forensics.

* Li et al. (2015) propose reducing block size to achieve faster processing, but this compromises accuracy,
especially in smooth regions.

Limited Resilience to Geometric Transformations:

* Block-based methods rely on features derived from spatial relationships within blocks. Geometric
transformations like scaling, rotation, or shearing disrupt these relationships, making it difficult to identify forged
regions.
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* Amerini et al. (2011) showcase the vulnerability of block-based methods to rotations, requiring additional
preprocessing steps to achieve some level of invariance.

* Xu et al. (2019) compare block-based methods with CNN-based approaches and demonstrate the superior
performance of CNNs in handling geometric distortions.

Challenges in Smooth Regions:
* Smooth regions lack distinct texture information, making it difficult for block-based methods to extract
discriminative features.

* This often leads to false positives, where natural image patterns are mistakenly identified as forgeries.

* Wu et al. (2017) propose combining block-based methods with edge-based analysis to improve performance in
smooth regions, but the added complexity hinders real-time applicability.

* Yu et al. (2018) Ali Qureshi et al. (2014) explore graph-based representations to capture relationships beyond
individual blocks, showing promise for handling smooth regions but requiring further development for broader
adoption.

While block-based methods offer advantages in textured regions, their limitations in terms of computational
complexity, resilience to geometric transformations, and performance in smooth regions restrict their widespread
application. Hybrid approaches that combine block-based methods with complementary techniques like keypoint
analysis or deep learning offer promising avenues for overcoming these limitations and achieving more robust and
efficient CMFD detection.

Keypoint-based CMFD: Limitations and Challenges

While keypoint-based methods offer several advantages in copy-move forgery detection (CMFD), they also
possess limitations that hinder their effectiveness in certain scenarios. Let's delve deeper into these limitations and
supporting references:

Limited Performance in Smooth Regions:

» Keypoint-based methods rely on identifying distinct points of interest like corners and edges. Smooth regions
lacking such features pose a challenge, as the method struggles to extract sufficient information for accurate
forgery detection.

* This leads to decreased accuracy in smooth regions, as highlighted by Bayram et al. (2010) Alamro et al. (2016)
in their comparison with block-based methods.

» Amerini et al. (2011) suggest combining keypoint descriptors with texture analysis to improve performance in
smooth regions, but this increases computational complexity.

Susceptibility to False Positives:
» Natural image patterns can sometimes resemble keypoints, leading to false positives where genuine image
structures are mistaken for forgeries.

* Li et al. (2015) mentions this limitation, especially when dealing with repetitive textures or patterns that might
trigger keypoint detection algorithms.

* Wu et al. (2017) propose incorporating spatial consistency checks to eliminate some false positives, but this
might not be effective for all cases.

Invariance Issues with Large Geometric Transformations:
* Keypoint-based methods often rely on geometric invariants like SIFT descriptors, but these become less reliable
under large-scale geometric transformations like scaling or rotation.
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* Xu et al. (2019) demonstrate the performance drop of keypoint-based methods compared to CNN-based
approaches when dealing with significant geometric distortions.

* Yu et al. (2018) explores combining keypoints with additional features like edge information to improve
handling of transformations, but further research is needed for broader applicability.

Computational Cost for Dense Keypoint Extraction:
» Alahmadi et al. (2013) Al-Qershi et al. (2013) In certain scenarios, particularly with high-resolution images,
extracting a large number of keypoints can be computationally expensive.

* This poses a challenge for real-time applications where speed is crucial.

* Liu et al. (2020) propose using lightweight keypoint detectors to address this issue, but a trade-off exists
between accuracy and efficiency.

Keypoint-based methods offer advantages in terms of efficiency and invariance to some transformations, but their
limitations in smooth regions, susceptibility to false positives, and challenges with large geometric distortions
restrict their application in certain scenarios. Hybrid approaches that combine keypoint analysis with
complementary techniques like block-based methods or deep learning hold promise for overcoming these
limitations and achieving more robust and efficient CMFD detection.

Hybrid Techniques

In recent years, hybrid techniques have emerged as a promising approach to overcome these limitations. These
techniques combine the strengths of both block-based and keypoint-based methods, aiming to achieve improved
accuracy, robustness, and efficiency.

o

Smooth Region Textured Region
Fig: Division of image

Literature Review:
Several studies have explored different aspects of hybrid CMFD detection:

» Feature Extraction: Early works state that Combined local binary patterns (LBPs) for texture analysis with
keypoint descriptors like SIFT or SURF for robust feature extraction (e.g., [Bayram et al., 2010], [Amerini et al.,
2011]). Recent advancements incorporate deep learning-based feature extraction using convolutional neural
networks (CNNs) to capture more complex image characteristics (e.g., [Xu et al., 2019], [Liu et al., 2020]).

* Matching and Refinement: Traditional strategies: Employ spatial consistency checks and anomaly detection
algorithms to eliminate false positives based on geometric relationships and feature inconsistencies (e.g., [Li et
al., 2015], [Wu et al., 2017]). Advanced techniques: Utilize graph-based representations and spectral analysis to
model image relationships and identify forged regions (e.g., [Yu et al., 2018], [Fu et al., 2020]).
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* Performance Evaluation: Public datasets: Extensive evaluation on established datasets like MICC-F220, CASIA,
and Columbia is common to benchmark performance (e.g., [Amerini et al., 2011], [Xu et al., 2019]). Metrics:
Accuracy, precision, recall, and computational efficiency are typically used for performance evaluation.

Key Findings:
* Hybrid techniques generally outperform individual block-based or keypoint-based methods in terms of accuracy
and robustness.

* Deep learning-based feature extraction shows promising results, but requires careful design and training to avoid
overfitting.

* Attention mechanisms within hybrid frameworks can improve accuracy by focusing on informative features.

» Domain-specific adaptations can enhance performance for specialized forgery scenarios, such as medical
imaging or social media content.

Challenges and Future Directions:
Despite significant progress, challenges remain:

» Computational efficiency: Optimizing algorithms for real-time applications is crucial.
* Generalizability: Developing adaptable frameworks for diverse forgery types and media formats is essential.

» Explainability and interpretability: Enhancing the explainability of detection results would increase user trust
and transparency.

Future research directions include:
* Exploring lightweight deep learning architectures for efficient processing.

* Developing meta-learning approaches for improved generalizability to unseen forgery types.

* Integrating explainable Al techniques to provide interpretable detection results.
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Algorithm work flow

Hybrid techniques generally outperform individual block-based or keypoint-based methods in terms of accuracy
and robustness as hybrid CMFD approaches leverage the strengths of both block-based and keypoint-based
methods.

Block-based methods typically divide the image into overlapping blocks and extract features from each block.
This exhaustive analysis leads to high computational cost, rendering them less suitable for real-time applications.

Keypoint-based methods rely on identifying distinct points of interest like corners and edges. Smooth regions
lacking such features pose a challenge, as the method struggles to extract sufficient information for accurate
forgery detection.

Developing adaptable frameworks for diverse forgery types and media formats is essential. Enhancing the explain
ability of detection results would increase user trust and transparency.
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Hybrid CMFD: Limitations and Challenges

While hybrid CMFD approaches leverage the strengths of both block-based and keypoint-based methods, they
still face certain limitations and challenges that require further research and development. Here's an elaboration
with supporting references:

Computational Efficiency:
* Combining various feature extraction and matching techniques can increase computational complexity
compared to individual methods.

* Real-time applications involving large images or videos might face processing bottlenecks.

* Studies like Li et al. (2020) propose lightweight architectures for deep learning features within hybrid
frameworks, but achieving a balance between accuracy and efficiency remains an ongoing challenge.
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Generalizability:
* Hybrid frameworks trained on specific forgery types might struggle with unseen variations or attacks.

» Adapting them to diverse media formats like medical images or social media content with unique characteristics
requires careful tailoring.

» Xu et al. (2022) explore meta-learning approaches within hybrid frameworks to improve generalizability across
different forgery scenarios, but further work is needed for wider adoption.

Explainability and Interpretability:

* Understanding the reasoning behind forgery detection, especially in deep learning-based hybrid approaches, can
be difficult.

* Lack of explainability hinders user trust and transparency in forensic applications.

* Recent advancements in explainable Al (XAI) are being integrated into hybrid frameworks to provide insights
into how detections are made (e.g., Yu et al.,, 2022). However, achieving comprehensive and user-friendly
explainability remains an ongoing research area.

Other Challenges:
* Fusion of features from different modalities (e.g., texture, keypoints) within hybrid frameworks requires careful
design and optimization to avoid redundancy or conflicting information.

* Balancing the strengths and weaknesses of individual methods within a hybrid framework needs further fine-
tuning for different forgery scenarios.

RESULTS AND DISCUSSION
Performance of proposed Hybrid method is shown for various attacks like Rotation, scaling, compression and
combination of rotation, scaling and compression attacks.

Performance of the proposed Hybrid method is given for both the datasets named CoMoFoD dataset and copy
move forgery dataset against rotation attack at various angles (0, 2, 4, 6, 8, 10, 30, 60, 90 degrees).
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Figure: Performance of the proposed Hybrid algorithm for various Rotations
The results are showing a promising performance of the algorithm as the rotation angle changes. In most of the
cases F1 measure is more than 95 percent that concludes mixing of key-point and block-based techniques is a
worthy decision.

Performance of the proposed Hybrid method is given for both the datasets named CoMoFoD dataset and copy
move forgery dataset against scaling attack at various levels (0.5, 0.65, 0.8, 0.93, 1, 1.07, 1.2, 1.60, 2 levels). As
the result, shows Hybrid techniques perform well for scaling and the F1 measure is always more than 87 percent.
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Figure: Performance of the proposed Hybrid algorithm for various Scaling

Performance of the proposed Hybrid method is given for both the datasets named CoMoFoD dataset and copy
move forgery dataset against compression attack at various levels (20, 30, 40, 50, 60, 70, 80, 90, 100 levels). As
the result shows key-point based algorithms perform best for compression and improved SIFT is performing
excellent as the F1 measure is always more than 90 percent. Block-based algorithms decompress the image then
work on it however; key-point based algorithms can directly work on compressed images to detect forgery.
Therefore, it is a smart decision to give the image to key-point based algorithm for detection if the image is found
compressed at the initial stage.
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Performance of the proposed Hybrid method is given for both the datasets named CoMoFoD dataset and copy
move forgery dataset against combinations of attack (Rotation + Scaling) at various levels ([0,0.5], [2,0.65],
[4,0.8], [6,0.93], [8,1], [10,1.07], [30,1.2], [60,1.60], [90,2] levels). Algorithm is performing respectable with the

combinations of attacks as well.
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Figure: Performance of the proposed Hybrid algorithm for various Rotations and Scaling

Performance of the proposed Hybrid method is given for both the datasets named CoMoFoD dataset and copy
move forgery dataset against combinations of attack (Rotation + Scaling + Compression) at various levels
([0,0.5,20], [2,0.65,30], [4,0.8,40], [6,0.93,50], [8,1,60], [10,1.07,70], [30,1.2,80], [60,1.60,90], [90,2,100] levels).
Algorithm is performing respectable with the combinations of attacks as well; however, results are showing some
fluctuations in the F1 measure. Still maintaining the performance always more than 92 percent.
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Figure: Performance of the proposed Hybrid algorithm for various Rotations, Scaling and Compression

Comparison with state of art techniques
The proposed Hybrid CMFD technique outperformed the state of art techniques with highly fluctuating results.

The proposed hybrid CMFD technique outperformed the state of art technique proposed by Hashmi et al,
Cozzolino et al, Bathla, Singh et al, Zheng et al, Yangh et al, Sun et al, Jaiswal et al; however, has the poor results

in comparison to Meena & Tyagi.
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Comparative Performance Analysis of Proposed Hybrid CMFD Technique
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Figure: Comparative performance of the proposed Hybrid algorithm
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F1 measure is best for the proposed algorithm in comparison to state of art techniques however recall and
precision are fluctuating at some points.

CONCLUSION

Hybrid techniques generally outperform individual block-based or keypoint-based methods in terms of accuracy
and robustness as hybrid CMFD approaches leverage the strengths of both block-based and keypoint-based
methods. Despite their potential, hybrid CMFD techniques are not without limitations. Addressing these
challenges through continued research and development is crucial to enhance their real-world applicability and
effectiveness in combating diverse forgery attempts.
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