ISSN: 2633-4828 Vol. 4 No.3, December, 202
International Journal of Applied Engineering & Technology

INNOVATIVELY REINVENTING CLOUD SECURITY THROUGH THE DEVELOPMENT OF A
COMPREHENSIVE PROTECTIVE BLUEPRINT USING VESPA STRUCTURE

Mirza Mudassir Ali Baig' and Dr. Nisarg Gandhewar’
'Ph. D. Scholar and *Research Supervisor, Department of Computer Science and Engineering, Dr. A. P. J. Abdul
Kalam University, Indore, MP, India
'm.baig001 @ gmail.com and “nisarg.gandhewar @ gmail.com

ABSTRACT

The growing reliance on cloud environments for critical business operations demands innovative security
solutions to protect sensitive data and maintain system integrity. This paper introduces a comprehensive
protective blueprint for cloud security that leverages the VESPA (Virtual Environment Secure Protection
Architecture) structure. The VESPA model provides an autonomic framework built on an laaS foundation, free
from specific platforms, programming languages, or organizational constraints. By employing a hierarchical hub
system, VESPA abstracts key components, streamlines developer responsibilities, and offers a simplified interface
for rapid development and troubleshooting. This adaptive design fosters a versatile and resilient cloud security
strategy that can be implemented across various environments. The proposed blueprint integrates advanced
technologies with proven security practices, creating a robust, future-proof defense mechanism. The VESPA
structure sets a new standard for cloud security, enabling administrators and developers to address emerging
threats with agility and precision.

Keywords: Cloud security, VESPA structure, Protective blueprint, Autonomic framework, Data protection, Threat
resilience.

I. INTRODUCTION

As organizations increasingly rely on cloud environments to manage and store critical business data, the need for
robust security mechanisms becomes paramount. The cloud offers numerous benefits, including scalability,
flexibility, and cost-effectiveness, but also presents significant security challenges. Cyber threats are evolving in
complexity and frequency, targeting cloud infrastructures that house sensitive information and critical operations.
Traditional security measures often fall short in adequately protecting these dynamic environments. This
necessitates an innovative approach to cloud security, one that can adapt to new threats and provide
comprehensive protection across all layers of cloud infrastructure. This paper proposes a novel framework using
the Virtual Environment Secure Protection Architecture (VESPA) structure to create a comprehensive protective
blueprint for cloud security.

Cloud computing's rapid adoption has revolutionized how organizations operate, enabling on-demand access to
computing resources and services over the Internet. However, this convenience comes at the cost of security
vulnerabilities that malicious actors continuously exploit. Data breaches, unauthorized access, data loss, and
denial-of-service attacks are just a few of the many threats that organizations face in the cloud. The dynamic and
distributed nature of cloud environments further complicates security efforts, making it essential to have a
security framework that is both comprehensive and flexible. To address these challenges, we introduce the
VESPA structure, an autonomic security framework designed to provide a multi-layered defense strategy for
cloud environments.

Challenges in Cloud Security: The cloud's shared responsibility model divides security duties between the cloud
service provider (CSP) and the customer. While CSPs are responsible for the infrastructure's security, customers
must secure their data, applications, and operating systems. This division often creates gaps in security coverage,
particularly when customers are unaware of their responsibilities or lack the expertise to manage them effectively.
Additionally, cloud environments are constantly evolving, with new services, applications, and configurations
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being added frequently. This dynamism makes it difficult for static security models to keep up, necessitating an
adaptable, responsive, and innovative approach to security.

Traditional security measures, such as firewalls, intrusion detection systems, and antivirus software, provide a
certain level of protection but are not designed to handle the unique challenges posed by cloud environments.
These measures are often limited in scope, focusing on perimeter security and failing to address threats within the
cloud infrastructure itself. Moreover, they lack the agility required to respond to new and evolving threats. This is
where the VESPA structure comes in — providing an innovative framework that builds on traditional security
practices while incorporating modern, agile, and intelligent security measures.

Overview of the VESPA Structure: The VESPA structure (Virtual Environment Secure Protection Architecture)
is an autonomic security framework tailored for cloud environments. It is designed to be platform-independent,
meaning it can be deployed across different cloud infrastructures, irrespective of the underlying technology,
programming languages, or organizational structures. This flexibility makes VESPA a versatile solution for a
wide range of cloud security challenges.

At its core, VESPA employs a hierarchical hub system that abstracts various components and streamlines
developer responsibilities. This abstraction simplifies security management, allowing for quicker development,
easier troubleshooting, and more efficient use of resources. The VESPA model focuses on creating a secure
foundation for cloud environments by providing a comprehensive blueprint that addresses critical security
concerns such as data protection, access control, threat detection, and incident response.

Key Components of the VESPA Structure:

1. Autonomic Framework: VESPA is built on an autonomic framework that allows it to adapt to changing
security conditions without requiring constant human intervention. This self-managing capability is crucial in
cloud environments, where changes occur rapidly and unpredictably. The autonomic framework enables
VESPA to monitor, detect, and respond to threats in real time, ensuring continuous protection of cloud assets.

2. Platform Independence: Unlike many security frameworks that are tied to specific platforms or technologies,
VESPA is designed to be platform-independent. This means it can be implemented across various cloud
environments, whether private, public, or hybrid. Its flexibility makes it a valuable tool for organizations with
diverse cloud strategies, ensuring consistent security across all deployments.

3. Simplified Interface and Development: VESPA's simplified interface allows for rapid development and
deployment, reducing the time and effort required to implement security measures. This streamlined approach
also makes it easier to troubleshoot and resolve security issues, improving overall efficiency and reducing
downtime. The simplicity of the interface does not compromise its effectiveness; instead, it enhances the
ability to quickly adapt to new threats and challenges.

4. Hierarchical Hub System: The hierarchical hub system within VESPA abstracts various components of the
cloud environment, enabling a clear separation of responsibilities among developers, administrators, and
security professionals. This abstraction facilitates more efficient management of security tasks, allowing each
stakeholder to focus on their specific area of expertise while maintaining a holistic view of the overall security
posture.

5. Integration with Advanced Technologies: VESPA integrates advanced technologies such as artificial
intelligence (AI) and machine learning (ML) to enhance threat detection and response capabilities. By
leveraging these technologies, VESPA can analyze large volumes of data in real time, identifying patterns and
anomalies indicative of potential threats. This proactive approach enables faster and more accurate threat
detection, reducing the risk of data breaches and other security incidents.

Advantages of the VESPA Structure: The VESPA structure offers several advantages that make it a compelling
choice for organizations looking to enhance their cloud security posture. Firstly, its autonomic framework ensures

Copyrights @ Roman Science Publications Ins. Vol. 4 No.3, December, 2022
International Journal of Applied Engineering & Technology

160



ISSN: 2633-4828 Vol. 4 No.3, December, 202
International Journal of Applied Engineering & Technology

continuous protection by adapting to new threats without requiring constant human intervention. This reduces the
burden on security teams and allows them to focus on more strategic tasks. Secondly, VESPA's platform
independence makes it suitable for a wide range of cloud environments, providing consistent security coverage
regardless of the underlying technology. Thirdly, the simplified interface and hierarchical hub system streamline
development and management, reducing complexity and improving efficiency. Finally, the integration of Al and
ML technologies enhances threat detection and response, ensuring that security measures remain effective against
evolving threats.

Implementing the VESPA Structure: To implement the VESPA structure, organizations must first conduct a
comprehensive assessment of their existing cloud security posture. This involves identifying potential
vulnerabilities, understanding current security practices, and determining where improvements are needed. Based
on this assessment, a customized VESPA blueprint can be developed, tailored to the organization's specific needs
and requirements.

The next step is to deploy the VESPA framework across the cloud environment, integrating it with existing
security tools and processes. This may involve configuring the autonomic framework, setting up the hierarchical
hub system, and integrating Al and ML technologies for enhanced threat detection. Continuous monitoring and
evaluation are essential to ensure that the VESPA structure remains effective and adapts to new security
challenges as they arise.

II. LITERATURE REVIEW

By using a vast quantity of virtual storage, cloud computing enables the provision of on-demand services over the
Internet. Cloud computing's key selling points are its low service costs and the fact that users don't need to invest
in costly computer equipment setup. The widespread use of cloud computing in recent years has prompted
academics to explore related technologies in search of new applications. Organisations and individuals alike move
their data, applications, and services to the cloud because of the scalability and accessibility of its offerings.
Despite the benefits, several security risks and difficulties have been introduced by the shift from local to remote
computing, impacting both consumers and providers. New security risks emerge since many cloud services are
supplied by reliable third parties. Because of the prevalence of web technologies and the fact that the cloud
provider offers its services online, new security risks have emerged. Cloud computing's fundamentals, as well as
its security concerns, risks, and potential remedies, were covered in this study. Cloud security principles, risks,
and attacks are also covered in the paper, along with cloud technologies, a model for services and deployment,
and a framework for cloud architecture. Numerous unanswered questions about cloud security are also covered in
the article [1].

Rani et al. (2022), Blockchain technology is a distributed ledger that stores all the details of past transactions in a
central database that is accessible across many nodes in the network. If data is kept once and never changed, all
interactions inside the framework are certified by consensus mechanisms. The most significant invention behind
Bitcoin is the blockchain innovation mechanism. Security, information management, compliance, and
dependability are still challenges it faces. Through the cloud, vendors provide buyers with a collection of standard
products. Offering pay-as-you-go services has made it a solid alternative for clients moving ahead. The cloud's
various advantages, including storage capacity, integration tools, and leasing services, have led to its meteoric rise
in popularity among businesses and other industries. Regardless of its vitality, it has a number of security
vulnerabilities, including data breaches, the loss of sensitive data, and a few more pertaining to cloning, resource
pooling, etc. Cloud services and the methodology of cloud deployment to boost resource efficiency have been the
subject of a great deal of recent study, which shows the risks involved with both. The study's goal is to
demonstrate blockchain's incredible potential as a research topic by doing a brief literature assessment on previous
ideas based on blockchain integration with the cloud. In order to adequately handle fundamental security
problems across various cloud locations, this research article seeks to comprehend the dangers. The study's
overarching goal is to shed light on a variety of cloud and network security vulnerabilities in an effort to thwart
cloud attacks and to help academics, end-users, and cloud providers devise strategies to mitigate such risks. By
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combining blockchain technology with cloud computing, this perspective reveals the connection between the two

[2].

Kamal et al. (2022) , The quantity of digital records and data volumes have been rapidly increasing over the last
few decades due to the widespread use of data-driven applications and interconnected systems. Pressure on
underlying storage systems to store and retrieve data efficiently and quickly is rising as data volumes handled by
large-scale distributed data-intensive applications continue to expand exponentially. When it comes to effectively
storing ever-increasing data quantities, cloud storage is among the greatest options. Data confidentiality protection
becomes a difficulty when data is outsourced to public cloud storage. Data confidentiality is a major issue with
cloud storage and has been a major roadblock to the widespread use of cloud computing. This is particularly true
when dealing with large amounts of data, where it is very difficult to ensure the security of the data in a timely
and accurate way. The goal of our research is to help in the fight against cybercrime by ensuring the privacy of
increasingly important data. We lay forth an architecture for distributed cloud storage that is optimised for privacy
preservation; it grows data efficiently while using little RAM. Our system integrates Genetic Algorithm (GA),
distributed data processing in parallel, and privacy-sensitive encryption methods. Compared to other frameworks,
our suggested one has better execution time, memory use, and network throughput, according to the tests and
comparisons [3].

David et al. (2022) , Innovative IT trends, such as cloud computing, have recently advanced at a rapid pace. Cloud
computing has evolved into a massively scalable IT service model thanks to the proliferation of internet resources
and the proliferation of service providers, all of which contribute to the history of distributed networks. The cloud
computing environment shields consumers and developers from the nitty-gritty of how services and systems are
executed. The virtualisation of the system, which is achieved via resource sharing, also makes the resources of
cloud computing more accessible. This article describes an effort to provide a system that guarantees a secure and
dependable authentication and authorisation service in these types of cloud settings. Our goal is to provide cloud-
based software services with reliable and secure authentication and authorisation services by representing the
Open-Identity (ID) design with the aid of multi-agents. The purpose of this study is to identify the most effective
and pleasant methods of providing identification and authorisation services. The assessment is valid since it is
based on a security paradigm that is attack-oriented. In order to assess potential security risks, the suggested
security solutions take authentication and authorisation security into account [4].

Anas et al. (2022), More and more individuals are turning to cloud services these days because they provide
unparalleled storage capacity, a superior environment for collaboration, and unparalleled security. Elliptic Curve
Cryptography, a subset of public key cryptography, is ideal for use in the cloud due to its tiny key size, hence it is
crucial for the security of cloud applications. Despite numerous recent efforts to improve the security of Elliptic
Curve approaches in cloud services through algorithm or phase changes, there is a lack of a review that
synthesises these studies and points researchers in the right direction. Following an overview of current research
and the steps involved in Elliptic Curve Cryptography, this article delves into the data analysis of different
methods and approaches. In order to facilitate future relevant research, we extract a number of research topics and
open research challenges [5].

Murad and Rahouma (2022) , An emerging trend in IT, "cloud computing" allows users to store and retrieve data
remotely over the Internet. It is quite likely that customers' sensitive data is kept on distant servers that are neither
monitored nor controlled by them. Consequently, data stored in the cloud is vulnerable to assaults from both
within and outside the provider. Cloud computing relies on cryptography as its primary security strategy. Hybrid
cryptography combines many cryptographic algorithms to improve security and speed. We surveyed hybrid
cryptographic approaches that were used for cloud data security from 2013 to 2020 as part of our research. Each
idea has its own design, implementation approach, constraints, and potential uses. A comparative summary table
was the last piece of this paper's puzzle. Our goal is to contribute scientifically to cloud security [6].

Copyrights @ Roman Science Publications Ins. Vol. 4 No.3, December, 2022
International Journal of Applied Engineering & Technology

162



ISSN: 2633-4828 Vol. 4 No.3, December, 202
International Journal of Applied Engineering & Technology

Kumar and Goyal (2021), A shift in the mindset of company decision-makers towards cloud adoption is seen in
the meteoric rise of cloud apps and services. But decision-makers are still putting off cloud adoption due to
constantly shifting security and privacy concerns. In order to conceptualise a three-dimensional model of cloud
security assurance, this integrationist exposition builds upon and improves upon other works by conducting a
comprehensive analysis of various cloud computing risks. In their most recent and earlier studies, the cloud
security alliance (CSA) research group identified and reported the top dangers to cloud computing. These threats
are addressed by integrating three dimensions: security solution, security operation, and security compliance. In
order to increase confidence in the cloud and hasten its adoption, the model will be useful for practitioners in
designing and implementing a security assurance system for a cloud ecosystem. This will allow for the cost-
effective delivery of cloud applications and services with agility and velocity [7].

Cloud computing is a return to virtual centralisation after a thirty-year hiatus from centralised (client-server, not
web-based) to distributed systems in the computing industry. In the world of computing, the distinction is the
location of data and processes. On the one hand, everything that happens on a person's computer is entirely within
their control. In contrast, cloud computing allows third-party vendors to handle service and data maintenance,
hiding the physical location of the servers and data from the client or consumer. So, rationally, it's out of the
client's hands. The internet is the medium of communication in cloud computing. Concerning data security in the
cloud, vendors need to reassure customers via service level agreements (SLAs) on what they may expect.
Concerned about the safety and privacy of their mission-critical, non-sensitive apps, companies are increasingly
turning to cloud computing as a service. However, because "cloud" providers provide a variety of services,
including SaaS, PaaS, and Iaa8, it is very difficult, if not impossible, to ensure the security of business data stored
on the cloud. Security is a concern for any service. In order for the client to comprehend the security policies in
place, the SLA must detail the many degrees of protection and the complexity of each dependent on the services.
No matter the suppliers, there has to be a consistent method for creating the SLA. Some businesses may find this
encouraging as they plan to use cloud services. Some security concerns that should be included of SLA are
proposed in this work [8].

Among those with a vested interest in the matter, cloud security ranks high. While investigating Cloud Computing
security concerns, each one has unique impacts on individual assets. The security requirements remain undefined,
which is causing cloud adoption to be delayed despite several studies. Therefore, a new strategy is needed to help
service providers and end-users comprehend the domain better, allowing them to solve their security needs with
ease. An "ontology-based security approach" is one of several security measures utilised by relevant parties; it
establishes a conceptual link between entities that represent information and uses a systematic review to find,
analyse, and elicit security countermeasures. Cloud service providers and end users alike find the lack of clarity
on which ontology should be used under what circumstances to be frustrating and confusing, despite the fact that
previous research has shown a number of different security ontologies that providers can use. Therefore, it is
becoming more necessary to do a comprehensive literature study on Cloud Security Ontology. Cloud Ontology,
CoCoOn, Subramani Keerthana et al.'s Ontology, Takeshi Takahashi et al.'s Ontology, and Nelson Gonzalez et
al.'s Taxonomy are the five main ontologies covered in this work. The analysis focusses on their advantages and
disadvantages. While doing this, we compared our results to those of other, comparable research in the security
area and used a number of characteristics that we had previously found. The sections on shortcomings and
potential research paths based on comparisons have also been thoroughly examined to help researchers in adjacent
fields [9].

With the rise of the cloud computing paradigm, businesses and individuals are able to outsource data storage,
processing, and accessibility to third-party providers. Providing data owners and users with security assurances is
becoming more and more of a necessity in order to achieve widespread adoption and acceptance of cloud
computing. Data, access, and calculations must be kept secret and undamaged in order to guarantee security. Data
and services must also be made available to authorised users in accordance with provider agreements. Data
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storage, administration, and processing are three areas where cloud computing has raised serious security
concerns, and this chapter provides a summary of those challenges [10].

Many companies are unsure whether to cloudify or not because they are worried about the safety of their
company's important data. The immense promise of cloud computing can only be realised if this obstacle is
eliminated. We provide a thorough examination of the key challenges to widespread adoption of cloud computing
in this article, followed by an incisive assessment of the solutions offered by the leading suppliers. In addition to
outlining current trends and the most reputable methods, the article also shows where cloud security research is
headed in the near future. The research is conducted on a top-tier assortment of cloud services, including both
proprietary and open-source options. In this way, the document serves as a helpful guide that IT staff may utilise
to learn more about the dangers of cloud computing and to compare and contrast current solutions [11].

Sarkar et al. (2022) , Due to the improved accessibility and cost-effectiveness of third-party-managed cloud
platforms, networks have recently moved away from conventional in-house servers. On the other hand, there is
still a lack of responsibility and control over the network's overall security, therefore it is reactive. Several new
technologies have changed the way we think about cloud network security. One of them is zero-trust network
architecture (ZTNA), which states that no entity in the network can be implicitly trusted, no matter where it came
from or how much access it has. Based on its users' actions, the network can both detect and punish trustworthy
conduct, as well as anticipate potential dangers. There are a lot of models and frameworks to follow as zero-trust
network design is still in its early stages. Examining how cutting-edge research models for zero-trust cloud
networks leverage unique, requirement-specific characteristics is the main goal of this study. Thus, the
characteristics are classified into three primary groups based on nine parameters: frameworks, proofs-of-concept,
and zero-trust-based cloud network models. Upon completion, ZTNA allows network managers to address
important concerns such mitigating cyber threats from both within and outside the network, increasing network
visibility, automating trust calculations for network entities, and orchestrating user security. In addition, the article
delves into the unique problems that contemporary cloud computing networks face, such as intelligent security
orchestration, automation, and response, as well as the characteristics that these networks will need in the future.
Cloud platform difficulties and necessities for zero-trust architecture migration are also covered in the study. By
incorporating new technologies into the ZTA, we may construct strong trust-based enterprise networks deployed
in the cloud, which brings us to our discussion of potential future research areas [12].

Many business apps and data are moving to public or hybrid clouds because of the many benefits that cloud
computing offers. However, organisations, particularly major companies, still aren't willing to migrate some
mission-critical programs to the cloud. Cloud computing's market share is still far lower than anticipated. Cloud
computing security, particularly data security and privacy protection, is still the biggest worry for customers when
it comes to using cloud services. At every point in the data life cycle, this article examines the many concerns
surrounding cloud computing's security and privacy protections in a clear and comprehensive manner.
Afterwards, this article delves into a few present-day remedies. Lastly, this study outlines plans for further studies
concerning cloud data security and privacy protection [13].

Cloud computing is a relatively new concept in the field of computer science. Computing in the cloud refers to the
use of a collection of resources and services made available over an online network. Grid computing and
distributed computing are only two of the many computing approaches that cloud computing expands. Nowadays,
cloud computing is used in both academic and industrial settings. Virtual resources made available over the
internet are what the cloud is all about. Novel approaches are emerging in tandem with the cloud computing
industry's rapid expansion. Security concerns for cloud developers are growing in tandem with the proliferation of
cloud computing. Users trust the cloud with their data, therefore any security issues might cause them to lose
faith. This article will go over a few cloud security concerns from different angles, such as availability, multi-
tenancy, and elasticity. In order to create a safe cloud, the article also goes over some of the current security
methods and approaches. The many security risks, concepts, and methods discussed in this study will be useful
for researchers and professionals [14].
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Ahmad et al. (2022), The dimensionality, heterogeneity, and ambiguity associated with cloud services are
managed by a Cloud Access Security Broker (CASB), which is software or a security enforcement point in the
cloud that sits between consumers of cloud services and cloud applications in cloud computing (CC). With their
help, the company may extend the scope of its security measures beyond its claim structure to include storage and
software from third parties. This SLR focusses on the client situation rather than other types of SLRs. The SLR
reviews the literature, drawing on an understanding of the most recent and cutting-edge characterisation to explain
CASB, in order to find and assess approaches for understanding it. The purpose of doing an SLR was to gather
trials that were relevant to CASBs and to examine their design and formation. Various settings, such as
motivation, usefulness, building strategy, and decision technique, are then used to analyse these investigations.
The differences between studies and implementations have been covered by the SLR, with planned successes
achieved by the use of a variety of market-based strategies, simulation tools, middleware, etc. Journal articles,
conference papers, seminars, and symposiums were sifted for relevant information using search terms and
keywords derived from the Research Questions (RQs). Twenty separate research, spanning 2011-2021, were
considered for this SLR. In order to identify certain gaps in the literature, selected studies were assessed according
to the specified RQs about their prominence and applicability to specific CASB. This study differs from others in
that it focusses on the customer's perspective. A new taxonomy for CASBs and a thorough understanding of the
current state of the art are outcomes of the survey's rigorous literature research, which uncovered and categorised
methods for CASB realisation. We performed a thorough literature study to compile papers on CASB and learn
more about their engineering. Afterwards, these studies are assessed using many criteria, such as purpose,
practicality, engineering strategy, and procedure. The research found that engineering efforts were focused on
many things, including "market-based solutions," "middlewares," "toolkits," "algorithms," "semantic
frameworks," and "conceptual frameworks." It also mentioned that there were differences in how the studies were
put into practice. To have a better grasp, Principal Component Analysis (PCA) is used to study the several
independent factors that impact the CASB. Their investigation led them to discover five factors that impact PCA
results. Research Surface Methodology (RSM) was used to derive an empirical model from the experimental data.
Three dependant parameters and four centre values were taken into account when the model was developed using
five-level coding. The CASB research made use of RSM analysis to have a better grasp of the impact of these
independent factors. The CCD (Central Composite Design) model found a strong effect of the actual values with
an R2 value of 0.90. This extensive study shows that CASB is only starting off. While much progress has been
made in this area, this research highlights several clear issues that still need to be addressed [15].

Virtualisation is often used by cloud infrastructure. Cloud providers often operate customer-provided virtual
machines (VMs) without understanding the guest operating systems or their settings. Yet, efficient and effective
security for virtual machines is also a priority for cloud clients. The ideal of both worlds—efficient centralisation
and effective protection—is promised by cloud companies delivering security-as-a-service based on virtual
machine introspection. A workable method, given that customers may transfer images across clouds, involves
discovering which guest operating systems are used in each virtual machine (VM) and protecting those guest
operating systems independently, without depending on the operation of the guest operating systems or an
initially secure guest VM state. Our solution is designed to be easily extended to support other operating systems,
(i) centralise guest protection into a security virtual machine, (ii) not assume any a-priori semantic knowledge
about the guest, and (iv) not require any a-priori trust assumptions into any state of the guest virtual machine. It is
also highly scalable. We are unaware of any other introspection monitoring solutions that take guest monitoring to
the semantic level necessary to enable white- and black-listing of kernel functions, or that enable starting
monitoring of virtual machines at any point during runtime, resumed from a saved state, or cold-boot without
assuming a secure start state for monitoring [16].

Karmakar et al. (2022), Cloud security is of the utmost importance in a world where computational services are
intense and optimum solutions are required. Businesses, governments, and technology that rely on the cloud are
vulnerable to virtual threats since the cloud is a diversified arena where data plays a pivotal role. Cloud
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computing, its foundations, security, and risks in many applications are all covered in this article. This research
study will outline some of the cloud apps and then investigate how security is still a possible danger for cloud
users worldwide. In this article, we will take a look at a few security methods and solutions that might be useful
when assessing cloud security risks. In order to make the answers more effective in each situation, the solutions
that were analysed included deep analytical thought. There are a number of cloud security options that may help
organisations save money while improving security. This research found that if the dangers are considered right
away, the solution issue may be separated into four pillars, which will help us achieve a better understanding. The
four cornerstones of security are visibility, compute-based security, network protection, and identity security [17].

Kumari et al. (2022), Cloud computing is becoming more popular as a result of new developments in areas such
as machine learning, artificial intelligence, big data analytics, the internet of things (IoT), serverless computing,
mobile supercomputing, and the need for businesses to save operating expenses. The demand for cloud services
has been driven by aspects of cloud computing such as customisable offers, pay-as-you-go or pay-per-use models,
availability, seamless scalability, and flexibility. Despite all these advantages, the biggest hurdle to using cloud
services is ensuring their security. However, there is a dearth of a comprehensive list of solutions suggested for
minimising security concerns in the latest research investigations. Providing a holistic perspective of cloud
security risks and identifying prospective (more susceptible) dangers is the major purpose of this article. On top of
that, we've compiled a taxonomy of data security and privacy solutions based on a review of recent studies [18].

Fu et al. (2022) , Cloud computing (CC) systems need better cybersecurity. A model for Network Anomaly
Detection (NAD) using the Fuzzy-C-Means (FCM) clustering method is presented in this research. The second
innovative aspect is the Cybersecurity Assessment Model (CAM) that uses Grey Relational Grade (GRG). Lastly,
this study suggests a CC network-oriented data encryption method that incorporates the Rivest Shamir Adleman
(RSA) algorithm. It then goes on to verify each model via design experiments, using various data sets for each.
The findings demonstrate that the NAD model achieves an average Correct Detection Rate (CDR) of 93.33%
across several categories of anomalous data. False positive rate (FPR) is 6.65% and unreported rate (UR) averages
16.27%. Therefore, with enough data, the NAD model can guarantee a high detection accuracy. At the same time,
the CAM's forecast of the cybersecurity scenario mirrors reality to a large extent. Prediction accuracy is strong,
with an inaccuracy of just 0.82% between the actual value and the average value of the cybersecurity scenario.
For really long texts, the RSA method can manage an average encryption duration of about 12 seconds. There is a
little increase in the decryption time, but it is still manageable. The encryption time is kept to a minimum of half a
second regardless of the text size. The goal of this effort is to strengthen the cybersecurity of CC systems by
providing crucial technological assistance for detecting anomalies, analysing the overall security status, and
protecting data transmissions [19].

Mishra et al. (2022) , Businesses may build their own private virtual clouds on Amazon Web Services and keep
full control of their infrastructure thanks to the company's extensive suite of IT solutions. Businesses and IT
projects alike may take use of Amazon Web Services. Cloud computing's efficiency and low overhead attract
security experts, but the platform also presents a host of new challenges related to compliance and security. As a
part of their endeavour to alleviate company security and compliance concerns related to cloud computing,
Amazon Web Services (AWS) has released Elastic Compute Cloud (EC2) instances, which they assert would
make cloud computing secure for heavily regulated enterprises. Cloud computing isn't without its flaws, but those
flaws also provide a chance to learn about cloud computing in general. Data processing and storage on computers
owned by cloud service providers raises serious privacy and security concerns. This research summarises the
findings of many investigations on the privacy and security of cloud computing. In this essay, we have seen how
the cloud service industry has dealt with security issues in cloud computing and the methods they have used. This
report's goal is to illuminate the cloud services market's current state as well as its future prospects, including
potential obstacles such as network problems [20].

Many businesses are starting to rely on cloud services exclusively. To keep their customers' information safe,
cloud service providers must follow certain security and privacy regulations. The majority of cloud providers are
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using a patchwork of privacy and security measures, even though there are continuing attempts to establish cloud
security standards. Because of this, people using cloud services aren't sure what kind of security measures to
anticipate from them or whether they'll meet their specific security and compliance standards. We have reviewed
the possible risks that cloud users face and identified the security measures and compliance mechanisms that
should be implemented to mitigate these risks. We have created an ontology that describes the controls, risks, and
compliances related to cloud security based on this research. Additionally, we have built a program that sorts
cloud customers' security risks into categories and then figures out which top-level security and compliance policy
restrictions need to be turned on for each category. In addition, the app shows which cloud service providers are
already on board with these security requirements. Even if they aren't computer savvy, cloud users may utilise our
system to create security standards and locate providers who comply [21].

Batool et al. (2022), What we call "cloud computing" really refers to a way of running computer systems that
makes use of remote servers to store, retrieve, process, and analyse data. Most of the time, an offshore data centre
is used to provide cloud services remotely. Efficient control of computer infrastructure is provided by cloud
services. The purpose of this study is to identify potential solutions to the problems with cloud security and to
offer them. It shows how certain problems with privacy and security in the cloud may be solved. An ML-MFIS
model, which stands for Multi-Layer Mamdani Fuzzy Inference System, is used in this assessment. The author
has presented an Intelligent Cloud Security concerns Detection model (ICSID-ML-MFIS) that can categorise
various threats in order to identify and address cloud security concerns and difficulties. There are a total of nine
input variables in the ICSID model, including three variables in Layer II and eight in Layer I. The input variables
of layer-I are TS, which stands for threat-to-software. This section identifies the output state of threats that are
impacted or not affected by traffic monitoring, networking threats, resource availability, platform availability,
trusted service availability, device availability, and network availability. Detect SAAS Threats (DSAAST), Detect
PAAS Threats (DPAAST), and Detect IAAS Threats (DIAAST) are the input variables at layer-II that decide if
the inference-result is influenced or not. Data theft, loss of control over data, hijacking, system vulnerability,
social engineering assaults, data breaches, and no-security concerns are some of the risks that the output layer
ultimately determines when detecting cloud security vulnerabilities. Whether the condition is true or not is finally
determined by the output. In terms of genuine positive situations, the Fuzzy-based model that was suggested
achieved 91.5% [22].

Sundar et al. (2022), When it comes to using computer models in today's world, the cloud framework is a major
answer at the pinnacle of virtualisation. There are a number of concerns about the security of shared data, and the
concept has the potential to impact both individuals and organisations. There are a number of factors taken into
account by current models of cloud data security. However, dispersed responsibility and third-party audits are
necessary to guarantee the safety of cloud storage. In order to do this, this study introduces a novel model, the
Enhanced Cloud Security Model using Quantum Key Distribution Protocol (ECSM-QKDP), which incorporates
quantum key cryptography to provide secure cloud storage and control data dynamics. The situation of a two-step
sharing of quantum keys between a cloud server, the data owner, and a legitimate user (LU) is also taken into
account in this study. Two processes are involved: the first uses BB84 QKDP, and the second uses Hierarchical
Attribute-Set based Encryption to produce secure keys and construct an authentication protocol based on distance
bounds. The protected keys are sent to the LU over a trustworthy channel by means of the model. Based on the
findings, it is clear that the suggested model outperforms the current models [23].
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III. METHODOLOGY FOR VESPA CLOUD SECURITY WHITEPAPER
3.1 Concepts and Architecture
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Figure 1: VESPA Cloud Security Whitepaper Architecture

The figure 1 depicts a high-level architecture of a system divided into a control plane and a data plane. The
control plane manages applications through an API and deploys application packages, coordinating with multiple
configuration servers across different zones. Each zone contains hosts and nodes that form the core of the
configuration management. The data plane handles the operational aspects, such as processing Vespa queries and
managing Vespa documents, providing the necessary data and services required by applications running within
the environment.

3.2 Control Plane Authentication and Authorization

Control plane API access : All API operations towards the Vespa Cloud control plane require authorization, and
no tenant or application information will be presented for unauthorized access. A user can present a valid OAuth2
token which will be verified by the APL If a OAuth2 token is not available the user can choose to use an API key
instead. The intended use for API keys is for service automation (e.g. CI/CD workflows or GitHub actions), but
they can also be used by developers.

Roles and Privileges: Members of tenants in Vespa Cloud can be assigned to three different roles that grant
different privileges:

e Reader: Can read tenant and application metadata. This is the minimal privilege which is implicitly granted to
all members of a tenant.

¢ Developer: Can create applications, deploy to dev and prod zones. These are the privileges needed by
members working on applications.

¢ Administrator: Can manage members of a tenant and tenant metadata, such as tenant contact information and
billing actions.
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3.3 Service Isolation
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Figure 2: Service isolation

The figure 2 illustrates a Virtual Private Cloud (VPC) setup consisting of configuration servers and tenant hosts.
The VPC configuration includes multiple Config Servers that manage and distribute configurations to different
nodes across hosts within the tenant environment. Host 1 contains Node A and Node B, while Host 2 contains
Node C. Nodes communicate over secure channels using Athenz mTLS, but certain connections between nodes
are blocked, as indicated by the 'X' marks. The legend distinguishes between different applications (App A and
App B) and infrastructure components, highlighting the segregation of roles and secure communication practices
within the VPC.

Nodes belonging to the same application are allowed to communicate with each other while nodes of different
applications are isolated on the network layer and through authorization.

Communication between Vespa services is encrypted and authenticated using mutual TLS (mTLS). Identities and
certificates are provided by infrastructure components that can validate the configuration.

Access Control and Service Identity: Each host and node has a unique cryptographic service identity. This
identity is required in all inter-service communication, including HTTPS and internal binary RPC protocols. On
the host, node, and configuration server level there are authorization rules in place to ensure that only relevant
services can communicate with each other and retrieve resources from shared services, like the configuration
server.

Node Isolation: The identity of the node is based on the tenant, application, and instance the node is part of. The
host and configuration server will together establish the identity of the node. The configuration server tells the
host which nodes it should start, and the host requests a cryptographic identity for the nodes from the identity
provider.

This node identity is used for all internal communication inside the application : Nodes are implemented as Linux
containers on the hosts. Each node runs in their own container user namespaces, and each node has a dedicated IP
address.
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Host Isolation: The lowest physical resource in the service architecture is a host. The configuration server is
responsible for provisioning hosts and will keep track of known hosts, and reject any unknown hosts. Hosts only
communicate directly with the configuration server and cannot communicate with each other.

Configuration Isolation: Both nodes and hosts will consume application configuration from the configuration
server. The configuration server will apply authorization rules based on the host and node identity. Authorization
rules are based on least privilege. Hosts will only see which nodes to run, while the nodes are able to access the
application configuration.

Network Isolation: All communication between services is protected through mTLS. mTLS authorization is
based on the identity mentioned above. In addition, network level isolation is used to prevent any unauthorized
network access between services. The network rules are configured in the configuration server and applied by the
host. Changes to the topology are reflected within minutes.

3.4 Communication

Data Plane: All access to application endpoints are secured by mTLS and optionally token authentication. Upon
deployment, every application is provided a certificate with SAN DNS names matching the endpoint names. This
certificate will be automatically refreshed every 90 days. The application owner must provide a set of trusted
Certificate Authorities which will be used by all clients when accessing the endpoints using mTLS.

Federation: It is possible for an application owner to federate calls to 3rd party services. Either as scheduled jobs,
or per request. To support this use case we provide access to a credential storage in the customer’s AWS account.

Data Storage

Encryption at Rest: All customer data is encrypted at rest using the cloud provider’s native encryption
capabilities (AWS KMS or Google Cloud KMS). Encryption is performed with the following properties:

e Cipher: A strong, industry-standard cipher such as AES-256 (or the provider’s default strong cipher)

e Key Management: Customer-managed keys within the respective cloud provider’s key management service
(AWS KMS or Google Cloud KMS)

Access to the keys is strictly controlled and audited through IAM roles and policies employing least privilege.
Key rotation is managed automatically by the cloud provider on a regular basis.

Data Classification: All data handled by Vespa Cloud is classified into two different classes which has different
policies associated with them.

e Internal data: Information intended for internal consumption in Vespa Cloud operations. This includes
system level logs from services that do not handle customer data. Internal data is readable by authenticated and
authorized members of the Vespa Cloud engineering team.

o Confidential data: Confidential data is data that is sensitive to Vespa Cloud or Vespa Cloud customers.
Access to confidential data is subject to stringent business need-to-know. Access to confidential data is
regulated and only granted to Vespa Cloud team members in a peer-approved, time-limited, and audited
manner. All customer data is considered confidential.
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3.5 Asset types
Table 1: Asset types
ASSET CLASS DESCRIPTION
Control Plane data Internal The Control Plane maintains a database to facilitate orchestration of Vespa applications in multiple zones.

This contains metadata about tenants and applications in Vespa Cloud.

Configuration Server data  Confidential  The configuration server database contains the Vespa application model as well as the orchestration
database. Since the configuration server is part of establishing node and host identities, the configuration
server data is considered confidential.

Infrastructure logs Internal Logs from infrastructure services like the configuration servers, the control plane services, etc. are
considered internal. This includes logs from Control Plane, Configuration Servers, and Hosts.

Application package Internal The application.zip file uploaded to Vespa Cloud by the customer is considered internal. The application
package contains settings and configuration that Vespa Cloud operations needs insight in to operate the
platform

Node logs Confidential  The logs inside the Node may contain data printed by the customer. Because of this the logs are classified as
confidential since Vespa Cloud cannot quarantee they are free of confidential data. This includes Data Plane
access logs in addition to the node Vespa logs.

Core dumps / heap dumps  Confidential  Occasionally core dumps and heap dumps are generated for running services. These files may contain
customer data and are considered confidential.

Node data Confidential ~ All data on the node itself is considered confidential. This data includes the document data and the indexes
of the application

The table 1 provides an overview of various assets used in Vespa Cloud, classifying them as either internal or
confidential. "Control Plane data" and "Infrastructure logs" are labeled as internal, containing metadata about
tenants, applications, and logs from infrastructure services. The "Configuration Server data," "Node logs," "Core
dumps/heap dumps,” and "Node data" are marked as confidential, as they may include sensitive customer
information or data that Vespa Cloud cannot guarantee is free of confidential content. The "Application package,"
considered internal, includes settings and configurations essential for operating applications in Vespa Cloud.
Overall, the classifications reflect different levels of data sensitivity and confidentiality requirements within the
Vespa Cloud ecosystem.

IV RESULT ANALYSIS

This part presents the launch of our VESPA structure through 3 distinctive use cases. In the first place, we use
VESPA to recognize and respond powerfully to an infection contamination with accessible cloud assets in
Section. The utilization case introduced in the past part is stretched out to a genuine situation. Second, Section
subtleties how to utilize VESPA to accomplish different laaS security level exchange and response in a portable
cloud setting. At long last, we utilized the system to benchmark informing capacities and execution over-head into
Section The utilization case turns typical use to perform hostile testing, additionally named fluffing, against the
hypervisor.

4.1 VESPA Framework Instantiation for IaaS

Figure 4.2 addresses a basic usage of the detachment system on a common laaS framework. Committed
organization supplies give the actual design. Organization traffic is isolated by a firewall utilizing ACLs, by a
switch through VLAN tables, and by directing tables. These security arrangements are modifiable by the phys-ical
autonomic circle. For our usage, two VLANS are stopped between the firewall and the actual machine.

The hypervisor (KVM) contains Linux-specific arrangements, for example, inside directing ta-bles, or memory
relationship among physical and virtual gadgets. In the figure, pethO addresses the actual Ethernet interface, ethO
and ethl are truly virtualized in-terfaces, while brQ and brl are the extension deliberations required by the
hypervisor to turn on/off an interface. Extension brO memory is essentially connected with ethO, as brl with ethl.
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Each extension will be the endpoint of a copied interface for VMs. The libvirt API handles the distant admittance
to build up the hypervisor-layer autonomic circle.

At the VM layer, we think about two kinds of VM: the regulatory VM (AVM) and the client VM (UVM). An
UVM contains in any event two segments: a firewall, to segregate network flows, and an antivirus that take cares
of information execution counteraction, program detachment and part flags. In the antivirus piece part, tests
screen the stacked pictures in the visitor OS. UVMs speak with the hypervisor through the connl association
endpoint, associated with brO — a second VM would be associated Through br1, etc. The UVM virtual memory is
planned to the actual machine memory. They run on the virtual CPU (vCPU) reflection given by the hypervisor.
The AVM gathers tests from each layer and arranges system choices with orchestrators (vertical and flat). The
AVM carries on as a security the executives interface, gathering danger data, and sending counter-measures. In
each layer, the autonomic administrators (HO_X) haggle with both an incorporated VO, and with the layer the
board APIs.

Userland Admin VM
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Figure 3: [aaS Framework Instantiation: (a) Computing View; (b) Networking View.

4.2 Framework Implementation

At the hypervisor layer, the libvirt API utilizes a library named netcf to implement new organize rules by means
of XML. Albeit the frontend is unmistakably defined, the backend is OS-subordinate: we in this way need to
completely interpret netcf's XML configuration files and to im-plement orders for interface creation, modification
and cancellation. All things considered, connect modifications are completely executed to have a first solid model.

In the VM layer, we are utilizing ClamAYV as a flexible antivirus with Python sup-port for controller as we can
adjust the source code and make VESPA-prepared interfaces. Continuous assurance is missing, so we actualized a
piece module to check files when they are stacked in memory because of PsSetl.oad Image Notify Routine and
control their execution by defining a Ps Set Create Process Notify Routine that can gather Clam AV results with
I/0 demand parcel (IRP) and act in like manner. This execution underlines what can be accomplished in the VM
layer: specific capacities, for example, filtering attachment creation to boycott a scope of traded off VMs can
likewise be snared.

Correspondences in heterogeneous conditions require plainly specified interfaces, e.g., utilizing an IDL. Because
of its great outcomes. we picked the Google IDL execution named protobuf to actualize correspondences between
the HOs and the distinctive layer segments, and with the VO. To execute the VM-layer parts, the C language was
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normally utilized, as low-level writing computer programs is required for the UVM. Notwithstanding, the HOs
and VO were picked to be actualized in Python, as those segments just need to take choices on an undeniable
level.

This specific execution was deloyed as security foundation for the French government-supported SelfXL project,
focusing on self-administration of enormous scope frameworks, for example, distributed computing foundations.
It permits the acknowledgment of dynamic quaran-prong zones to seclude and clean conceivably undermined
VMs.

4.3 Use Case Implementation
The usage of the utilization case defined in Section 4.3 required two fundamental highlights:

(1) To effectively control spans made by KVM for VMs to move VMs through actual types of gear with libvirt.
Extension control can be accomplished from numerous points of view, yet we will zero in on the
accompanying techniques:

e  Each recently made VM is straightforwardly associated with a vnet sub-interface, every one of them being
connected together to a solitary extension. This is the exemplary method to perform such an assignment,
however it dwells on the limit of KVM to deal with the organization. Unfor-tunately, during our tests we
couldn't recuperate availability subsequent to erasing a vnet interface from the extension.

e For each VM made, a virtual interface is made at the hypervisor layer. An extension is additionally
connected to this sub-interface and will be one finish of the VM con-nection. Sub-interfaces can be Ethernet
deliberations given by IP associating, or KVM vnetX interfaces. This methodology, albeit more perplexing
during the cre-ation measure, doesn't experience the ill effects of any serious issues. Creation and erasure are
absolutely autonomous, and depend on exemplary Linux organizing tasks.

To appropriately move VMs, all hypervisor interface names are synchronized. This undertaking is taken care of
by orchestrators that deal with an affiliation table among VM and organization names.

Correspondence among AVM and UVMs while the organization is down can be settled from numerous points of
view, around one basic thought: set up a shared zone.

e Just as VMware and VirtualBox introduce their additional items, correspondence can be accomplished by
copying the inclusion of a CD-ROM. Whenever mounted as peruse and compose, it gives a simple cushion to
move information back to the hypervisor.

o Instead of cutting the wire straightforwardly, the activity can be to segregate the VM in a specific VLAN.
This VLAN contains an organization stockpiling (or same) that solitary handles and conveys straightforward
messages.

e  Virtual Machine Introspection (VMI) methods likewise give VM screen ing straightforwardly through the
hypervisor.

e  With such methods, the antivirus can find and send patches to the VM for an infection that was not plainly
identified before the organization seclusion activity.

4.4 Benchmarks

The VESPA self-assurance capacities are assessed as far as organization execution sway, generally reaction time,
and strength to assaults. Our testbed is made out of three actual machines associated by a Gigabit switch. Each
machine has 4 2.2 GHz Intel Core i7-2720QM CPUs with 8 GB of RAM, and is running an Archlinux
dissemination with a 3.2.7 piece. Each machine runs a KVM hypervisor, with Intel-VT guidelines empowered.
Facilitated VMs are running Windows XP with 256 MB memory and a solitary virtual CPU. A RTSP video
worker conveys MPEG?2 recordings with practically steady bitrates (12 Mbps). A first actual machine is held to
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run the video worker. The two others have customers. One of those machines is devoted to isolate tainted VMs. A
capacity pool of VM plate pictures is situated on the isolate machine and available through a NFS worker.
Transfer speed sensors depend on Linux/proc and/sys offices. All tests were run over multiple times, just the 30
best outcomes being kept.

4.5 Experimental Results

We administered the following tests of our proof-of-concept. We check that protection changes can be done in
near real-time, even calculating the contribution to the response time of each point. We test the framework's
ability to manage multiple realms with minimal overhead. We demonstrate end-to-end defence guaran- tees,
demonstrating how OC2s with short recovery time are immune to network attacks.

Isolation compliance is costly for intra-domain defence, covering 99.6 percent of the response time. A potential
reason is that, to deploy new security configurations, certain isolation services need to be restarted. The remaining
0.4 percent is the VESPA framework's overhead. Due to quick inter-agent communications and minimum policy
refinement processing from the Cloud HO to MCSMs, detection and reaction are lightweight. The higher cost of
the decision reflects the mapping of security SLA/SLOs to a high-level security policy configuration to be applied
with each security metric. This involves balancing the security state with policies identified by the administrator.

Regulation execution is swift for inter-domain protection owing to an efficient network protocol focused on
flooding. The main reaction overheads come from I/O slowdowns in the hypervisor and VMs in system
enforcement mechanisms. Similar to the cloud example, other overheads such as System VO decision-making, or
VESPA reaction agents are insignificant. However, the total answer time is still reasonably reasonable.

Scalability We also calculated how latencies for protection adaptation depend on device size, captured by the
number of physical domains. The findings are shown in Figure 4 . With the number of domains, detection time
increases marginally. Administrator-defined OC2 policies with more domains are becoming wider. Therefore, to
align those policies with incoming agent notifications, more time is required. Policy diffusion time is proportional
to system scale: the propagation protocol has to be replicated for each device domain in our proof-of-concept.
With a transmitted protocol, instead of the existing multi-unicast protocol to transmit security policies,
performance can be enhanced. Reaction time is not really impacted: after all reactions to ensure effective cross-
domain SLA compliance, only light spread verifications are carried out. In terms of domains, we considered
latency findings for combined identification, delivery, and reaction to scale well. Enforcement periods, however,
crushed all other stages' outcomes. Therefore, to test overall architecture scalability, more work is required.
Currently, our latest proof-of-concept embraces 4 realms. Nevertheless, before the system overhead hits
compliance expenses, we believe our solution could help farmore domains.
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End-to-end security by demonstrating how the mobile cloud recovers from a security SLA breach, we test end-
to-end security assurances, taking a network assault as an example. We recognise three degrees of isolation:
extreme (fully implemented SLA), middle (partially enforced SLA) and low (SLA violated). When the meeting is
at a high stage, an Open VPN link is attacked. Figure 4 illustrates how the assault is treated by our self-protection
frame-work. In specific, we calculated the time needed for the best degree of isolation to recover.

The OC2 begins at a high level: its limits are established and its re-sources are tracked (t [0-8.47s]). By destroying
one OpenVPN client on a random OC2 computer (t = 14.33s), the attack is started. The OpenVPN client is not
tracked by the system, but communication failures are detected on the cloud side: the OpenVPN logs parsing
VESPA agent notices the mistake, sends a warning to the Cloud HO, forwarded to the Cloud VO. By propagating
(t = 14.49s) a new Low Level Compliance Protection Protocol (t = 24.69s) in the OC2, Cloud VO notifies the
OC2 of the SLA infringement.

The Cloud VO then sends the Middle Level Policy to OC2 System VOs as a first step in restoring High Isolation
Conditions (t = 24.79s). This strategy is obtained and applied (t 25.26s) (t = 26.34s). Finally, the System VO
agrees to enforce the High Standard, applied on the side of the cloud (t = 30.2s) and computer (t = 38.8s),
returning complete isolation.

Results indicate that 3 = 0.16s is observed as an attack. The security SLA can be restored to High = 24.47s, which
seems very fair for end-to-end mobile cloud security to be retrieved. Slow BeagleBoard SD card I/O speeds create
some high latencies in SLA level propagation. To increase the response time, certain problems are under review.
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Figure 5 : Security Evaluation.

4.6 Limits and Perspectives

A number of drawbacks suffer from our present implementation. For eg, when an EE does not respond due to a
Denial of Service, the related VO does not determine if the EE is corrupt, buggy, or shut down. When such a
scenario arises, a default option can be established, however further in-depth analysis is necessary. Real
communications are currently neither encrypted nor integrity-checked between framework components. Thus, by
faking EE warnings and pressuring the VO to stretch the OC2 and loosen isolation, a man-in-the-middle intruder
can circumvent imposed isolation. This attack, however, involves knowledge of the design of the system and of
the underlying policies. Nevertheless, to solve this constraint, we see two solutions: using VPN between modules,
or defining a new communication component to use SSL in agents. The latter is under production at present.

The findings of the case study appear to demonstrate that the proposed architecture is promising for end-to-end
scalable mobile cloud defence. Orange OC2 also opens up a host of market prospects for telecommunications
operators. Consideration should be provided to atleast three main design categories and relevant stakeholders: (1)
end-user mobile devices (OS creators, mobile network operators); (2) residential gateway and broadband
connectivity (fixed network operators); (3) cloud providers (cloud service providers). In the delivery, creation and
service of all elements, a fixed and mobile network provider is involved and is also a legal and responsible
participant in ensuring the smooth operation of the whole architecture in a cohesive way. Convergent operators
will use this platform to significantly simplify their customers' digital lives by providing them with workable and
adaptable end-to-end protection.

A main pending issue is: which aspect should be responsible for the implementation of operational security policy
and supplying other actors with enablers? It is important to firmly protect this decision and control point, as the
stability of the whole architecture implies faith in this individual. It may be useful to have it installed in end-user
premises to prevent exposing the machines to the Internet, since this organisation would have strong control over
devices. For the whole infrastructure, the gateway may easily serve as this confidence anchor, the control logic
being either hosted in the gateway or under the gateway's control in a cloud provider. Fixed network providers
retain control of the residential gateways' applications and hardware they supply their customers with. Locating
the trust anchor in this gateway will also allow these operators to give their customers' mobile devices safe access
and control to cloud service providers.

With the Orange OC2 architecture, this segment tackles the difference between cloud and mobile device
protection. For execution environments in system or cloud domains with the OC2 abstraction, different classes of
security SLAs can be specified and universally implemented. Strict OC2 separation is accomplished
independently of the fundamental processes within the Security Policy Delivery and Compliance System of
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VESPA. Protection may be autonomically regulated inside and across OC2s, across domains and across
infrastructure layers at many levels of granularity. Results of the test demonstrate that the architecture can be
successfully deployed in operation. End-to-end mobile cloud protection, such as quick recovery of SLA breaches,
comes with a relatively limited performance tag. Orange OC2 opens unique insights for interconnecting
fragmented environments with varying security requirements between various service providers or pooled on
single computers, such as A la carte security abstraction layers.

Currently, VOs drive defence measures without taking the peer security state into account. In order to deal with
disagreements, we examine options around policy negotiation. Safe policy dissemination is another problem.
With built-in protections, such as contact integrity and replay attack protection, we are working on a lighter
protocol. We are also working to expand our platform to support TrustZone technologies, such as maintaining the
reputation of the VESPA agent. Finally, the present deployment of the system requires manual intervention. Thus,
for example, we aim for fully automated deployment of security agents.

The initialisation step contacts the hypervisor and parses the Qemu log to record substantial I/O port. At that point
the VO strategy produces an intrude on solicitation toward the HO_VM, sending it to the fluffing specialist. This
specialist accumulate root advantages and send an outl activity comparing to the VO demand. The hinder
experiences the hyper-visor, where we log each hinder and send a rundown back to the VO. At last, the VO
examines the synopsis, and proceed if the hinder was effectively taken care of, in any case the VO goes into the
recuperation cycle. First the stack follow is put something aside for additional investigates, second the VM is
restarted as the gadget emulator slammed. On the off chance that the issue caused the hypervisor to totally crash
and hang the worker, we can imitate it after a reboot and continue to manual investigation.

The send and stand by component of this basic circle isn't efficient, and we will perceive how to offload figurings
and influence exhibitions. Another issue is to manage hinders rebooting the machine without composing into logs.
To be sure, the VO is hanging tight for I/O result either by the specialist controlling the fluffing apparatus or with
the gemu log. Here the machine reboots without allowing to get some data and freeze the structure. Our answer is
to dispatch the specialist producing fluffing with initscripts to associate back to the structure, and have the option
to continue the fluffing.

e e —

Sambas)

WM sharednodel

» Agent_Gen_Fuz=

Figure 6: Hypervisor Fuzzing Architecture.
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4.7 Performance Evaluation
We assess the fluffing situation regarding difficulty of variation and time saved contrasted with empiric execution.

Improvements The first results indicated a moderate 300KB/s as the most extreme band-width took care of by the
structure on a 100mbps connect. Without a doubt, the coordinated part of the system hinders message spread. In
this manner, we modified the VESPA correspondence segment to coordinate offbeat occasions. We likewise
stretched out the arrangement model to deal with fluffing without message affirmation.

This improvement comes without sway on past arrangements definition, as message are sent simultaneously
naturally. With the new approach, we can arrive at the maxi-mum connection transfer speed at 100MB. In any
case, we need to offload some handling to save some data transfer capacity. Consequently we utilize the total
strategies to advance I/O data, for instance a vector is communicated with the first and the last qualities. The
specialist cushions Oxffff log lines and change the vector < [0, 1][0, 2][0, 3]...[0, Oxfa][0, 0xfb][0, Oxfc] >to < [0,
1[0, Oxfc] >, implying that all qualities between are available. We underline the compromise to pick between
network utilization and CPU use to adjust the structure. At whatever point a bottleneck shows up, we can part it
among different layers, for example on the off chance that the CPU is above 80% use. We can utilize another
pressure calculation with less CPU use, and subsequently less pressure, moving the heap from CPU to arrange
transfer speed.

The time expected to survey all potential qualities is additionally high. Figure 7 subtleties the I/O ports accessible
on a normal machine under Qemu. We have Oxffff ports with Oxffffffff potential qualities, which means
281470681677825 tests. Anyway we estimated that our structure can perform 58374.570763 I/O/s on a solitary
VM, and clear straight fluffing requires 55807.9 days.

OXFFFE + OXFFFFFITT ! _
+ — 55807.91/0/s
58374570763  60+60+24 0T (1)

Restricting the I/O ports to only registered interrupts handlers divide the possible ports to around 600, and our
linear fuzzing need 465.8 days to be fulfilled.

547 = OxfFIFFFfff 1
*
58374.570763 60+ 60+ 24

= 465.8days

Presently the VESPA structure come in real life and enables the fluffing by distribut-ing the calculation over
different cloud IaaS. A sensible tradeoff between the num-ber of machines and the fluffing time is with 1000
VMs. A solitary worker may uphold up to 50 light VMs, hence we need 20 workers. Dispersed figuring is direct
with the structure in our situation and the solitary issue is the organization. We didn't incorporate the VAMP
structure, and parts are pushed on the VM tem-plate. In the event that there is an automatic blunder, all parts are
then pushed through scp. The total fluffing now takes around 11 hours to be fulfilled in principle, and 15h as
indicated by our investigations. The thing that matters is clarified by the break while loos-ing the agent_gen_fuzz
specialist and the time taken by a VM to reboot while the CPU is focused.

547 + OxTIFfffff 1

58374570763+ 1000 T G060 — | -18hours

In Conclusion this fluffing use case told the best way to assemble virtualization mindful application with
crosslayer and cross-space communications. We investigated VESPA advantages to adjust a costly issue requiring
numerous long periods of calculation, to just eleven hours. Conversation testing the hypervisor is important to
find shortcomings. Anyway our tests zeroed in on the benchmark of the VESPA system, and a few different ways
must be investigated. Our fluffing is very fierce and can be advanced for more effective weakness appraisal. To
begin with, the code inclusion. A decent practice with regards to fluffing is to utilize the littlest information that
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will experience the limit of code. Figure 7 subtleties the time expected to send Oxffff qualities on each legitimate
ports. Each bar address the mean for the quantity of hinders tried on a port during 10 tests, and the standard
deviation is at the highest point of bars in dark. The speed differs from one to three, implying that the related code
is more intricate to deal with. While it's anything but immediate ramifications, it is helpful to identify the biggest
part of code. The anomaly over 300000 IO/s is playing out a no activity, while the two bars under 10000
addresses CPU devouring schedules.

Vs

12 piort

Figure 7: Input per second for valid I/O ports.

Second, the backhanded effect on the hypervisor. A few bugs are set off quite a while after the successful
arrangement of interferes. For instance when a malignant memory compose focus on a capacity just called by a
clock, the bug will possibly show up when the clock finish. The current usage doesn't address these kinds of bugs
straightforwardly, and must be investigated on the off chance that we think about the quantity of this class.

4.8 Micro Benchmarks

We utilized the standard benchmark suites to assess the im-agreement of VESPA on the framework. The
LMBench benchmarks framework data transmission and latencies at different levels. Figure 4.23 looks at the
occasions given by LMBench on a vanilla Qemu and on KFV in microseconds. The first eight figures measure
setting exchanging for 2, 8 and 16 cycles and with a work size going from 0 to 64KB. For model, 2p/OK
demonstrates two cycles with no remaining burden that solitary pass the token to the following cycle. At that
point we estimated interprocess correspondence latencies through Pipe, AFUNIX, RPC with UDP and TCP. Two
cycles are made and trade information. Document Create and FileDelete demonstrate the file framework latencies
for the creation and cancellation of 0KB and 10KB files. At long last, the ProtFault and PageFault tests show how
quick a supportive of cess and a page of a file can be blamed in. The file is flushed from (nearby) memory by
utilizing the msync() interface with the discredit flag set. The genuine overhead rate is shown on Figure 4.24 with
the vanilla Qemu as the base.
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Figure 8: Number of I/Os during a VM life cycle.

The outcomes indicated that Hypervisor can upgrade hypervisor security with a 12% overhead on a normal VM
life-cycle. This mean guesses that all tests are similarly circulated during a VM life-cycle. Anyway the security
issue signal inactivity is uncommon contrasted with others. We couldn't diminish the sign dormancy and in this
manner it must be available on the overhead diagram, yet the worldwide overhead is under 12%. Finding the
specific repartition of classifications require a broad semantic remaking that was not performed here.

4.9 Optimizations

The rundown of defective I/Os given by the fluffing use case is reserved into the driver specialist as a radix tree
with a profundity of 8. It empowers quick query straightforwardly into the piece with an additional 30 SLoC. The
hinders are analyzed, coordinated and sent.

The correspondence with VESPA was additionally advanced to lessen the overhead. The correspondence
convention is UDP with a flimsy layer of blunder rectification code. Information are neither packed nor scrambled
as it builds the quantity of CPU cycles per I/O.
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Figure 9: Comparison of LM Bench results with and without Hypervi-sor.

Our present usage is adjusted for basic frameworks with an adequate over-head and an improved security. The
limit to switch among simultaneous and nonconcurrent must be deliberately picked. In the event that too high the
framework will hang and give awful client experience, if too low security is brought down. The executive needs
to characterize VM security levels and partner a predefined limit. Believed VMs will remain generally offbeat
while untrusted VMs will be observed simultaneously.

4.10 Security Analysis

Mitigation of Public Threats

The CloudBurst assault was effectively forestalled by removing the I/Os of the public adventure. Anyway the
memory debasement focuses on the VMWare 3D driver that is clearly not present on KVM. A phony Qemu
driver copies the first driver for our tests and give an outline of the conduct. The genuine effect needs to change
the 1/0 dealing with routine of VMWare hypervisors, which isn't open source. Along these lines, the succession of
hinders may should be cleaned in the misuse climate.

The Virtunoid assault was forestalled on the most recent variant of KVM powerless against this assault. The
succession of hinders was removed and sifted, securing the hypervisor without fixing. Such element is significant
as it is an approach to shield old hypervisors from public assaults that don't have fixes. The manager examines the
endeavor, runs it on a VM and adds the mark to the VESPA information base. With additional tests, it is
conceivable to receive Hypervisor as a long haul hypervisor that can be remotely fixed.
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Figure 10: Normalized overhead of Hypervisor.

A public endeavor doesn't thwart cloud security and can be fixed without restarting the actual workers. Three
different assaults creating I/Os were forestalled, yet weaknesses with respect to hypercalls stay exploitable.

V. CONCLUSION

The VESPA system, when applied at the hypervisor level, demonstrates that subtle trade-offs are necessary for
effective adaptation. While our initial assessment indicates some mitigated outcomes for rapid integration, we
believe that, with appropriate tuning, VESPA is a viable approach. The system has successfully addressed recent
public vulnerabilities, and the simultaneous fuzzing of drivers reveals previously hidden weaknesses dynamically.
This combination of security and attack testing offers a novel, albeit not yet fully tested, solution for managing
third-party code. Although integrating VESPA features into the hypervisor and enhancing the Trusted Computing
Base (TCB) is costly, it also significantly boosts performance. For further exploration of this layer, a streamlined
version of the framework, excluding unused features like policy structures, dynamic reconfiguration, and multi-
domain support, could be a strong candidate. The VESPA structure presents an innovative and comprehensive
solution to cloud security, effectively addressing the unique challenges posed by dynamic cloud environments. It
offers a flexible, platform-independent framework that leverages advanced technologies and a simplified
interface, setting a new standard for cloud security. VESPA’s adaptability to changing security conditions and
compatibility with existing tools and processes make it a valuable asset for organizations aiming to safeguard
their cloud assets against evolving threats. As cloud adoption continues to expand, the demand for innovative
security solutions like VESPA will become increasingly critical, ensuring data safety and integrity in the cloud.
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