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Abstract - Undeniably, IoT-clouds are liable to attacks and 

intrusions due to its formation of a huge number of sensors that 

are mainly used in producing data. When it comes to 

healthcare data being secured in IoT clouds, then this would be 

a real challenge. In this case, Artificial Intelligence technology 

will represent the best way out of this trouble through adopting 

AI-based methodologies to secure healthcare data, in IoT-cloud 

framework, from any violations that may affect its privacy and 

security. Yet, this solution has also got its drawbacks like 

inefficient data handling, being unable to tackle unstructured 

data, being more complex in terms of algorithm design and 

time consumption. Therefore, this paper presents a security-

based methodology which aims at reducing IoT sensors cost 

and providing conversational AI experience to healthcare data 

available in IoT-cloud framework using probabilistic hash 

function mechanism. Adopting this new mechanism will also 

help in detecting attacks at an early stage, along with analyzing 

and studying their main features and characteristics. 

Moreover, this mechanism will help in securing data through 

standard Elliptic Curve Cryptography technique and the 

secure key produced from the data output hash value. 

Consequently, data cryptography processes will be used by the, 

previously mentioned, randomly generated hash key along with 

the updated ECC-HF technique. Performance indicators are 

used to evaluate, compare, and validate the results of applying 

both suggested and already existing mechanisms. 

Index Terms – Internet of Thing (IoT); Healthcare, Encryption; 

Network; Privacy. 

INTRODUCTION 

It is undeniable how the Internet of Things (IoT) has become 

an important medium for storing and transmitting info 

through a variety of means. IoT networks are mainly built 

upon connectivity, user interface, sensor devices and data 

processing. It has become extremely useful in many fields 

like healthcare where it is responsible for collecting the 

patient’s crucial data from the devices attached to his body 

[1]. Then, it sends it to the cloud network through radio access 

points in order to be processed via the used application and 

be ready to be displayed and sent to the targeted 

receiver/doctor with the help of the user interface.  

 

 

It has become quite urgent, then, for the healthcare field 

to be more updated and flexible to rely on cloud networking 

for healthcare services to be more accurate, credential, and 

efficient. On one hand, Artificial Intelligence (AI) 

technology is highly recommended to be used in real time 

application of health systems to deal with complex data, 

guarantee data security, identify unknown threats and reduce 

duplicates [2]. IoT technology, on the other hand, is 

frequently adopted and recommended for its autonomous 

characteristics, robust efficiency and ability to connect 

enormous number of sensors and devices to securely transmit 

data to the cloud using wireless links. However, securing the 

data transmitted from the sensor devices to the nearest radio 

access point is not totally achieved and the whole process of 

connecting both ends is at stake [3]. This process is liable to 

system failure, human error, network failure, natural 

phenomena, and malicious intent. However, this paper only 

tackles privacy threats/risks intrigued by malicious factors 

such as collusion attacks, malicious code, man-in-the-middle 

attack, data leakage and destruction, DOS/DDOS and 

malware like ransomware [4]. Therefore, it has become quite 

urgent to have a security algorithm that would guarantee 

using IoT devices on every single scale without being 

concerned with security issues. 

As being a main pillar in transmitting data in the 

healthcare field, IoT has successfully high lightened the 

vulnerabilities that the patient’s personal transmitted info are 

liable to in the process of remote treatment [5]. However, as it 

has been mentioned earlier, IoT technology faces serious 

security issues which need to be handled to maintain a 

completely secure data transmission process. Hence, AI 

technology is the best mechanism to be used in enhancing 

healthcare applications adopted in IoT cloud frameworks 

due to its efficiency in securing healthcare data transmitted 

between both ends, the patient and the doctor. Actually, AI 

technology has different types that are widely used in many 

systems coming under the different classifications of rule-

based methodologies, deep learning model, and machine 

learning techniques [6]. The general architecture of IoT with 

AI System for health care security is represented in Figure 1. 
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Figure 1: AI Network Security System for healthcare IoT 

I. Motivation and Achievement  

An AI-based learning methodology is meant to be 

developed here in order to predict attacks at an early stage 

after testing the features of user data which to be encrypted 

and decrypted as well due to the application of the Elliptic 

Curve Cryptography (ECC) technology along with the 

randomly generated hash value [7]. Unlike other 

researches, this paper focuses on the transmission of data 

from the IoT sensor-devices attached to the patient’s body 

to the doctor through network providers and introduces an 

encrypted security algorithm which processes from the IoT 

sensors in order to keep this info covered and unexposed to 

any interfering party [8]. This solution works on encrypting 

the data packets right from the sensor devices and before 

being sent to the doctor [9]. As an end-to-end health data 

transmission security system in IoT, this algorithm has 

proven its success as a two-level encrypting solution at the 

patient’s end, and a two- level decrypting solution at the 

doctor’s end. 

II. Problem Statement 

For data storage and security services in the cloud 

framework, different encryption techniques like Elliptic 

ECC, AES (Advanced Encryption Standard, and Secure 

Hash Algorithm (SHA) have been utilized in different 

security systems as shown in Figure 2. These encryption 

and classification techniques can securely decrypt data at an 

early stage before storage and retrieval procedures and limit 

inefficient prediction results, high error rate and process 

delay, which affects the performance of the whole system, 

respectively [10].The proposed system is developing a hybrid 

AI- based intelligent algorithm that is based on both IoT 

sensors and random hash function to secure healthcare data 

and solving all the previously mentioned problems. 

III. Contribution and Assumption 

The contributions of the suggested scheme are presented as 

follows: 

 Encrypting and decrypting data are carried out using 

Random Hashing or RH generated hash keys [11] to 

secure stored healthcare data in IoT-cloud. 

 Applying user query input processing to ensure secure-

reliable transmission and attack detection [12].  

 Utilizing AI-based Probabilistic hash function 

mechanism (PHF) [13] to ensure the reliability of data 

retrieval with feature learning models for attack analysis 

and reporting. 

 

Figure 2: Secure IoT-based Healthcare System with Cloud 

The PHF mechanism performance is mainly evaluated 

in terms of encryption/decryption time, key generation time, 

recall, accuracy and precision with the assumption that all 

data is initially stored unsecured in the cloud. 

The remaining of the paper is presented as follows: 

Section II presents the importance of IoT security including 

the pros and the cons of the currently used data security and 

attack detection techniques in IoT-cloud framework. The 

related work is also discussed in this section. Section III 

presents the suggested encryption/decryption model in detail 

through algorithmic illustrations, description and clear flow. 

It also explains how the data is processed throughout its 

journey from the sender to the receiver. Section IV 

represents how the proposed system is tested and analyses its 

results. Ultimately, section V summarizes the whole paper 

and presents the suggested future work. 

LITERATURE REVIEW AND RELATED WORK 

The issue of securing data transmitted with the help of IoT 

has been of great interest to many researchers and several 

contributions have been presented for this end. For example, 

the SaaS security system which employs Virtual Local Area 

Network (VLAN) through a three-layer IT-based system 

consisting of private layer, fog layer and extreme layer [14]. 

This system is responsible for connecting the network’s 

different devices, considering the possible risks of the system, 

and providing the involved devices with numerical values 

after carrying out different security tests on them.  
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Another security solution is the use of AI technology to 

prioritize and identify risk, instantly spot any intrusion on the 

network, detect any malware on the network, and guide to 

incident response [15]. The currently used AI-based schemes 

to secure data in IoT frameworks are presented in detail in 

this section along with their advantages, disadvantages, 

characteristics, and processing manner.  

As it is getting more important these days, IoT devices 

are utilized on a wider scale and the issue of its ability to 

secure data and other devices they’re connected to is 

becoming urgent. To maintain the security of the medical 

environment from which the whole process starts, Vaibhav et 

al. [16] have introduced a smart IoT algorithm to which all 

AI-technique features and policies are integrated like 

transparency, interoperability, data privacy, accountability, 

sustainability, accountability, and security. This algorithm 

has also been targeting the detection of information 

disruption, network properties and other different host-

property types of attacks. However, system adopting this 

algorithm have proven not to perform perfectly due to the 

lack of adopting specific methodologies to detect different 

attacks on the network. Wei et al. [17] have introduced a study 

tackling healthcare IoT systems in terms of the machine- 

learning techniques used in them. 

In this study, each technique has been thoroughly 

discussed and its constraints and applications have been 

introduced in terms of reliability, privacy, security, 

interoperability, reliability and bounded latency which must 

be achieved to maintain a secure and efficient IoT algorithm. 

Upon this study, different similarity-matching techniques 

along with their operating features and applications have been 

tackled like: K-means, linear regression, dimensionality 

reduction methods discriminant analysis and logistic 

regression. In this respect, it has been proven that linear 

regression is considered the best technique to evaluate the 

dependent/ independent relationship variables. Gopalan 

[18] has introduced an AI-based IoT algorithm to 

continuously monitor, measure, and maintain the security of 

healthcare networks, including patient records, medical 

devices, databases, vulnerable legacy systems, and cloud 

services. For this end, a Deep Conventional Neural Network 

(DCNN) or DCNN-based malware detection algorithm has 

been applied to limit access to the data and, hence, block any 

violations. In conclusion, this framework has proved to be 

beneficial in terms of increasing minimal delay and delivery 

packs and decreasing response time.  

As for Hayyolalam et al.[19], they have introduced a 

three-tier smart healthcare system that aimed at designing 

Internet of Medical Things in which basic features like field 

sensor networks, cloud services and WBSN were included. 

Baoyuan et al [20], have introduced a system that aimed at 

authenticating the patients to provide access to the 

application data stored on the cloud. It is a lightweight 

authentication system that mainly works on authenticating 

user/server registration and securing the cloud environment 

IoT devices.  

This algorithm was not highly efficient in terms of 

providing high attack detection, misclassification rate and 

reliability. However, it is extremely beneficial when it 

comes to computational and storage cost reduction. Siam et 

al. [21] have also worked on securing IoT-cloud 

environment by using homomorphic encryption algorithms 

and bilinear maps to encrypt data. In the same respect, 

Chang and Junho [22] have introduced a context ontology 

model to secure the system through detecting vulnerabilities 

and intrusions.  

According to the pattern of attacks including software 

attacks, memory dump, port access and data sniffing, 

inference rules have been created. Those rules are 

responsible for detecting and analyzing vulnerabilities, and, 

hence, they would be extremely helpful in understanding 

such a complex model.  

Hodo et al. [23] have focused on securing IoT networks 

by presenting a survey that is covering different AI 

mechanisms. Main security challenges in IoT networks like 

source authentication, availability and confidentiality have 

been tackled in this proposal. Adopting an improved Ant 

Colony Optimization technique has been suggested by Chang 

et al. [24] to secure data by setting optimized completion 

time for load balancing strategy to be improved.  

In this case, data storage in an encrypted form on IT 

cloud is maintained by adopting full homomorphic 

encryption and decryption mechanisms. Utilizing encryption 

mechanisms like Advanced Encryption Standards (AES-

128) to secure data in IoT cloud, mainly result in generating 

secret keys so that the ciphertext would have several 

transformation rounds. Such a security model could be 

evaluated in terms of latency, QoS, consistency and 

accuracy. 

Elzouka and Hosni [25] have discussed the main factors 

for securing data in sensor networks via dynamic support, 

authorization code, reduced overhead, fine-grained control, 

access efficiency and integrity verification. The security of 

cloud environments is ensured through confidentiality 

parameters using a fine-grained access control mechanism. 

This mechanism could be evaluated in terms of calculating 

storage overhead, throughput and encryption/decryption 

time. Muhtadi et al. [26] have introduced a new cyber 

security system adopting a machine learning approach to 

reduce computational overhead. An Optimal Homomorphic 

Encryption scheme has been presented by Kalyani and 

Chaudhari to increase data sensitivity in IoT cloud . For this 

model, the Deep Conventional Neural Network (DCNN) 

technique and the optimization technique have been adopted 

to identify optimal feature-based attacks and to authenticate 

the key generated during data encryption, respectively. A 

detailed study of AI-based mechanisms utilized for securing 

IoT cloud environment, AI technologies like shallow 

machine learning, rule-based learning and deep learning and 

layer- wise security threats has been presented by El Zouka et 

al [27]. AI and machine learning techniques have proven 

their ability to initiate all the operations that would help in 

elevating the security systems and block IoT threats.  
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However, these techniques are facing some challenges in 

terms of handling increased delay time, data scarcity and 

large dimensional data [28]. An advanced AI technique is, 

hence, proposed in this paper to guarantee secure retrieval of 

healthcare systems and data storage.  

PROPOSED METHODOLOGY AND FRAMEWORK  

The proposed algorithm, as mentioned earlier, works on 

encrypting data collected from the attached devices, having 

them sent to the cloud network via radio access points and 

getting them delivered to the receiver/doctor to be decrypted. 

The whole process is quite vulnerable, especially when 

sending this crucial data to the cloud network where it could 

be extremely liable to violations [29]. At this point, the 

suggested cryptography system will be applied, where the 

data, already taken from the attached medical devices, is 

gathered in a matrix form, and multiplied using a key that is 

different and unique for each patient. The proposed 

methodology mainly uses an advanced AI technique to 

securely handle, retain and store data from IoT-cloud 

computing system. The AI technique adopted here is the PHF 

or the Probabilistic hash function technique to analyze the 

main features of the retrieved data from IoT devices and to 

secure data transmission. PHF AI-based technique is 

supposed to instantly detect/learn features of attacks or other 

normal procedures taking place during the process of data 

storage and data retrieval which could also be guaranteed by 

the Elliptic Curve Cryptography (ECC) model which uses 

Random Weight Hashing (RWH) algorithm for the same 

end. The AI-based security system proposed in this paper is 

presented in details and its architecture and flow illustrations 

and presented in Figures 3 and respectively. 

According to the system’s choice, the multiplied data 

will be turned into an ASCII/binary and then it will be 

multiplied again using a different key in the ASCII/binary 

and the resulting outcome will present the encrypted code for 

the suggested system. The used formula is: 

         (1)                  

Where Y, K and X represent the encrypted data, the 

applied key, and the patient’s information, respectively and 

h represent the signature pattern. The encrypted data is 

mainly made up of two keys: E and C. The first one is 

applied as the process starts and the second one is 

responsible for enhancing the system’s security.  

 

Figure 3.  Block Diagram of Encryption Process 

A predefined inverse ASCII/ binary rule is adopted by an 

IoT sender, and is also applied at the receiver end, to 

generate both keys; key E and key C which can be easily 

changed after the key change request go through all the 

required security checks [30]. 

The above diagram shows how key E, which is set as a 

default key by the proposed algorithm, is multiplying the 

collected data. As mentioned before, this key, which could 

be changed, if necessary, will be ready for multiplication 

again by key C when changed into ASCII for more security. 

This step will make any violation to the data extremely 

difficult, making the suggested algorithm unique and special. 

Then, the encrypted and authenticated data will be securely 

sent to the receiver/the doctor to be decrypted and analyzed 

without any intrusion.  

                        (2) 

The decryption process will depend on the following 

formula as the receiver is aware of the used keys in the 

encryption process.  
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Figure 4:  Block Diagram of Decryption Process 

The encrypted data (Y) will be decoded by multiplying 

key E inverse matrix and turning it into ASCII/Binary, then 

using key C to multiply it again in order to get the patient’s 

original data (X), so that this 2-phase process could be 

completed safely. Frequently, the Media Access Control 

layer or MAC witnesses the addition of keys as headers and 

the concatenated hash being sent with messages to recognize 

the man in the middle using bits [31].  

According to the suggested algorithm, keys E and C will 

delve into the original data along with the hash, which is 

added at the end in a form of a single bit, to help in decoding 

the data at the receiver’s end and to make it more difficult to 

any intruder to get access to the original info. The procedures 

/ stages performed by the proposed technique could 

summarized as follows: 
 
 Transmission of data to the cloud servers 

 Processing the input of user-defined functions. 

 Feature extraction and attack detection. 

 Retrieving secured data from the cloud. 

Firstly, the RWH algorithm is used to encrypt/decrypt 

data after hash 256 projection matrix generation and before 

this data is moved into the cloud as shown in Equation 3 and 

Equation 4. Where k is a randomly generated value and less 

than the value N, which is the possible hash value, and N-1 is 

the remaining values. Then, the proposed AI-based method 

will be used to analyze whether this hash is normal or 

represents an attack. If it is proved to be normal, data 

arrangement process into the cloud will be proceeded, 

otherwise the routing system or the firewall will be instantly 

informed to block this attack at its initial stage. 

                         (3) 

                                                           (4) 

 

The destination IoT device level and sender only 

witnesses the encryption and the decryption processes in the 

suggested system due to personal privacy rules, man-in-the-

middle problem termination, IoT limitations, characters and 

security which make it more of an end device level and, 

finally, delay avoidance when processing at every level. 

Moreover, it should be mentioned that in the same sender 

and destination IoT devices only three hops are used 

between both ends, bearing in mind that changing the 

number of hops will not make any difference due to limiting 

this process to this level only. For this end, the PHF 

mechanism has been adopted to update the training model 

with the features and the properties of the reported attacks. 

Then, comes the role of AI-PHF mechanism in detecting the 

query input of the user, to access data, and deciding whether 

it is normal or malicious. If it is proved to be normal, the 

process of retrieving data will be proceeded by decrypting 

this data and generating a signature matching pattern using 

the RH-based decryption [32]. Finally, the user will have 

access to the data and will be able to see it with all security 

measures being considered. 

I. IoT Security based on ECC Random Hashing Algorithm  

Undeniably, ensuring data security represents a real 

challenge in different IoT security system because of the 

complex format of data-feature learning and arrangement and 

the size of data transferred. Therefore, the original data 

should be initially encrypted using RWH technique. The 

processes of encrypting and decrypting data have proven to 

be quite vital, then, when carried out before data storage and 

data retrieval, respectively, along with checking the query 

input of the user to maintain a totally secure process. In this 

respect, many conventional models like IDEA, RC4 and AES 

have adopted different encryption and decryption 

mechanisms. But using encrypting and decrypting 

mechanisms has some drawbacks like computational 

overhead, key generation and encryption increased time 

consumption and complexity implementation. To avoid 

these disadvantages, the proposed algorithm is using ECC- 

RWH mechanism or the Elliptic Curve Cryptography with 

Random Hashing key generation to ensure data security in 

IoT cloud domains relying on encryption and decryption 

processes. As for the RWH technique used in this mechanism, 

it depends on the input data to generate a random key that is 

responsible for encrypting and decrypting data in IoT cloud. 

As mentioned earlier, IoT could be useful in the healthcare 

field when collecting data packets and transmitting them 

through radio access points, like a near cell tower or wireless 

LAN, to be sent and processed at the cloud network and be 

finally targeted to the doctor’s device. The distance between 

both ends or the actual locations of them is totally 

unimportant. To increase data security, the proposed 

mechanism follows different computations in order to create 

the hash function, but as yet, it has several advantages like: 

small generated keys , reduced time consumption, using 

optimal bandwidth and fast encryption processes. 
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Finally, the ECC-based encryption system is considered 

one of the security systems that has been working on 

securing data sent from sensor devices to the doctor’s office 

through fog computing and cloud computing security layers. 

However, the security systems mentioned above were not 

able to provide total security to the transmitted data, as the 

methods used to encode this data were easily violated by 

malicious intruders. The proposed system adds 

cryptographic security in order to guarantee information 

security from the very beginning. The whole process starts 

by embedding the sensor devices with cryptographic 

algorithms so that the crucial health info will be encoded 

even before being sent/transmitted to the targeted receiver. 

The cryptography mechanism could be made clear by 

multiplying the data collected from the sensors using a 

cryptography key-code matrix and hash function, so that the 

encrypted data could be encoded. Then, this encoded data 

will go on with its journey to the nearest radio access point, 

then to the cloud and, finally, to the receiver, to be decrypted 

by multiplication using the cryptography key-code to be 

decoded. What makes the suggested solution special and 

efficient is the encryption process through which the flow of 

data from the sensor devices to the doctor’s office will be 

totally secured. This aim is achieved by multiplying the 

messages and the key added to encode the info and make it 

totally unavailable for any intruder. This makes the output 

message totally different from the already encrypted one at 

the beginning of the process, making it more complicated 

and less liable to violations. Unlike the previously 

mentioned security solutions, which just add a message and 

a key to encrypt the data while being sent to the nearest 

access point making it more liable to violation and 

interference. only the security of transmitted data in 

healthcare field from devices attached to the patient to the 

doctor is the main concern of this paper, but also the routing 

of such info between both parties. Aiming to present a 

sensor-driven solution that could add an identifier at the 

sensor level to tackle data routing in bust IoT networks.  

II. The PHF Algorithm 

Upon the features in the matrix, the features learning 

technique will carry out its mission in detecting attacks 

features in the training model [33]. The PHF algorithm here 

represents the feature learning model which will detect the 

attacks by comparing and matching feature attributes with 

the features database. To detect any attacking attempts to the 

data in the IoT, either during data storage or the retrieval 

process, the features of the IoT device will be matched with 

those of the training model. As mentioned earlier, if any 

attempt to access data is proved to be normal, the ordinary 

sequence of processes will take place, otherwise the routing 

device will be informed to initially block those attempts and 

maintain data security. Learning and detecting all attacks 

features will, consequently, help in updating and arranging 

new attacks features in the training model.  

 

This will automatically help this model to instantly 

detect and attack malicious intrusions. A better prediction 

process is, then, maintained after identifying several 

parameter combinations to be grouped and set in the cluster. 

Therefore, using AI-based mechanism that relays on 

probabilistic features, will result in many advantages like : 

ensuring data privacy , reducing complexity and time 

consumption , increasing detection accuracy and high 

security .Within this algorithm, input data matrix NID and 

the predicted clustered results Aij, Rij and Cid represent the 

input of processing and the output, respectively .According to 

the size of matrices Sj and Si, matrices of responsibility and 

availability will be set up to compute Rij relevant factor. 

PERFORMANCE ANALYSIS 

All the devices used in testing the proposed algorithm were 

chosen due to possessing the same protocols as other regular 

commonly used sensors, being originally designed for 

testing IoT protocols and being able to behave like nodes 

used in the middle or IoT end devices. First, the base 

standard for the applications used in this test is IEEE-

802.15.4 TI standard. Secondly, CC1310 Launch Pad 

development kits are used for data transmission testing. For 

creating sample sensor devices like those attached to the 

access points and patient’s body at the receiver’s end, twenty 

of the previously mentioned launchpads have been used due 

to their ability to obtain data, create packets and send data, 

respectively. Moreover, those launchpads are adopted here 

for their efficiency in data collection, long-range connectivity 

and external sensors interface providence. Ultimately, it 

should be mentioned that the whole process has been tested 

and developed using C programming code composer studio 

version. 

For being able to be easily applied at source/ destination 

node level and to avoid extra delay in the middle hop sensor 

nodes, the suggested end-to-end IoT security model is more 

privileged and more unique than any other algorithm. Table 

1 has made it clear that the range of executing the suggested 

IoT security scheme is 80-120M, where its nodes can 

communicate with the cloud in the approved channel by 60 

kbps data rate and the packet arrival rate for each node is 0.22 

seconds. 

To carry out this experiment / test, one collecting unit 

for router and another one for the doctor are used along with 

eight sensors. One of the, previously mentioned, Launch Pad 

[34] will be used in collecting the patient’s data from the 

sensor devices attached to his body to be multiplied by key E 

and, then, received by another launchpad at the doctor’s end 

to be decrypted. Hence, licensed users could access the same 

channel if star topology non-beacon IoT communication is 

carried out. 
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TABLE I 

NETWORK SETUP PARAMETERS 

The end devices used in this experiment will altogether 

help the suggested IoT algorithm in encrypting and 

decrypting data depending on sensed data. 

TEST RESULTS AND ANALYSIS 

The suggested algorithm has been tested using different 

examples to check its success in encrypting and decrypting 

data on both ends; sender and receiver. It has also been 

tested and assessed in terms of key size, processing time, 

overhead communication, flexibility to be applied to variant 

IoT types, cost, liability to attacks and memory usage. 

Regarding energy consumption, memory usage and 

processing time, the proposed system’s results are better 

than other security systems. In this respect, two different 

inputs have been added to test the system’s ability to encrypt 

and send them via access points to the targeted destination. 

The first input to be encrypted, multiplied by key E and 

converted to ASCII upon user’s request, which was then 

multiplied again by key C to have more secure and trust 

connections. The result achieved, as it is already clear, is 

totally different from the original message and the 

possibility for any intruder to violate it is null . Therefore, no 

one will be able to read and understand the sent messages 

rather than the licensed users because of their previous 

knowledge to the keys used in this process. After receiving 

messages at the other end (receiver), they will be decrypted to 

successfully obtain the original messages. This result was 

achieved by multiplying the encrypted messages using key C 

inverse, then followed by key E inverse to be obtained again 

from ASCII and get it in its original format. 

Using built-in keys could easily expose data to violation 

by intruders, which is a matter/issue that is not done at all by 

the proposed IoT security system. On the other hand, it uses 

different self-created keys with each case and performs 

character by character encryption to make it impossible for 

an intruder to decipher and understand the transmitted 

messages [35]. All characteristics mentioned above show 

how efficient the suggested system is in terms of securing 

data using complicated steps to prevent any intrusions or 

violations. 

 

This section is comparing and assessing the 

performance of both suggested and existing security 

mechanisms in terms of Matthews Correlation Coefficient 

(MCC), F1-score, delay, throughput, encryption/decryption 

time, precision, accuracy, recall , computational time and 

packet delivery rate.  

I. Performance Analysis of Proposed and Existing AI System   

With respect to the throughput of both mechanisms in many 

IoT devices, it should be first mentioned that a system’s 

output is evaluated in terms of bytes and the packet delivery 

ratio of the connected devices has a great influence on it. 

Therefore, the total number of packets made up by the nodes 

as well as the total number of received packets will help in 

estimating the throughput as shown in Figure 5. Due to its 

increased throughput value after allowing reliable data 

transmission between both ends and using a set of features 

for detecting and analyzing any possible attacks, the 

proposed AI mechanism has overpowered other existing 

security systems such as IoT Artificial Intelligence System, 

Securing Things in the Healthcare Internet (ST-H-IoT), 

Navigation System  and Intelligent Face Recognition, and 

Intrusion Detection System (IDS). 

 
Figure 5: Throughput vs. Number of Patient Sensors 

Considering the delay issue, it should be mentioned that 

delay in any network is calculated by the maximum duration 

spent by the data rate resulting from the maximum flows to 

reach its destination and how they are separated due to the 

delay and, ultimately, by estimating the latency between the 

sent request and cloud server received response. As 

mentioned earlier, the proposed technique PHF initially 

checks and analyses the features of user’s query input and, 

hence, both input data transmission and retrieval processes 

are carried out in a shorter span of time and a minimum delay 

is consumed when compared to the existing techniques. 

 

Parameters Values 

Identifier 7-10 Bits 

Number of Applications 10 

Frame Type 2-4 Bits 

Transmission range 80-120M 

Number of Packets Sent 150 

Time Delay of Health Data (ms) 33.53 

Data rate of the channel 60kbps 

Size of medical data packet 80 bytes 

Running Time 24 hours 

Frequency 950 GHz 
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Figure 6: Transmission Rate vs. Number of Patient Sensors 

To evaluate the packet delivery ratio of the proposed 

PHF and the existing IoT-AIS techniques, it should be made 

clear first that the message delivery ratio is evaluated 

according to the flow of data between IoT device and the 

cloud on one hand, and the received data from the cloud to 

the user, on the other hand. As a matter of fact, identifying 

and, hence, blocking attacks will definitely result in an 

increased data transmission rate, which is the case for the 

proposed technique as illustrated in Figure 6. 

 
Figure 7: Average Energy Consumption of Sensors 

As for energy consumption, it is mainly calculated 

according to communication delay of the IoT devices. The 

proposed algorithm has given better results than the existing 

ones in terms of energy consumption as it has only required / 

consumed minimal energy to accomplish its mission. The 

average energy consumption of sensors in the proposed PHF 

model compared with other competitive models is illustrated 

in Figure 7. 

The overall performance of a security system must be 

computed in order to evaluate both its effectiveness, 

suitability, precision, and accuracy. These measures are also 

utilized in calculating and predicting the actual estimations 

at the time of attacks prediction and identification. This kind 

of analysis is vital for permitting attack detection regardless 

the variety of thresholds. Hence, the proposed technique has 

given an increased true positive rate when compared to other 

existing ones.  

As for information entropy, it is calculated in different 

security systems according to the calculations of ciphertext 

average uncertainty levels. As being able to generate random 

hash while generating keys, the proposed technique has 

proven to be more efficient than the existing ones in this 

respect. 

II. Performance of Existing and Proposed Security Models 

As for calculating the encryption time, this mainly depends 

on the time taken to encrypt data, using a generated key, into 

a ciphertext.  

On the other hand, calculating the decryption time 

depends on the time taken to decrypt ciphertext into the 

original form. Both encryption and decryption times are 

calculated for the proposed technique and the existing ones, 

and, hence, the proposed technique has provided reduced 

encryption and decryption time.  

Actually, both processes are carried out in a considerably 

short time because of the signature pattern and the data 

matrix hash value which work together in creating the 

random key which detects the input data stream.  

 

Figure 8: Comparison of Average Encryption Time 

According to Figure 8, comparing encryption/decryption 

time of the proposed PHF technique with ECC and the 

existing ciphertext attribute-based encryption (CABE), 

Modified CABE (M-CABE) and Advanced Encryption 

Standard (AES) techniques have shown how the proposed 

technique has given shorter time for both processes and, 

hence, has outperformed the existing techniques. 

TABLE 2 

ENCRYPTION TIME OF THE PROPOSED SCHEME. 

 

Regarding the average of computation time calculation, 

the retrieval process is finally done as illustrated in Figure 9. 
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Figure 9: Computational Time Complexity  

The average computation time is mainly calculated by 

computing the time consumed starting from handling the 

user’s request until the retrieval process is finally done as 

shown in the figure.  

Comparing computation time calculations of the 

proposed technique and the already existing ones has proven 

the former’s ability to store and retrieve data in a comparably 

shorter computational time while maintaining security and 

considerably high speed as well. 

CONCLUSION AND RECOMMENDATION 

Maintaining privacy security of healthcare applications in 

IoT cloud environment has been recently a matter of great 

interest to many researchers, and, hence, the proposed AI-

based security has been presented. Its main purpose was to 

store and retrieve data efficiently taking into consideration 

all the challenges that the existing systems are already 

facing. Attempting to secure the patient’s data right from the 

packet transmission initiation point by applying complicated 

encrypting methods to the IoT sensor devices, made the 

proposed system quite unique in terms of achieving total 

security for the sent data. The PHF technique along with the 

RH key generating processes have worked together in 

detecting attacks instantly and ensuring data storage and 

retrieval using the ECC mechanism as well.  

The Proposed AI-based security system presents a 

training model with a set of attack features that can instantly 

detect potential attacks and inform the routing device to 

block it right away. This technique will guarantee data 

security before even reaching the cloud network and, hence, 

prevent any intruder/hacker from violating this data. 

Moreover, this system guarantees that the receiver end will 

not be able to decipher the message unless he knows the 

newly created keys used in the encryption process from the 

very beginning. This system has managed to carry out better 

encryption and decryption processes utilizing the security 

pattern and data matrix’s hash value to generate a random 

key that ensures data storage and retrieval in IoT cloud 

environment and, hence, resulting in more efficient 

encryption and decryption processes, respectively.  

 

Various evaluation measures have been used to evaluate 

and compare the performance of the existing ones to the 

proposed technique. Finally, this system has shown 

promising results in terms of securing critical data 

transmission through access points to reach its destination 

safely without any intrusions. Moreover, IoT sensor driven 

security will be tackled and studied on a wider scale in the 

future. This AI-based security system could be applied to 

other real time application systems and random key 

generation and trust agreement processes could be used on a 

wider scale in the future to maintain healthcare IoT data 

security. 
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