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Abstract - The paper is devoted to the creation of a hidden 

radar field for the detection of small aerial objects using the 

signals of telecommunication systems. The issues of geometric 

construction of the hidden radar field system, sources of 

information regarding the aerial object are considered. It was 

established that the creation of a hidden radar field allows to 

increase the capabilities of the existing radars. This allows for 

the detection of a small-sized and low-altitude aerial object at a 

line-of-sight range of 80-100 km. This, in turn, will ensure the 

possibility of prompt decision-making regarding a small-sized 

aerial object. In further research, it is necessary to estimate the 

energy characteristics of the radars of the hidden low-altitude 

radar field, as well as to solve the issue of optimizing the 

geometric construction of the system. 

Index Terms - Aerial object, hidden radar field, detection, 

signal, telecommunication system, digital TV, radar 

INTRODUCTION 

Nowadays the air defense system construction is 

complicated by the appearance of small-sized air objects                

[1, 2].  

 

 

 

Small-sized aerial objects have specific flight technical 

characteristics, namely [3-5]: a wide range of movement 

speeds, small effective scattering surfaces, stealth flights at 

medium, extremely low altitudes. Such altitudes use terrain 

relief.  

When creating promising unmanned aerial vehicles, 

considerable attention is paid to reducing their radar 

visibility. This, in turn, reduces the probability of detecting 

small aerial objects by radars and increases the possibilities 

of such aerial objects to successfully overcome the air 

defense system [3-5]. 

The decrease in radar visibility of small air objects is 

inextricably linked to the decrease in their effective 

scattering surface. The main methods of reducing the 

effective scattering surface are reducing the size, giving 

objects special low-reflective forms, using active masking 

systems, radio-absorbing coatings and composite materials, 

etc. [3, 6, 7]. 

The use of traditional methods of improving the quality 

of detection of small aerial objects leads to an increase the 

number of radars, an increase the energy of radars and an 

increase in the cost of creating and maintaining a radar field. 

Therefore, the search for new ways, methods to improve 

the quality of detection of small-sized air objects is an urgent 

task. 

mailto:lvnpo4ta@gmail.com


The Creation of a Hidden Radar Field for the Detection of Small Aerial Objects due to the Use of Signals from 

Telecommunication Systems 

Copyrights @ Roman Science Publications  Vol. 5, No. 3, September, 2023 

         International Journal of Applied Engineering and Technology 

10 

LITERATURE REVIEW AND PROBLEM STATEMENT 

In [8], to improve the quality of aerial objects detection, a 

special survey of the radar zone by the angle of the location 

is used. The advantage [8] is a reduction in the time required 

to inspect the radar zone. The disadvantage [8] is the 

invariance of the indicators of the quality of aerial objects 

detection. 

In [9], to improve the quality of aerial objects detection, 

it is proposed to change the parameters of probing signals. 

The frequency, bandwidth of the receiving device, pulse 

parameters, etc. are changed. The advantage [9] is the ability 

of radar to specify the coordinates of an aerial object. The 

disadvantage [9] is the impossibility of current changes in 

the parameters of the radar signal. 

In [10], a phased antenna array with a change in 

operating mode (probing and receiving) is used to improve 

the quality of detection of aerial objects. The advantage [10] 

is the adaptability of radar operation. The disadvantage [10] 

is the impossibility of operationally changing the modes of 

operation of the phased antenna array of the radar. 

In [11], to improve the quality of detection of aerial 

objects, the use of a phased antenna array and adaptation of 

its operation in conditions of interference is proposed. The 

advantage [11] is the high level of radar immunity. The 

disadvantage [11] is the impossibility of implementing the 

method on radar in the absence of a phased antenna array. 

Taking into account the data [12], we will calculate the 

possibilities of detecting unmanned aerial vehicles by 

modern radars of the "Malachite" type (P-18MA) and radar 

35D6 (19Zh6). The calculation of the detection zone of 

unmanned aerial vehicles will be carried out assuming the 

location of the radar in ideal positions. The vertical section 

of the detection zone is generally described by expression 

(1) [12]: 

                          r(ε)=r0 F0(ε) FE(ε),                          (1) 

where r0 is the maximum detection range of a radar 

target in free space;  

F0(ε) is the directivity diagram of the antenna in free space; 

FE(ε) is  the interference coefficient of the Earth. 

The shapes and sizes of detection zones of unmanned 

aerial vehicles of radar "Malakhit" (P-18MA) are shown in 

Fig. 1, Fig. 2, and radar 35D6 (19Zh6) in Fig. 3. 

 

FIGURE 1 THE VERTICAL SECTION OF THE ZONE OF 

DETECTION OF THE UNMANNED AERIAL VEHICLE OF 

"MALACHITE" RADAR (P-18MA) WHEN WORKING WITH A 

STANDARD ANTENNA 

 

FIGURE 2 THE VERTICAL SECTION OF THE ZONE OF 

DETECTION OF THE UNMANNED AERIAL VEHICLE OF 

"MALACHITE" RADAR (P-18MA) WHEN THE ANTENNA IS 

RAISED IN TWO SECTIONS  

 

FIGURE 3 THE VERTICAL SECTION OF THE ZONE OF 

DETECTION OF THE UNMANNED AERIAL VEHICLE OF 

RADAR 35D6 (19ZH6) IN DUTY MODE FAMILIES OF  
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The calculations made it possible to determine that 

modern radars can provide detection of unmanned aerial 

vehicles of the "Orlan-10" type at heights of 100 m – at 

ranges of 15...30 km, at heights of more than 500 m – at 

ranges of 50...60 km, and at heights of more than 1000 m – 

at distances of 70...90 km. 

In [13], distributed (multi-position) active radar systems 

are used to improve the quality of aerial objects detection. 

The advantage [13] is the increase of information sources 

regarding the detection of an aerial object. The disadvantage 

[13] is an increase in financial costs. 

In [14, 15], various options for building distributed 

(multi-position) radar systems are proposed. The main 

advantages [14, 15] are: 

 distribution in space of a multi-position system; 

 ensuring the management of the radars in accordance 

with changes in the signal and jamming situation; 

 increasing the accuracy of determining the coordinates 

of an aerial object, etc. 

The disadvantages [14, 15] are the need to ensure the 

synchronous operation of all system elements. 

In [16, 17], a system of active radars of the same type is 

used to improve the quality of aerial objects detection. 

Advantages of [16, 17] are increased detection range of 

aerial objects. Disadvantages of [16, 17] are the complexity 

of building a system of the same type of radars, especially if 

the radars are not digital. 

In [18–21], the process of detecting inconspicuous air 

objects was investigated. It was established that modern 

small-sized aerial objects spend a small amount of time in 

the detection zone of existing radars. At the same time, there 

are also no target indications for providing a priori 

information regarding the detection of small-sized aerial 

objects, etc. 

In [22], a passive location station with spatial diversity 

of the receiving system is used to improve the quality of 

aerial object detection. . The disadvantage of [22] is the lack 

of definition of the types of signals with which the proposed 

passive system can work. 

In [23], several channels of passive reception are used to 

improve the quality of air object detection. One channel is 

defined as the main one, the others are normal. The 

advantage [23] is a low level of false alarms. The 

disadvantage of [23] is the lack of definition of the types of 

signals with which the proposed passive system can work.  

In [24], an increase in the number of active radars is 

proposed. At the same time, different modes of operation of 

such radars are selected. The advantage [24] is a high level 

of the signal/noise ratio when detecting an aerial object. The 

disadvantage [24] is the high cost of the radar system. 

In [25] is presented the methods for improving the 

quality of inconspicuous aerial objects detection through the 

use of external radiation sources. The advantages of [25] are 

the use of additional sources of information. The 

disadvantage of [25] is the weak signal level of additional 

radiation sources. 

MATERIALS AND RESEARCH METHODS 

Let's consider the use of radar systems that work on signals 

from third-party sources of the underworld. We will consider 

wireless telecommunication systems as third-party sources 

of underworld. The operation of such systems is associated 

with a number of problems that limit the range of action, as 

well as complicate the detection of airborne objects and 

reduce the accuracy of estimating their coordinates. 

One of these problems is the low power of the sublight 

radiation source, which reduces the effective range of the 

radar system. To increase the range of the system, the signal 

reflected from the air object is accumulated, which, in turn, 

leads to a significant increase in computational complexity 

[26, 27]. 

Another problem is that the direct signal of the 

backlight source on the side lobe of the antenna pattern of 

the radar system enters the main channel of the radar system. 

At the same time, the power of the direct signal of the 

backlight source is several times higher than the power of 

the signal reflected from the aerial object [14]. 

A multi-position spaced radar system of the cellular 

communication system, ground-based and space-based radio 

and television broadcasting is shown in Fig. 4. 

The system is built in several detection lines at a depth 

of 50-100 km along the front in a strip of 200-300 km and at 

an altitude of up to 1500 m. 

Each detection line represents a sequence of detection 

zones. The zones are located between base stations. The 

detection zone is formed by a single-base spaced Doppler 

radar. Doppler radar is bistatic radar. Information from each 

detection zone is sent via GSM networks to the Information 

Collection and Processing Center. The Center can be located 

some kilometers away from the detection system. 

Identification of aerial objects is carried out by bearing, 

frequency and time features. 

Let's consider the geometry options. construction of 

such systems. The geometry of the radars using 

telecommunication signals reflected from aerial objects is 

shown in Fig. 5. 

The source of the backlight signal (Fig. 5) can be a base 

station of a mobile communication system, a digital 

broadcast television transmitter, a digital radio transmitter, 

and others. The operation of the passive radar system is 

carried out as follows: the source of the backlight signal 

emits a radio signal, which is reflected from the air object 

and enters the receiving channel of the passive radar system. 

In addition, the passive radar system receives a direct signal 

from the transmitter, which is necessary for synchronization 

and further processing. Spatial localization (detection) of an 

aerial object is carried out as a result of reception and 

processing of signals reflected from aerial objects, as well as 

direct signals from the transmitter. 

 



The Creation of a Hidden Radar Field for the Detection of Small Aerial Objects due to the Use of Signals from 

Telecommunication Systems 

Copyrights @ Roman Science Publications  Vol. 5, No. 3, September, 2023 

         International Journal of Applied Engineering and Technology 

12 

 

FIGURE 4 A MULTI-POSITION SPACED RADAR SYSTEM OF THE CELLULAR COMMUNICATION SYSTEM, GROUND-BASED AND 

SPACE-BASED RADIO AND TELEVISION BROADCASTING  

A passive radar system can have a single-position or 

multi-position structure. The single-position passive radar 

system works on one source of the backlight signal 

(Fig. 5). With such a structure of a passive radar system, a 

direct signal and a signal reflected from an aerial object 

emitted by one source of the backlight signal are received. 

Spatial localization of an aerial object can be carried out 

using the range-finding method [28, 29]. 

A single-position passive radar system, which works 

on several sources of sublight, is shown in Fig. 6. In this 

case, the spatial localization of the aerial object can be 

carried out using signals reflected from the aerial object 

from several sources. The following methods can be used 

to estimate the coordinates of an aerial object: ranging 

and bearing, difference ranging [28, 30, 31]. 

 

 

FIGURE 5 THE V THE GEOMETRY OF THE RADAR SYSTEM USING TELECOMMUNICATION SIGNALS REFLECTED FROM AERIAL 

OBJECTS 

 

 

Detection of 

aerial objects 

Clarification of the 

composition and direction 

of the flight 

Data transmission 

over GSM 

networks 

 1 detection line           2 detection line 
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FIGURE 6 THE GEOMETRY OF A SINGLE-POSITION PASSIVE RADAR SYSTEM OPERATING ON SEVERAL SOURCES OF SUBLIGHT  

A multi-position passive radar system operating on 

one source of the backlight signal is shown in Fig. 7. The 

signal from the source is received in several scattered 

receiving points. For spatial localization of an aerial 

object, the range-finding method and the difference-

range-finding method are used [28, 30, 31]. 

A multi-position passive radar system that works on 

several sources of sub-light signals is shown in Fig. 8. 

Such a configuration of a multi-position system allows to 

estimate the coordinates of an aerial object with greater 

accuracy, because in this case all the above methods of 

determining the coordinates can be used together. 

The main advantages of single-position passive radar 

systems: 

 high mobility of system deployment; 

 relatively low cost of the system; 

 no need for synchronization. 

Disadvantages of single-position passive radar 

systems: 

 limited area of action; 

 no reservation. 

Advantages of multi-position passive radar systems: 

 high reliability and reliability of the interpretation of 

radar data due to the processing of information 

received from several sources (different angles, 

polarization, frequencies); 

 more effective detection and tracking of objects 

moving in a wide range of speeds in different 

directions (at different angles, from different 

distances); 

 the possibility of using modes of the radar system 

that are unavailable or ineffective in monostatic 

configurations; 

 the possibility of changing the observation 

parameters (mutual spatial position and direction of 

velocity vectors, frequency range, polarization, laws 

of signal modulation) and the processing algorithm 

for the most effective use; 

 higher reliability. 

 

 
FIGURE 7 THE GEOMETRY OF A MULTI-POSITION PASSIVE RADAR SYSTEM OPERATING ON ONE SOURCE OF THE BACKLIGHT 

SIGNAL 
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FIGURE 8 THE GEOMETRY OF A MULTI-POSITION PASSIVE RADAR SYSTEM OPERATING ON SEVERAL SOURCES OF SUBLIGHT 

SIGNALS 

Disadvantages of multi-position passive radar systems: 

 the need for mutual time and phase synchronization, 

determination of mutual position vectors; 

 the need to use high-performance computing devices 

and the increased cost of the system. 

 Consider, for example, the signals of modern 

telecommunication systems, which can be used as 

sources of sublight signals. Such signals must meet the 

following requirements: 

 the power of the illumination source must be sufficient 

to determine the coordinates of the radar target at the 

required range; 

 signals must have a sufficient bandwidth to achieve a 

certain range resolution; 

 signal sources used in passive radar systems must have 

widely directed antenna systems; 

 the coordinates of the sources of the backlight signals 

must be known with the required accuracy. 

The Table 1 shows the main parameters of the backlight 

signal sources of modern telecommunication systems. 

From the Table 1, it can be seen that according to the 

requirements for the power of the backlight signals, there are 

analog and digital television signals that meet the 

requirements. 

In Fig. 9, for example, the dependence of the range of 

the passive radar system on the effective scattering surface 

of the aerial object when working on the signals of the 4G 

system (LTE) and the digital television system of the DVB-

T2 standard is given. The results shown in fig. 6 obtained 

with the following initial data (Table 2 [19]). 

From the Fig. 9, it can be seen that the most effective 

underlight system is the DVB-T2 digital television system. 
 
 

 

 
 

 

TABLE I 

THE MAIN PARAMETERS OF THE SIGNAL SOURCES OF THE UNDERLIGHT 

OF MODERN TELECOMMUNICATION SYSTEMS 

Backlight 

signal source 

Frequency, 

MGz 

Bandwidth, 

MGz  

Power, 

Wt 

Modulation 

FM and VHF 66-108 (3-20)·10-3 100-

4000 

analog FM 

Analog TV 50-800 8 50000 analog АМ 

та FM 

Cellular 

communication 

systems GSM 

900 

1800 

25 20 GMSK 

Communication 

systems 3G 

1920 

2110 

5 20 Code 

CDMA 

Communication 

systems 4G 

(WiMAX, LTE) 

2400 

2500 

1,4-28 20 Digital, 

OFDM 

Digital TV 174-834 8 50000 Digital, 

OFDM 

We will make approximate calculations of the direct 

line-of-sight range of the radar system using clearance 

location methods. The height of the placement of the 

antenna of the radar system, which works on the clearance, 

is from 100 to 250 m. At the same time, the underlight zone 

is inclined in the direction of the ground at an angle of 30 

degrees. The flight height of small aerial objects is 50-250 m 

above the Earth's surface. Therefore, calculations according 

to expression (2) 

  a aoD 4,12 h h  ,                 (2) 

where D is the line-of-sight range; 

ha is  antenna lift height; 

hao is target flight height, 
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Show that the line-of-sight range of a radar system 

operating in the clear is 70-120 km, which is unattainable for 

typical radar detection of small-sized and low-altitude aerial 

objects. 

410Rx , m 

 
                                                                                 , m

2 

FIGURE 9 THE DEPENDENCE OF THE RANGE OF THE PASSIVE 

RADAR SYSTEM ON THE EFFECTIVE SCATTERING SURFACE 

OF THE AERIAL OBJECT WHEN WORKING ON THE SIGNALS 

OF THE 4G (LTE) SYSTEM AND THE DVB-T2 STANDARD 

DIGITAL TELEVISION SYSTEM 

TABLE II 

THE SIGNAL PARAMETERS OF LTE AND DVB-T2 SUBLIGHT SYSTEMS 

Parameters of sublight 

systems 

LTE DVB-T2 

Power, Wt 20 50000 

The gain of the transmitting 

antenna, dB 

15 10 

The gain of the receiving 

antenna, dBe 

10 10 

Frequency, MGz 2500 800 

Effective scattering surface of 

an aerial object, m
2 

0,8-40 0,8-40 

Noise band of the receiver, 

MGz 

25 10 

Accumulation time,  s 0,01 0,01 

Losses in the transmission 

path, dB 

3 3 

Losses in the receiving path, 

dB 

3 3 

Thus, the multi-position spaced radar system of the 

cellular communication system, radio and television 

broadcasting allows 

 

 

 to create a continuous low-altitude radar field with 

multiple, multi-frequency overlapping of radiation 

zones created by various sources of sublight; 

 to provide air and ground space control means of the 

area that are not overlapped by traditional means of 

radar; 

 to significantly reduce the costs of placement and 

commissioning in comparison with our favorite similar 

systems; 

 solve a wide range of tasks (building up the next low-

altitude radar field in threatening directions, ensuring 

the safety of radars of state security objects, air traffic 

control (control of flights of light aircraft and 

unmanned aerial vehicles at low altitudes), anti-

terrorist protection of strategically important objects, 

protection of the state border, monitoring of fire safety, 

search for aircraft in distress, etc.). 

CONCLUSIONS 

Thus, the creation of a hidden radar field makes it 

possible to increase the capabilities of the radar group, 

which will allow: 

 to have a low-altitude radar field system on the 

territory of the country, which coincides with the 

coverage field formed by the underlight zones of 

television and radio broadcasting centers, cellular 

communication systems; 

 accuracy characteristics of radar information allow to 

detect a small-sized target moving at a speed of 15-

20 km/h, with a resolution of 150-200 m at a line-of-

sight range, and issue target designations for the 

inclusion in combat of short-range weapons (portable 

anti-aircraft missile complexes or anti-aircraft small-

caliber artillery); 

 to reduce energy costs for signal emission. Electricity 

costs are limited only by the power of the equipment in 

reception mode; 

 solve the environmental problem (absence of ultra-

high-frequency radiation), absence of unpredictable 

impact on radio-electronic means of the local 

infrastructure; 

 observe an air target from the flank, while the effective 

scattering surface is several times greater than the 

effective scattering surface in the front hemisphere; 

 observe air targets by signals of onboard radiation 

sources using passive location methods. 

In further research, it is necessary to estimate the energy 

characteristics of the radars of the hidden low-altitude radar 

field, as well as to solve the issue of optimizing the 

geometric construction of the system. 
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