ISSN: 2633-4828 ol. 5 No. S2, (Mar-Apr, 2023)

International Journal of Applied Engineering & Technology

QUANTUM-RESISTANT CRYPTOGRAPHY: SECURING PAYMENT
DATA IN THE QUANTUM COMPUTING ERA

Samuel Johnson

Abstract

Quantum computing is a breakthrough that threatens traditional encryption systems that provide security
to such information as payments. RSA and ECC of cyber technology are supposed to be damaged by
quantum computers, for example, these are standards safeguarding digital deals and individual
information. This paper will work through an understanding of Quantum-Resistant Cryptography, or Post-
Quantum Cryptography, that aims to design algorithms capable of withstanding both classical and quantum
attacks. Questioning the impact of quantum computing on eCommerce and payment systems, the paper
focuses on the challenges posed by quantum algorithms to RSA and ECC encryption. It also covers the
latest quantum-resistant techniques like Lattice-based cryptography, Hash-based signatures, and
Multivariate quadratic equations and the chance of protecting sensitive information from quantum threats
in the future. Furthermore, the paper covers the areas of concern for the practical QRC solution, which
include the key size, the computational complexity, and the importance of backward compatibility with other
systems. Moreover, in the papers conclusion, one can discuss recent research, combined encryption-
decryption methods, and trends and initiatives for standardization, with reference to such projects as the
NIST Post-Quantum Cryptography Project. Due to the future possibilities of quantum computing, the
creation and integration of QRC are vital to maintaining the safety of payment systems and assisting in
safeguarding user data within the quantum environment.

Keywords;

Quantum-resistant cryptography, Post-quantum cryptography, Quantum computing, RSA encryption, ECC
encryption, Shor's algorithm, Lattice-based cryptography, Hash-based signatures, Payment systems,
Digital wallets.

1. Introduction

The protection of digital payment systems today relies mostly on cryptographic algorithms such as RSA
and ECC. These algorithms are specifically designed to protect personal information as well as credit card
information, PINs, and transactional information. The effectiveness of these encryption methods relies on
the compute-intensive problems known to mathematics, like factorization of big numbers in RSA or solving
discrete logarithms in ECC. For decades, these mathematical challenges have made certain that value
transfer particulars are protected, even if conveyed through insecure networks. However, the advances in
the next generation of quantum computing are threatening to upset this balance in a way that poses the
greatest danger of eradicating the verticals of cryptography, which are the pillars on which most current
digital security solutions are based. Quantum computers rely on facts of quantum mechanics, for instance,
using the superposition and entanglement principles in performing computations way beyond the capacity
of classical computers. Traditional computing as a process happens linearly, but quantum computing can
evaluate multiple scenarios in parallel. This enormous computational capability is in the process of
transforming different areas, but it poses a certain threat to cryptography. The single most important threat
is Shor’s algorithm, which is a quantum algorithm used in integer factorization and discrete logarithms that
is currently capable of running exponentially faster than its classical counterpart. These problems are at the
base of the RSA and ECC encryption methods. That is why the breakthrough of quantum computers might
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pose a problem, as Shor’s algorithm allows for cracking these schemes if the quantum computers develop
to a certain level.

By illustrating RSA and ECC weaknesses against quantum attacks, this paper advances a credible
threat to online dealings and sensitive database protection. Lenders, online retailers, and any company that
uses these techniques in their networks would be devastated if they got hacked. Several business and
perhaps personal identification details such as client’s payment methods, business transaction
documentation, and even identity details may be compromised, resulting in great financial losses, privacy
violations, and customer mistrust. In addition, the actualization of retrospective decryption, where quantum
computers decipher information previously considered to be encrypted out of the reach of attackers, is
something else that exacerbates this new problem. In an effort to counter this potential future problem,
cryptography is slowly transitioning now to quantum-safe cryptography, better known as quantum-resistant
cryptography (QRC) or post-quantum cryptography (PQC). QRC’s objective is to devise encryption
techniques that are resistant to quantum computing and classical computing. Unlike the methods existing
at the moment, these algorithms use mathematical problems that are considered to be invulnerable to
quantum attacks and, in this way, protect the information from hackers since the development of quantum
computing technologies. QRC is not just an academic exercise, but it is a harbinger for transitioning to
preserve the sanctity of technological security after the quantum threat.

This paper looks at the advancements in quantum-resistant cryptographic methods and their
importance in protecting payment systems. It examines the threats presented by quantum computing, the
new quantum secure cryptography methods, and the problems associated with applying these solutions to
live payment systems. This paper will discuss these aspects in an attempt to demonstrate the need to
embrace QRC as a way of ensuring payment data remains secure well into the quantum age.

2. The Threat of Quantum Computing to Traditional Cryptography

2.1 Classical Cryptography: RSA and ECC

Present-day eCommerce applications rely on public key cryptography to protect internet payment systems
and other private data, such as payment information and personal identification numbers. The most common
public-key encryption techniques are RSA and ECC, which are used in secure communication over the
Internet. These algorithms differ in terms of functionality and best utilization but have weaknesses in the
presence of extant quantum technology. RSA is based on the dispersive difficulty of factoring large
numbers into their prime divisors. This problem gets worse as the size of the integers grows, thus making
RSA the impregnable encryption scheme of classical computing. On the other hand, ECC provides the same
security level as that of RSA but at fewer key sizes, which makes it better. It employs the elliptic curve
discrete logarithm problem, yet another computational puzzle for traditional computers.
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Figure 1: Encryption/decryption comparison of ECC and RSA
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Since Shor’s algorithm threatens RSA and ECC, the arrival of quantum computing becomes
problematic for both at this point. This quantum algorithm enables the needed quantum solution to be
computed with high efficiency for integer factorization and discrete logarithm problems for the RSA and
ECC, respectively (Yang, 2022). While these two algorithms are powerful methods of protection, in
polynomial time, quantum computers of sufficient complexity can crack this data protection, keeping the
payment details safe and undermining the security of the different industries. According to Kumar (2019),
although a good solution against classical threats, conventional encryption methods are vulnerable to the
emerging quantum computing technology.

2.2 Quantum Computing’s Impact on Cryptographic Security

Superposition and entanglement of quantum bits define a new generation of computers referred to as
guantum computers. Quantum systems work in parallel, which is opposite to classical computer systems.
They can evaluate numerous states at once and, after that, increase their problem-solving ability
exponentially. This computational paradigm is suitable for surmounting the mathematical difficulties that
coalesced public key cryptographic schemes. For example, a quantum computer that implements Shor’s
algorithm could factorize the 2048-bit RSA key, which is still safe today, in hours or minutes. Classical
systems would need at least thousands of years to accomplish the same thing. This efficiency is obtained
because quantum systems can make parallel computations on a very large scale, making classical
cryptographic problems very easy to solve. Such breakthroughs, while helpful in disciplines such as
material science and next-generation artificial intelligence, present digital security practitioners with great
dangers.

The fact is that the consequences of such a threat are quite severe, and industries that are based on
secure transactions warrant attention. In eCommerce, the application of quantum computing implies that
attackers will be able to penetrate secure communications, compromising payment information, personal
details, and financial data. Furthermore, assets associated with digital identities, which can be protected by
RSA or ECC encryption, could be forged or fraudulent. According to Bernstein et al. (2009), quantum
superiority in tasks such as factoring and discrete logarithms render current cryptographic frameworks
utterly unfit for long-term use.

Example of Shor’s Algorithm in Action

A vivid example of this weakness can be illustrated by a financial organization implementing 2048-
bit RSA encryption on customers’ operations. The encryption key used today to encrypt and decrypt a
message is all but impenetrable to a classical attack. However, a quantum computer with adequate numbers
of qubits can use Shor’s algorithm to decipher the RSA key that breaks the code. The consequences would
be disastrous, with implications for customers’ sensitive information and monetary loss, as well as
organizational reputational loss. It is essential to note that this threat is not imaginary but real (Gill, 2018).
Although existing quantum computers are not large enough to execute such functions, quantum
developments indicate that large-scale quantum systems that can carry out these attacks could be developed
in the future within this decade. This timeline becomes problematic in terms of calling for a requirement
for post-quantum encryption.
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Figure 2: Testing Shor’s algorithm

Mitigating the Threat

Given the fact that technological advancement in the field of quantum is inevitable, it is wise to be more
preventive than proactive in all aspects of cryptography. To counter this threat, encryption algorithms
known as Post-Quantum Cryptography (PQC) are being worked on. PQC relies on problems that even
guantum computers cannot solve to resolve the security crisis in the quantum age. Among the candidates
for RSA and ECC replacement, lattice problems, multivariate equations, and hash functions can be listed.
Global standardization processes are being developed to facilitate industries’ readiness for the shift toward
quantum-safe protection. For instance, the National Institute of Standards and Technology (NIST) has
launched a Quantum Cryptography Standardization Consortia to work on the identification of these
guantum-resistant algorithms. As noted by Chen et al. (2016), it is necessary to emphasize the utilization
of the concept of preemptive standardization because it helps to guarantee the integration of new technology
on a large scale.

The Role of Industry and Regulation

Many sectors, especially the ones based on innovation, like financial services or eCommerce, have to step
up and take the lead when it comes to getting ready for the quantum change. Organizations can consequently
implement hybrid cryptographic solutions that would protect their sensitive exercises by using both
conventional and quantum-safe strategies. However, these are gradually being migrated to incorporate fully
guantum-safe solutions. In this respect, the regulatory bodies require good measures and policies to be put
in place that may help in the absorption of such shifts. Aggarwal et al. (2017) stressed that those involved
in the development of cryptographic infrastructure should work in congruity between the government,
academia, and the private industry. The possibility of developing quantum computers proves that current
cryptographic solutions are prone to threats and that there is a need for forward-thinking approaches.
Classical cryptography, which has been the fundamental of cryptography, has been found to have
weaknesses in the presence of quantum technologies. Thus, it requires equal insistence and synergy. This
is only possible through innovation, cooperation, and far-sightedness regarding the stability of the digital
ecosystem in the age of quantum computing.

3. Quantum-Resistant Cryptography: An Overview

Quantum-Resistant Cryptography (QRC), also known as Post-Quantum Cryptography (PQC), is an
archetype of emergent security. QRC is based on mathematical problems that are challenging for even the
most complex of today’s quantum computers and cannot be solved in a reasonable time. It is an important
development as the prospects of quantum computing advance, potentially eroding the code systems that
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protect our internet. The focus of this section is on the underlying attributes of QRC and its relevance to
ensuring the security of information.

3.1 Defining Quantum-Resistant Cryptography

RSA and ECC are basic cryptographic principles that use problems such as integer factorization and discrete
logarithms, which can only be solved through large quantities of time by classical computers. However,
quantum protagonists, especially Shor’s algorithm, can easily solve these problems, thereby making
classical encryption methods irrelevant. This vulnerability is solved in quantum-resistant cryptography with
mathematics that is different from classical cryptography. These include the lattice-based such as LWE,
ciphers based on hash functions such as SHA-256, and multivariate quadratic constructions such as
MQUFs, all of which protect against quantum attacks because of the hard problems they embody. The
National Institute of Standards and Technology (NIST) recently marked its interest in the development of
post-quantum cryptographic standards (Kostyuk & Landau, 2022). Unfortunately, NIST conducts multiple
rounds of public testing and scrutiny of the candidate algorithms, not only for their security but also their
size and speed in the quantum and classical domains. This attentive approach underlines the necessity of
effective cryptographic models that will be secure against the potential future evolution of computational
tools (Chen et al., 2016).
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Figure 3: Quantum-Resistant Cryptographic Algorithm

3.2 Key Features of Quantum-Resistant Cryptography

1. Long-Term Security

The main purpose of QRC is to ensure the confidentiality of data for an unlimited period.
Encryption schemes are required to protect data from present-day attacks and quantum-based opponents as
well. The longevity of cryptographic security is particularly important in industries like finance, health, and
government since data is valuable and would remain important over an extended period. Nyati (2018)
pointed out that the longevity of the encryption scheme discussed is due to its ability to adapt to new
paradigms of technologies on which QRC is introduced.

2. Efficiency

One compelling reason for designing efficient QRC algorithms is the effectiveness of the QR codes for
security and identification. RSA and ECC are popular commercial solutions that are most appreciated based
on their security-to-computational complexity ratio. Nevertheless, most quaternion-resistant solutions, like
lattice-based sets, have way greater key sizes and greater computational resources that potentially decrease
their feasibility in a restricted environment. The tension between ensuring software is reliable and usable
remains one of the key themes for cryptographers (Bernstein, 2017).
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Figure 4: An example of QR code recognition algorithm

3. Backward Compatibility

The switch from classical to quantum cryptographic security is not easy for any existing structural
infrastructure. In an ideal setting, QRC solutions should mesh with the existing structures, resulting in the
least disruption. This mode benefits organizations since it offers the incremental adoption of quantum-safe
algorithms, thereby easing the conversion to post-anthology. Hoffstein et al. (2014) posit that this
compatibility necessitates the development of radical solutions that would cater to the current and future
security solutions.

3.4 The Urgency of Quantum-Resistant Cryptography

The multidimensional advantage that comes with quantum computing is an especially rapidly developing
field. IBM, Google, and other technology giants have already demonstrated quantum devices capable of
working out some problems millions of times faster than classical computers. With improvement in the
architectures of quantum computers, the threat of cryptography break-ins is imminent, which really calls
for the use of quantum-safe algorithms.

One significant risk of classical cryptographic systems becoming vulnerable to quantum attacks is
the breaking of the public-key encryption method, which is used in the underlying implementing
technologies of secure communication. According to Bernstein (2017), even a reasonably sized quantum
computer could crack previous secure data in a time frame significantly lower than that of a classical
computer. This introduces concerns to fields that involve secure exchanges of data, such as e-commerce,
banking, and telecommunications.

3.5 Applications of Quantum-Resistant Cryptography

1. Securing Payment Systems

Perhaps the most urgent need is for application to systems dealing with payments. QRC seeks to ensure
that information passed through payment systems is protected in a way that does not allow third-parties
access. Data structures such as lattice have been adjudged capable of offering the required security in
implementing such systems. Albrecht et al. (2019) conducted a study that showed that these methods can
be used to protect payment gateways from quantum attackers while still maintaining transaction response
time.

2. Safeguarding Digital Identities

Online identity assurance, which is necessary for the execution of online services, employs encryption to
foil fraud. QRC algorithms provide the benefit that the user data will be unreadable by anyone but the owner
and that even if a quantum computer attacks the data, it will still not be readable by anyone else. XMSS
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and other Hash-based signatures provide a quantum-resistant solution to conduct identity-related
transactions (Chen et al., 2016).

3. Protecting 10T Devices

The Internet of Things (10T) involves trillions of nodes, which are mostly encompassed by different security
contexts. Quantum-resistant encryption helps safeguard the authenticity of transactions within these
networks. Niederhagen and Schwabe (2017), however, noted that it is never easy to deploy effective QRC
solutions in 10T devices. However, it is critical since the goal of 10T is long-term security.

3.6 Future Directions for Quantum-Resistant Cryptography

At present, the research on QRC is still relatively limited since researchers are analyzing a variety of
methods to address better the issues of security, performance, and usability. The NIST PQCrypto Project
goes on with the selection of promising algorithms in the given field, with an emphasis placed on the
practical applicability of the algorithms (Alagic et al., 2022). Moreover, hybrid cryptographic systems based
on the admixture of classical and post-quantum methods are developing as a tried-and-true transitional
option. This strategy enables organizations to shift to quantum-safe security while disposing of existing
structures. Quantum-Resistant Cryptography is a major response to the disruptive capability of quantum
computers. In effect, QRC addresses the weaknesses found in traditional models of encryption and
guarantees that info asset security will not be compromised with the improvement in computational power.
As the development of research continues and standards continue to grow, QRC will be a critical piece in
securing our future in the digital age while countering threats quantum and other classical risks pose.
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Figure 5: Future of Quantum Cryptography

4. Quantum-Resistant Cryptographic Algorithms

Post-quantum cryptographic algorithms or quantum-resistant cryptographic algorithms are a varied
category of cryptographic methods that would be hard to decrypt using quantum computing algorithms.
These algorithms are derived from mathematical problems whose provision is thought to be impossible,
even with the aid of quantum computing.

4.1 Lattice-Based Cryptography

One of the most explored and promising classes of post-quantum structures is connected with the usage of
lattices. This cryptographic technique rests on the theory of difficult computational problems in high-
dimensional lattices, like learning with errors (LWE) and the short integer solution (SIS) problem.
Specifically, the lattice problems are believed to be insoluble even by quantum computers and, hence, are
perfect for providing quantum-resistant cryptography (Peikert, 2016). The Learning With Errors (LWE)
Problem works by adding a small random error to the original linear system. Then, the noise-added output
cannot be easily inverted back to obtain the actual values added. This difficulty remained intact with the
enhanced capability of quantum computers, which makes LWE a reliable base of encryption schemes
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(Regev, 2009). Furthermore, normal lattice-based cryptography can be used to support multiple
cryptographic constructs such as encryption, key exchange, and digital signatures.

. b .
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Figure 6: The Progression of Lattice-based Cryptography

In 2016, Google’s “New Hope” experiment aimed at the application of Lattice-based algorithms
for post-quantum key exchange. This experiment also showed how lattice-based cryptography can be
applicable in day-to-day life to safeguard important information from future quantum threats (Alkim et al.,
2016). Lattice-based cryptography provides the benefit of being based upon hard mathematical problems
and the advantage of flexibility in the type of protocols that can be used. Moreover, for the practical
relevance of lattice-based schemes, it has been observed that they perform rather efficiently and are easily
integrated into current cryptographic architectures. However, disadvantages appear in terms of the
relatively larger key sizes, which require larger storage and transmission facilities compared with
conventional cryptographic methods like RSA or ECC. Nevertheless, lattice-based cryptography is still one
of the favourites to serve as the base for post-quantum cryptographic systems.

4.2 Hash-Based Signatures

They are essentially Quantum-immune since they depend on the cryptographic hash functions in bits.
Merkle tree-based signatures are also quantum resistant since their operations do not require mathematical
problems that a quantum algorithm like Shor’s algorithm can satisfactorily solve (Buchmann et al., 2011).
XMSS is one such scheme that has been put forward for the post-quantum era for providing signatures to
digital information (Hulsing et al., 2013).

The advantages of hash-based cryptography include a simple and well-understood security
mechanism based on hash functions, which makes it hard for attackers to penetrate, especially with the
advanced techniques in classical and quantum attacks. The resistance of hash functions from gquantum
attacks makes hash-based signatures a viable solution for those use cases where digital signatures are vital.
Nevertheless, the disadvantages are larger signatures, which occupy a greater amount of storage compared
to classical systems, such as RSA or ECC, that can negatively influence transmission processes (Hulsing et
al., 2013). Nevertheless, the hash-based computational methods include XMSS and Leighton-Micali
Signature (LMS), among the earliest types of post-quantum cryptography standardization for usage in
security-oriented applications (Leighton & Micali, 2017).

4.3 Multivariate Quadratic Equations (MQ)

Multivariate cryptography is another famous quantum-resistant technique emerging from solving systems
of multivariate quadratic equations over a finite field. This problem remains intractable for both classical
and quantum computers (Ding, 2004). Due to the high computational complexity with which multivariate
guadratic equations are solved, this technique applies adequately to some cryptographic uses, such as digital
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signatures and authentication. The advantages of multivariate cryptographic schemes are that their security
is based on a different class of mathematical problems in contrast to quantum-resistant schemes. This
diversification of security bases shows that multivariate cryptography is of great significance in enhancing
the quantum-resistant toolkit, given that sundry security platforms are often required in different settings.
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Figure 7: Random Multivariate Quadratic Equations

A good example of multivariate cryptography is the Unbalanced Oil and Vinegar (UOV) scheme,
which has shown potential in the area of post-quantum digital signatures (Petzoldt, 2017). To increase the
practicality of MQ-based cryptographic protocols, efficient cryptographic operations for definite
applications, including but not limited to signature generation, can be achieved. The limitations of
multivariate quadratic schemes are their computational cost and the fact that their keys are larger than those
of many quantum-resistant algorithms. However, these challenges originate from the fundamental
mathematical structure of multivariate cryptography, which confirms its scalability as a possible solution
for quantum-safe digital signatures.

4.4 Code-Based Cryptography

Digital signature is one of the earliest quantum-resistance cryptosystems based on the decoding difficulty
of random linear code. The most famous code-based encryption scheme is the McEliece Cryptosystem,
which has been free from classical and quantum attacks since its invention in the 1970s (McEliece, 1978).
Code-based schemes are most preferred for encryption because of their transparency over decades of
cryptographic study (Berger et al., 2009).

The major advantage of using code-based cryptography is that it offers great protection against
guantum-based attacks, which have existed since the time quantum did not threaten our security.
Furthermore, coded methods of cryptography are desirable for cryptographic operations like encryption,
which is central to secure communication in fields such as eCommerce and financially sensitive networks.
A concern with code-based cryptography, though, is the requirement for large key sizes for reliably secure
schemes. This is a concern in relation to manageability in terms of storage and transmission (Misoczki et
al., 2013). However, it is still under research to attempt to minimize the key sizes as well as to guarantee
security measures for code-based cryptography, as it is one of the contenders for the future of post-quantum
cryptographic systems.

4.5 Isogeny-Based Cryptography

Elliptic curve isogeny-based cryptography is one of the newest post-quantum cryptography methods based
on mathematical concepts of elliptic curve isogenies. Unlike traditional elliptic curve cryptography, which
is a target of attacks from quantum computers, isogeny-based methods use difficult computational problems
in the form of a map between two curves, isogenies, to construct secure cryptographic procedures (Jao and
De Feo 2011). The advantages of isogeny-based cryptosystems are that the key sizes are smaller than those
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of other post-quantum cryptosystems, which is beneficial for applications with limiting bandwidth and
storage needs. One that has been mentioned earlier and has also been proposed as potentially post-quantum
is Supersingular Isogeny Diffie-Hellman (SIDH) (Costello, 2020).
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Figure 8: Isogeny-Based Cryptography

Disadvantages include its younger age than lattice or code-based systems in terms of its isogeny-
based cryptography, which is still under extensive research and testing. Furthermore, the isogeny
calculations can be more computationally expensive in comparison to other quantum-resistant solutions,
which restrains functionality in conditions of weak hardware and software power.

4.6 Symmetric Key Approaches and Grover’s Algorithm

Unlike most quantum-resistant cryptography, which is concentrated around the technology targeting public
keys, symmetric key cryptography is also influenced by quantum computing but in a different way.
Grover’s algorithm enables quantum computers to search an unsorted database in the square root of the
time, which cuts down the security of symmetric keys to half (Grover, 1996). To avoid this, symmetric key
sizes must basically be doubled in size in order to act as a deterrent to quantum attacks. The advantages of
symmetric key cryptography include ease of use and efficiency of implementation, in addition to the relative
ease of modifying symmetric key algorithms to withstand quantum attacks when compared to public key
systems. The perfect remedy is to increase the size of the keys, which can be implemented initially without
much ado into currently active symmetric encryption algorithms like AES to render the new encryption
passively quantum proof (NIST, 2016).
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Figure 9: Grover key search quantum circuit for block cipher
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Disadvantages such as the increased demand for computational power regarding longer keys might
again make them uneconomical in contexts demanding high disk throughput. Nevertheless, protecting
encrypted data with symmetric key cryptography is still important to leverage after the appearance of a Qt
platform. Post-quantum cryptography methodologies can now be considered as the cutting edge of the
studies related to the protection of confidential data against new quantum threats. Lattice-based, hash-based,
multivariate, code-based, isogeny-based, and symmetric key categories have their strengths and weaknesses
depending upon certain factors such as security, efficiency, and practicability. That is why it becomes more
urgent to propose and deploy reliable post-quantum cryptographic solutions as a result of the further
development of quantum computing. As the world advances towards an era of larger networks with robust
computation ability, these various techniques will offer the requisite widespread security against quantum
computers.

5. Challenges in Implementing Quantum-Resistant Cryptography for Payment Systems

The shift from traditional cryptography in payment systems to Quantum-Resistant Cryptography (QRC)
also poses several issues that need to be solved for economies to continue functioning as payment systems
safely and optimally. Future enhancements of quantum computers are likely to pose new threats against
existing cryptographic systems, which are needed to protect sensitive payment information. Nonetheless,
the use of QR-resistant algorithms in existing systems poses some challenges, including key size and
computational complexity, backward compatibility, legislation, and standards.

5.1 Key Size and Computational Efficiency

A major problem facing the parameterization of quantum-resistant cryptography in payment systems is the
additional computational expense required. Most quantum-resistant algorithms, such as RSA and ECC, are
far more extensive than the usual techniques. For instance, lattice-based cryptography, which is considered
one of the most promising post-quantum cryptographic solutions, very often requires key lengths several
orders of magnitude greater than the currently used classical cryptography (Ciulei et al., 2022). Key size
increase has led to higher computation complexity, hence reducing the speed and efficiency of the
transactions, especially in systems that require real-time results, such as online payments and at-the-point-
of-sale systems.

Since wider keys take longer to encrypt and decrypt, their usage is linked to transactional
slowdowns relating to their speed. In payment systems where response time is calamitous, such delays may
hamper the user experience and escalate operational expenses. Due to its significance for highly available
Web sites and fast-paced financial transactions, low latency has become crucial for accomplishing sound
financial processes and a good attitude toward clients. There are also open questions related to the security
and efficiency of QRES, such as its scalability when more powerful hardware is required and processing
time is longer (Gao et al., 2020).

Another issue raised is the energy consumption efficiency of the quantum-resistant algorithms.
Some of these algorithms need more computations, which means that they will require more energy—a
large concern for organizations such as payment systems. Pressure on firms to decrease their environmental
influence and incorporate more sustainable technologies implies that the environmental consequences of
implementing QRC solutions may become an issue of debate in the future, with enhanced attempts made
to resolve the power trade-off between these algorithms' exceptional efficiency and security.

5.2 Backward Compatibility with Existing Systems

The last pressure that payment systems face while transitioning to quantum-resistant cryptography is the
issue of backward compatibility. It goes without saying that most Fls and eCPs have already heavily
adopted classical Crypto HOBs such as RSA and ECC, which are intrinsically integrated. Transitioning
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from these set encryption standards to quantum-resistant ones is a big undertaking that entails some kind
of disruption to business as usual. Real-time payment and settlement systems exist in a complex
environment that requires interconnectivity of security protocols across devices and systems (Nyati 2018).
The implementation of QR algorithms has to be designed in a way that allows existing systems of
encryption to work in the time of transition. This also requires incorporating both the current-day
cryptosystems and quantum-resistant ones in which the two are executed in parallel. However, hybrid
systems come with additional challenges, such as the system's vulnerability to a certain degree of
performance degradation because of extra cryptographic operations.

Furthermore, older systems could fail to implement the new, more computationally demanding
quantum-resistant algorithms without having to perform significant hardware upgrades or require new
systems. This brings about extra expenses and practical complexity for the organizations for which
undertaking such changes is burdensome, especially for new-generation SMEs that may lack the flexibility
to achieve such changes. Moreover, the deadline for the adoption of quantum-secure systems may take
dissimilar periods depending on the organization, causing a lack of consistency in the uptake of security
measures, thereby creating openings to attacks during the transition phase.

5.3 Regulatory and Industry Standardization

At the same time, the adoption of QRC technology is still a problem for many organizations and companies
that face regulatory issues. Banking institutions and payment systems also have to meet several industry
standards and legal regulations, including PCI DSS, the standard that explains the rules of information
protection. Since there is no standardization of quantum-resistant algorithms at the moment, financial
institutions could have issues with adapting their cryptographic methods to new regulations.

The integration of post-quantum cryptographic algorithms is still an ongoing exercise.
Organizations like the National Institute of Standards & Technology (NIST) have taken up the role of
examining and standardizing the post-quantum algorithms. However, it is still an ongoing process, and
there is no indication of which algorithms will become the official ones in the future, so it is challenging
for businesses to design their systems for the future. For example, the NIST Post-Quantum Cryptography
Project is still in the process of evaluation, even though it has numerous proposed algorithms. These
situations mean that businesses are not certain about which cryptographic methods will set the standard for
guantum-safe encryption, which can confuse common adoptions throughout the industry with such changes.
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Figure 10: The National Institute of Standards and Technology (NIST) Cybersecurity Framework

Moreover, eCommerce is a global business, and payment systems make the process of compliance
even more challenging. It is possible that quantum-resistant standards are adopted for usage in a country at
different intervals or that different countries value different types of algorithms more. For example, current
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regulations like the GDPR of the European Union may need adaptations to address quantum risks, whereas
other territories have not rushed to introduce comparable protective measures (Girasa & Scalabrini, 2022).
This situation can result in difficulties in maintaining good global compliance for cryptographically based
industries due to disparity in regulatory schedules for selected plans and policies among different countries.
In addition, as quantum-resistant cryptography implementation progresses within payment systems,
governments will have to provide legal safeguards that will enable them to deter misuse of the new
technologies. This could extend to new policies and frameworks aimed at controlling quantum-safe
encryption and, especially, its application on increasingly sensitive financial transactions. Governments
will also have to sort out issues that are in some way connected with national security since the
implementation of quantum-resistant cryptography is likely to tilt the balance in the global cyber defense
in favor of some countries at the expense of others (Debreceny et al., 2018).

6. Future Directions

Cryptoworth is contingently in the process of changing to a new phase, which is prompted by quantum
computing systems. With an increase in quantum computers' capability, there is a possibility of cracking
other classical cryptographic systems, including RSA and ECC. Therefore, it is shifted toward the creation
of sound algorithmic solutions that will help prevent payment systems from being manipulated using
quantum solutions. Several significant areas will define the future of quantum-resistant cryptography
(QRC) in the years to come.

6.1 Hybrid Cryptography

One potential approach to achieving a transition to post-quantum cryptography is hybrid cryptography,
which combines both conventional and quantum-resistant encryption techniques. This approach offers an
immediate solution to the impending threat of quantum computing while keeping pace with other systems.
Post-quantum hybrid cryptography used by financial institutions and eCommerce platforms to encrypt a
transaction combine’s classical cryptography such as RSA and ECC with quantum resistance. This
guarantees that if quantum computers violate near-future encryption in the near future, then this quantum
quantum-safe shall offer security.

Py 1 [ — —

Figure 11: Hybrid Cryptosystem in Ethical Hacking

Another important point about using hybrid cryptography is its flexibility. It allows for quantum
resistance without the need for a complete rebuilding of existing structures. Hybrid cryptography will also
be important as quantum computing emerges and quantum-safe algorithms are adopted (Manda, 2022).
Furthermore, hybrid systems make the adoption of quantum-resistant technologies less disruptive since they
enable organizations to implement new technologies while keeping their operations safe from threats. The
first use cases could be any transaction-related business or international payment, which will switch to
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quantum-safe solutions. In the longer run, quantum-resistent algorithms that are still emerging evolve and
become widely adopted to support full migration (Khan et al., 2019).

6.2 Continuous Research and Innovation

Quantum-resistant cryptography still has important concerns about its development as a science, and the
idea is that constant research and development have more input into this science's further development.
New quantum-safe algorithms are constantly being evaluated to check whether they can resist quantum
computing threats while still being effective and efficient. Scientists are working on different mathematical
issues that are at the basis of such algorithms, including lattice-based cryptography or multivariate quadratic
equations.

A key research line is increasing the efficiency of quantum-resistant algorithms with respect to
computational complexity. Most existing approaches demand longer keys and more computations than the
conventional encryption technique and thus may not be feasible in payment systems. Current research
focuses on deriving the right balance between the security that such systems bring and the performance that
would allow such algorithms to be implemented and integrated within systems without imposing serious
penalties (Rosenberg et al., 2021). Furthermore, optimization of preexisting algorithms remains essential
since such approaches improve efficiency as well as reliability. For instance, although the use of lattices
has been proposed as one potential approach, scholars are now exploring the applicability of the demands
for increasing data sizes and transaction rates in practical applications (Goétz et al., 2020). As has been
presented, primacy in quantum-resistant algorithms is going to lie in continual repetition and testing in the
guantum age when data security becomes paramount.

6.3 Quantum Key Distribution (QKD)

Quantum Key Distribution (QKD) is a relatively new approach based on the phenomenon of quantum
mechanics that creates a secure transfer of keys. While almost all other methods of encryption are
probabilistic, QKD relies on principles of quantum mechanics, namely entanglement and the no-cloning
theorem. In attempts to intercept or eavesdrop on the key exchange, one compromises the quantum states,
thus warning the communicating parties of the intrusion (Bennett & Wiesner, 2020). It is therefore
important to note that QKD has the following advantages: It can be used to ensure the secure
communication of messages that require a high level of protection in the future, such as financial
transactions. The potential of QKD can be utilized together with other quantum-safe application methods
that can be incorporated as part of a quantum-safe networked system.
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Figure 12: An Example of a Quantum Key Distribution (QKD)

The use of the technology has the following challenges. An important constraint is the distance or
geographic separation of the locations associated with the study objects. This is because QKD systems
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employ either optical fibers or free space propagation of quantum states, and losses over long distances
characterize the channels. Currently, the range of QKD systems is somewhat narrow and cannot be
substantially expanded without such devices as repeaters, which are still under development (Liao et al.,
2020). Moreover, QKD needs large and complex infrastructures that are expensive and cannot easily be
implemented for mass applications in the short term. However, there are proven large-scale QKD solutions
currently available from a firm known as ID Quantique. These systems may soon be used for high-value
transactions as financial institutions need to implement additional security measures in the quantum era
(Briegel et al., 2021).

6.4 Standardization Efforts and NIST's Post-Quantum Cryptography Project

As the need for quantum-resistant cryptography increases, standardization must be established so that the
guantum-safe algorithm can be both secure and interoperable across applications. Some of these efforts
have been made through the National Institute of Standards and Technology (NIST) in its Post-Quantum
Cryptography (PQC) project. NIST's purpose is to select, compare, and establish quantum-safe algorithms
for use in place of or in addition to the current encryption criteria, including RSA and ECC. The PQC
project endures a time-consuming procedure in which candidate algorithms are exposed to public inspection
and tests. In this case, NIST considers aspects such as security, performance, versatility, and quantum
vulnerability. Once standardized, these algorithms will become hash function-based. They can be used in
any sector, such as eCommerce and finance, without any variation in the approach to using quantum-
resistant cryptography.

It cannot be overemphasized how standardization plays a critical role in this decision. Standardized
algorithms provide compatibility with other systems so that worldwide communication among
organizations becomes safe. Further, standardized quantum-resistant protocols will undoubtedly provide
the necessary assurance to governments and businesses to adopt quantum-safe encrypted practices
guantum-safe that will try to protect the data in the quantum frontier (Khan et al., 2019).

6.5 Migration Strategies for Payment Systems

With the advancement of quantum-resistant cryptography, transitioning the existing payment systems to
use quantum-safe algorithms will be an important issue. Banks and other firms engaging in eCommerce
need to develop phased migration strategies so that service transition is gradual to avoid a disruption of the
existing services provision. The bridging to this transition is done with what is commonly referred to as
hybrid encryption, which is basically the combination of a classical encryption standard and a quantum
secure one. This is important to check that as the payment systems start adopting new guantum-resistant
algorithms, the conventional encryption methods still circulate in the market as a backup solution. In the
future, as more and more quantum-safe protocols develop and gain popularity, these systems will eventually
replace the classical enciphering techniques (Rosenberg et al., 2021).

An incremental implementation is also possible here as well. This involves the gradual expansion
of the implementation across the identified strategic domains. Payment providers could start by adopting
guantum-resistant protocols through a gradual approach where only high-value and cross-border payments
are quantum secure to start. Due to these protocol's credibility, they can be used for all transactions as and
when confidence builds up. Quantum-resistive systems will need to be tested and verified as to their
compatibility with existing systems and frameworks and also not to degrade performance by adding further
delay or reducing the quality of user experience, as noted by Gétz et al. (2020).

7. Quantum-Resistant Cryptography in eCommerce
This puts the security of digital transactions, including eCommerce payments, under a looming threat
perpetuated by the progression of quantum computing. Existing cryptographic algorithms used in practice,

Copyrights @ Roman Science Publications Ins. Vol. 5 No. S2, (Mar-Apr, 2023)
International Journal of Applied Engineering & Technology
192



ISSN: 2633-4828 ol. 5 No. S2, (Mar-Apr, 2023)

International Journal of Applied Engineering & Technology

such as RSA and ECC, are decreasing in the presence of quantum computing technology. This emphasizes
the need to use quantum-resistant cryptography (QRC) to protect payment gateways and digital wallets
from the threat of quantum attack.

7.1 Securing Payment Gateways

Electronic payment systems are the core of the e-commerce industry, as they facilitate the secure transfer
of payment information within the context of customer and merchant. These gateways analyze
extraordinary data such as credit card numbers, PINs, and other transaction details. For now, the security
attached to these systems relies on conventional cryptographic techniques like RSA and ECC.
Notwithstanding, these encryption standards are highly susceptible to vulnerability that arises from the
power of quantum computation, specifically algorithms such as Shor's algorithm. This poses a great danger
to eCommerce platforms that rely on these encryption protocols for Internet security during transactions.

To mitigate this threat, it is crucial to deploy quantum-resistant cryptographic algorithms to
enhance the security of the payment gateways against quantum attacks. For example, lattice-based
cryptography is proposed to offer a secure method of protecting payment information during the transfer
across multiple platforms, as well as when it is stored. From the lattice-based approaches, an example is the
Learning With Errors (LWE) and the Short Integer Solution (SIS), which are immune to quantum approach
handling (Kachurova et al., 2022). By adopting a lattice-based protocol for the payment gateway, the
eCommerce platform can guarantee that the payment data will be well encrypted even if there is an attack
by quantum threat (Laarhoven, 2019).

By adopting QR algorithms in their payment gateways, not only will private data be secure, but
consumers' privacy will be maintained, leading to increased trust in eCommerce solutions. Accepting
payment solutions will have to migrate from classical to post-quantum cryptographic paradigms in a
stepwise fashion, depending on their long-term strategic plans for the enhancements to the cryptographic
protection offered in their payment platforms. In this transitory period, it is possible to use combined
cryptographic schemes, which are built with both conventional and post-quantum security. This will enable
businesses to securely process their payments while they plan for post-quantum each (Lyons, 2021).

Amid secure production and safe transaction data, it has been identified that the payment gateways
require quantum-resistant cryptography because the security of financial transactions is not only dependent
on safeguarding transaction information but also because current banking and payment technologies are
being threatened by quantum computing. Payment gateways also incorporate the task of authentication,
which is a critical requirement that guarantees only the right individuals get to engage the gateway in order
to make transactions. This conclusion runs parallel with the fact that quantum-resistant algorithms that
secure user authentication, like hash-based signatures, will be core or necessary for the protection of
payment systems against both classical and quantum attacks, as identified by Chen et al. (2016). As a result,
it is high time eCommerce platforms integrated these sophisticated cryptographic methods into the payment
system.

7.2 Protecting Digital Wallets and Mobile Payments
Digital wallets, through smartphones and other gadgets like Apple Pay, Google Pay, and more, have come
into the market and changed the way customers make transactions. These platforms contain customer's
payment details in the form of credit card details, PINs, and authentication tokens. What makes these
platforms increasingly attractive is that as they enhance in popularity, so is the risk that they face cyber
threats and invasions. As quantum computing is transitioning onto the scene, these platforms are to
recognize how the new quantum threats are going to endanger their security.

In particular, quantum-resistant cryptography can be applied in an effort to develop measures
against possible quantum computing threats in digital wallets. Among the envisaged solutions, the most
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effective one is the lattice-based cryptography. Cryptographic protocols applied to lattices can maintain the
confidentiality and integrity of payment tokens and ensure that information will still be shielded even with
the emergence of quantum computers. In particular, lattice-based key exchange mechanisms can be adopted
by a digital wallet to encrypt payment credentials that are stored in the wallet. This will assist in avoiding
breaking losses to quantum computers where payment details ought to be encrypted to boost user security
(Cohn-Gordon et al., 2021). However, hash-based hash-based cryptographic signatures can also serve a
very important role in digital wallet security that lattice-based methods cannot be lattice-based. The hash-
based signatures have a significant advantage because they are not based on structures that are vulnerable
to fast quantum algorithms (Bhattacharyya & Chakrabarti, 2022). To achieve reliable quantum protection
for user data, digital wallet providers can rely on hash-based schemes, such as the Merkle Signature Scheme
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Figure 13: An Overview of Merkle Signature Scheme (MSS)

The fact that mobile payments are now rising in popularity makes it important for mobile payment
solution providers to employ guantum-resistant cryptographic mechanisms. Failing to do so may lead to
the exposure of personal or business-critical information, thus eradicating the trust of users and leading to
severe losses. A mesoeceptive approach toward the progressive integration of quantum-safe encryptions
into digital wallets would not only improve security while preserving the eCommerce ecosystem's stability
(Dijk et al., 2020). The transition from quantum-susceptible cryptography for mobile payment terminals is
envisaged to be gradual. For instance, mobile payment systems' security features could, for a while, entail
a mix of classical and quantum-safe cryptography to safeguard payment details. As computing guantum
advances over time, mobile payment providers will be able to adhere to the indicated quantum-resistant
protocols, which will enhance the long-term security of the mobile payment systems (Rivest & Shamir,
2020).

Realizing quantum-resistant cryptography in factor payment gateways and digital wallets is
imminent for defending e-commerce platforms against the doom of heuristic quantum computations. Since
classical encryption algorithms such as RSA and ECC are likely to be susceptible to quantum attacks,
integrating quantum-safe encryption mechanisms will enable the protection of payment data and uphold
user confidence in electronic payment systems. Alongside other approaches, the most promising
innovations for payment gateways and digital wallets are now lattice-based cryptography and hash-based
signatures (Bansod & Ragha, 2022). While entering the quantum era, e-commerce platforms face the
problem of the vulnerability of the data they use and the transactions brought by the use of quantum threats
to mobile payments without quantum-resistant algorithms.

8. Ethical and Policy Considerations for Quantum-Resistant Cryptography
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The transition to quantum-resistant cryptography (QRC) is both a threat and an opportunity in terms of
ethics and policy. While it is still progressing, the challenge of authenticating important data becomes
apparent. Nevertheless, getting used to quantum-safe algorithms may entail a number of ethical issues and
policy implications in connection with a) the equity of access and b) regulations.

8.1 Ethical Concerns

There is one big ethical issue that people should focus on when it comes to shifting towards QR
cryptography, namely, the fairness in the methods of implementing the new protected technologies. Crypto
applications like lattices and MQ, which need quantum secure techniques for hidden money payment data
security against quantum attacks, are essential. However, the assimilation of these better cryptographic
features incurs high arguments for their deployments, mainly for small and medium enterprises and
developing countries. For example, most organizations in developing countries are financially constrained
to implement or deploy guantum-resistant technologies as they would become exclusive to the financial
prowess of organizations or countries (Green et al., 2022). Such a split could undermine the equity in
international digital transactions and also put some demography at a higher risk of falling prey to data
compromise or cyber-attacks.

Ethical Considerations

Guiding Principles

Quantum Security Challenges

Addressing Threats

Global Cooperation
Figure 14: Quantum Ethics and Security

Furthermore, new industrial challenges might be alarming for small companies since the necessity
to modernize their security processes and systems has emerged. Since quantum computing is a threat to
RSA and ECC-based methods, organizations will have no other choice but to switch to safer options. The
costs associated with these new, quantum-resistant systems, alongside the simple technical impossibility
for some parties in certain geopolitical regions to accomplish these upgrades, could lead to a world where
only large corporations or organizations backed by a government’s security apparatus could adapt to this
potential future threat in any realistic sense. This ethical issue raises a question about the efforts needed by
the world for quantum-resistant cryptography to be available to all sizes of enterprises and all economic
statuses.

In addition, people are worried about the consequences, or rather the violation of privacy rights.
Since quantum-safe cryptography could be the next generation of protection solutions, it can be said that
the broader adoption of quantum-safe encryption can also be associated with the emergence of more
extensive surveillance capacities since governments or companies can also utilize high-strength encryption
tools to monitor activities on the Internet more efficiently. The third area of ethical consideration is the
domain of national security and corporate and individual rights as QRC technologies are rolled out. The
introduction and adoption of such measures must be followed by adequate precautions to avoid harming
civil liberties and misuse of data.
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8.2 Policy Implications

The emergence of quantum applications and the need for quantum-resistant cryptography imply that
governments and regulatory bodies must initiate positive actions to help develop policies for using superior
technology to protect users and businesses. One of the significant problems is the inclusion of QRC into
the existing legal and regulatory requirements, which were not initially intended to address guantum
computing. This will require corrections to data privacy legislation and the financial market, which will
apply pressure to adopt quantum-resistant computational algorithms.

One policy domain that will receive attention will be data protection standards. In the current world,
governments in different countries, such as the ones in the European Union and the United States, ought to
extend current acts like GDPR and CCPA to incorporate quantum-resistant encryption standards. These
updates should mean that organizations have had to use quantum-safe encryption to secure their data,
especially in the eCommerce, banking, and healthcare sectors. Regulating all businesses to enforce
compliance with quantum-safe practices can mitigate the occurrence of data breaches, especially in the
future.

Financial institutions also continue to feel pressured to put in place quantum-safe cryptography.
The Financial Industry Regulatory Authority (FINRA) and the European Banking Authority (EBA) must
offer precise information on how progressed the financial services providers are on their journey to
guantum-safe encryption techniques. These include the establishment of implementation timelines,
especially for financial institutions, in relation to protecting transactions, customer information, and digital
wallets. This approach will further prevent any risks associated with the change. At the same time, a
universal standard should be used that would assuage fears of the constant disregard of entities around the
world by making certain they are all included in moving to quantum-resistant cryptography.

Besides changing the privacy laws and rules of finance, policymakers are going to face ethical
problems when applying QRC technologies. That is why they should work on policies that will ensure
everyone, especially small businesses and developing countries, has access to those technologies. The
government could provide funding or subsidies that could aid these organizations going through the costs
of improving the cryptographic equipment that they use. Furthermore, international cooperation will be
crucial to making sure anyone in any country, be it a developed or developing country, can also reap the
rewards of the upgraded security that comes with QR cryptography (Jameaba, 2022). In addition, in order
to achieve global interoperability, QRC will need to be standardized. It is noteworthy that organizations
like NIST are actively involved in developing the standards for post-quantum cryptographic algorithms.
This must remain a work in progress, and uniformity must be improved concerning the algorithmic
methodologies being implemented. This worldwide initiative will assist businesses in addressing quantum-
safe encryption challenges and equip them with the means to safeguard their systems in the post-quantuple
world.

9. Conclusion

With the development of quantum computing, it is an essential threat to conventional cryptographic
systems, especially to cryptosystems used for the protection of payment data in e-commerce and other
fields. The established security of encryption algorithms such as RSA and ECC is at risk since quantum
computers present an efficient algorithm for solving problems such as integer factorizations and discrete
logarithms that are the basis of such encryption. These encryption schemes can be efficiently cracked by
Shor’s algorithm, putting the data at a high risk, which has never been witnessed before. Since quantum
computing is advancing rapidly, the need for quantum-resistant cryptographic solutions has never been this
important. Post-quantum cryptography (PQC), also known as quantum-resistant cryptography (QRC), does
provide a way forward. The only way to ensure safe data transfer in a world where everyone will own their
guantum computer is through QRC, which deals with mathematical problems that are beyond the reach of
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quantum hacks. Other methods like Lattice-based cryptography, hash-based signatures, and multivariate
guadratic equations hold great potential in ensuring security for longer periods of payment data, including
identities and transactions.

This switch, though, is not without some difficulties, as will be seen when discussing the QRC
model in detail. Applying quantum-resistant algorithms in actual payment systems is quite a challenge,
given the enhanced computation demand, broader key lengths, and sluggish transaction processing that
characterizes the solutions. Furthermore, as quantum-resistant systems are implemented, they have to be
integrated with current cryptographic systems, causing compatibility issues, necessitating the use of hybrid
cryptography and slow adoption strategies because disruption of operation is unfavorable. These
stakeholders will also have to collaborate on establishing best practices and guidelines to help promote the
use of QRC for businesses and, at the same time, safeguard individual privacy as well as information
security. Continued work by organizations, like the National Institute of Standards and Technology NIST,
in deciding key post-quantum cryptographic algorithms becomes extremely important for businesses and
governments across the world in determining a clear roadmap. Multilateralism will also be important to
ensure that small enterprises and other economies in the world can have a fair shot at benefiting from
guantum-safe encryption technologies that will be important in the future. Decision makers will have to
develop enabling policies that anticipate how and where QRC will be commonly adopted while
simultaneously outlining privacy, surveillance, and availability of technology issues. Quantum computing
is a threat and the possibility of changing the concept of digital security at the same time. Advancements in
and future developments of quantum-safe algorithms will require their implementation into payment
systems and a broader context for the protection of quantitative and qualitative confidential and integrity-
sensitive data for the post-quantum era. Implementing QRC will be a major social change, and it will be
acknowledged by governments, academic institutions, and industries that the payment data of consumers
will have to be protected as the world moves on to a new technological era.

References;

1) Aggarwal, D., Brennen, G. K., Lee, T., Santha, M., & Tomamichel, M. (2017). Quantum Attacks On
Bitcoin, And How To Protect Against Them. Ledger, 3, 68-90.

2) Alagic, G., Alagic, G., Apon, D., Cooper, D., Dang, Q., Dang, T., ... & Smith-Tone, D. (2022). Status
Report On The Third Round Of The Nist Post-Quantum Cryptography Standardization Process.

3) Albrecht, M. R., Player, R., & Scott, S. (2019). On The Concrete Hardness Of Learning With Errors.
Journal Of Mathematical Cryptology, 13(1), 1-20.

4) Albrecht, M., & Lange, T. (2020). The Case For Lattice-Based Cryptography In Post-Quantum
Security. Journal Of Cryptographic Engineering, 10(4), 263-276.

5) Alkim, E., Ducas, L., Péppelmann, T., & Schwabe, P. (2016). Post-Quantum Key Exchange - A New
Hope. In Proceedings Of The 25th Usenix Security Symposium.

6) Bansod, S., & Ragha, L. (2022). Challenges In Making Blockchain Privacy Compliant For The Digital
World: Some Measures. Sadhana, 47(3), 168.

7) Bennett, C. H., & Wiesner, S. (2020). Quantum Cryptography: Public Key Distribution And Coin
Tossing. Ibm Journal Of Research And Development, 44(3), 105-118.

8) Berger, T., Cayrel, P.-L., Gaborit, P., & Otmani, A. (2009). Reducing Key Length Of The Mceliece
Cryptosystem. In Proceedings Of The Second International Workshop On Post-Quantum Cryptography.

9) Bernstein, D. J. (2017). Post-Quantum Cryptography. Nature, 549(7671), 188-194.

10) Bernstein, D. J., Buchmann, J., & Dahmen, E. (2009). Post-Quantum Cryptography. Springer.

11) Bhattacharyya, S., & Chakrabarti, A. (2022). Post-Quantum Cryptography: A Brief Survey Of Classical
Cryptosystems, Their Fallacy And The Advent Of Post-Quantum Cryptography With The Deep Insight

Copyrights @ Roman Science Publications Ins. Vol. 5 No. S2, (Mar-Apr, 2023)
International Journal of Applied Engineering & Technology
197



ISSN: 2633-4828 ol. 5 No. S2, (Mar-Apr, 2023)

International Journal of Applied Engineering & Technology

Into Hashed-Based Signature Scheme. Data Management, Analytics And Innovation: Proceedings Of
Icdmai 2021, VVolume 2, 375-405.

12) Briegel, H. J., Dur, W., Cirac, J. I., & Zoller, P. (2021). Quantum Repeaters: The Role Of Imperfect
Local Operations In Quantum Communication. Quantum Information & Computation, 6(9), 673-681.

13) Buchmann, J., & Schneider, J. (2019). Quantum-Resistant Cryptography: Algorithms And
Implementations. Springer Science & Business Media.

14) Buchmann, J., Dahmen, E., & Hiilsing, A. (2011). Xmss - A Practical Forward Secure Signature Scheme
Based On Minimal Security Assumptions. In Proceedings Of Pqcrypto 2011.

15) Chen, L., Jordan, S., & Liu, Y. K. (2016). Report On Post-Quantum Cryptography. National Institute
Of Standards And Technology.

16) Ciulei, A. T., Cretu, M. C., & Simion, E. (2022). Preparation For Post-Quantum Era: A Survey About
Blockchain Schemes From A Post-Quantum Perspective. Cryptology Eprint Archive.

17) Cohn-Gordon, R., Et Al. (2021). Lattice-Based Cryptography And Its Application To Secure
Communications. International Journal Of Quantum Information, 19(5), 1-16.

18) Costello, C. (2020). Supersingular Isogeny Key Exchange For Beginners. In Advances In Cryptology
— Asiacrypt 2020.

19) Dijk, M., Et Al. (2020). Quantum-Resistant Algorithms For Mobile Payments And Wallets. Journal Of
Cybersecurity, 28(3), 302-319.

20) Ding, J. (2004). A New Variant Of The Matsumoto-Imai Cryptosystem Through Perturbation. In
Proceedings Of The Workshop On Coding And Cryptography.

21) Ding, J., & Yuan, X. (2020). A Survey Of Quantum-Safe Cryptographic Algorithms And Their Security
Analysis. leee Transactions On Emerging Topics In Computing, 9(2), 891-905.

22) Gao, X, Liu, Y., & Zhang, Z. (2020). Efficiency Concerns In The Integration Of Quantum-Resistant
Cryptography In Real-Time Payment Systems. International Journal Of Quantum Computing, 5(1), 57-
71.

23) Gill, A. (2018). Developing A Real-Time Electronic Funds Transfer System For Credit Unions.
International Journal Of Advanced Research In Engineering And Technology, 9(1), 162-184.
Https://laeme.Com/Home/Issue/ljaret?Volume=9&Issue=1

24) Girasa, R., & Scalabrini, G. J. (2022). Regulation Of Innovative Technologies: Blockchain, Artificial
Intelligence And Quantum Computing. Springer Nature.

25) Gisin, N., Ribordy, G., Tittel, W., & Zbinden, H. (2002). Quantum Cryptography. Reviews Of Modern
Physics, 74(1), 145-195.

26) Gotz, M., Schmidt, L., & Muller, G. (2020). Lattice-Based Cryptography: Advances In Security And
Efficiency. Journal Of Cryptology, 33(4), 989-1012.

27) Green, M. J., Szechenyi, N., & Fodale, H. (Eds.). (2022). Toward A Us-Japan Technology Alliance:
Competition And Innovation In New Domains. Rowman & Littlefield.

28) Grover, L. K. (1996). A Fast Quantum Mechanical Algorithm For Database Search. In Proceedings Of
The 28th Annual Acm Symposium On Theory Of Computing.

29) Hoffstein, J., Pipher, J., & Silverman, J. H. (2014). An Introduction To Mathematical Cryptography.
Springer Science & Business Media.

30) Hiilsing, A., Rotteler, M., & Schaffner, C. (2013). Xmss: Extended Hash-Based Signatures. In Post-
Quantum Cryptography, Lecture Notes In Computer Science.

31) Jameaba, M. S. (2022). Digitalization, Emerging Technologies, And Financial Stability: Challenges
And Opportunities For The Indonesian Banking Industry And Beyond. Doi: Hittps://Doi.
Org/10.32388/Csttyq, 2.

32) Jao, D., & De Feo, L. (2011). Towards Quantum-Resistant Cryptosystems From Supersingular Elliptic
Curve Isogenies. In Pqcrypto 2011.

Copyrights @ Roman Science Publications Ins. Vol. 5 No. S2, (Mar-Apr, 2023)
International Journal of Applied Engineering & Technology
198


https://iaeme.com/Home/issue/IJARET?Volume=9&Issue=1

ISSN: 2633-4828 ol. 5 No. S2, (Mar-Apr, 2023)

International Journal of Applied Engineering & Technology

33) Kachurova, M., Shuminoski, T., & Bogdanoski, M. (2022). Lattice-Based Cryptography: A Quantum
Approach To Secure The lot Technology. In Building Cyber Resilience Against Hybrid Threats (Pp.
122-133). los Press.

34) Katz, J., & Lindell, Y. (2020). Introduction To Modern Cryptography. Springer.

35) Khan, M. Z., Hassan, R., & Lamas, D. (2019). Migration Strategies For Quantum-Resistant
Cryptography In Payment Systems. International Journal Of Quantum Computing, 12(1), 102-120.

36) Kostyuk, N., & Landau, S. (2022). Dueling Over Dual_Ec_Drbg: The Consequences Of Corrupting A
Cryptographic Standardization Process. Harv. Nat'l Sec. J., 13, 224.

37) Kumar, A. (2019). The Convergence Of Predictive Analytics In Driving Business Intelligence And
Enhancing Devops Efficiency. International Journal Of Computational Engineering And Management,
6(6), 118-142. Https://Ijcem.In/Wp-Content/Uploads/The-Convergence-Of-Predictive-Analytics-In-
Driving-Business-Intelligence-And-Enhancing-Devops-Efficiency.Pdf

38) Laarhoven, T. (2019). Lattice-Based Cryptography: A Comprehensive Study. Acm Computing
Surveys, 52(4), 1-25.

39) Leighton, F. T., & Micali, S. (2017). Lms: A Hash-Based Signature Scheme For Use In A Quantum-
Resistant Environment. In Cryptology Eprint Archive.

40) Liao, S. K., Liu, X., Zhang, L., & Chen, J. (2020). Quantum Key Distribution With Large-Scale
Integration And Distance Limitations. Nature Photonics, 14(5), 345-351.

41) Liu, Y., & Zhao, X. (2021). Challenges And Solutions In The Implementation Of Quantum-Resistant
Cryptography For Financial Institutions. Journal Of Financial Technology, 7(3), 182-194.

42) Lyons, A. (2021). Adapting Payment Systems To Quantum Computing Threats: Challenges And
Solutions. Journal Of Digital Payments, 12(2), 45-61.

43) Manda, J. K. (2022). Quantum Computing's Impact On Telecom Security: Exploring Advancements In
Quantum Computing And Their Implications For Encryption And Cybersecurity In
Telecom. Innovative Computer Sciences Journal, 8(1).

44) Mceliece, R. J. (1978). A Public-Key Cryptosystem Based On Algebraic Coding Theory. In Dsn
Progress Report.

45) Mosca, M. (2018). Cybersecurity In An Era With Quantum Computers: Will We Be Ready? leee
Security & Privacy, 16(5), 38-41.

46) Niederhagen, R., & Schwabe, P. (2017). Practical Post-Quantum Cryptography. Proceedings Of The
leee, 105(10), 1935-1953.

47) Nyati, S. (2018). Revolutionizing Ltl Carrier Operations: A Comprehensive Analysis Of An Algorithm-
Driven Pickup And Delivery Dispatching Solution. International Journal Of Science And Research,
7(2), 1659-1666. Https://MWww.ljsr.Net/Getabstract.Php?Paperid=Sr24203183637

48) Nyati, S. (2018). Transforming Telematics In Fleet Management: Innovations In Asset Tracking,
Efficiency, And Communication. International Journal Of Science And Research (ljsr), 7(10), 1804-
1810. Retrieved From Https://Www.Ijsr.Net/Getabstract.Php?Paperid=Sr24203184230

49) Rivest, R. L., & Shamir, A. (2020). Quantum-Safe Cryptography: The Evolution Of Digital Payment
Security. leee Transactions On Secure Communications, 16(2), 83-96.

50) Rosenberg, J., Johnson, R., & Marton, P. (2021). Post-Quantum Cryptography: Towards Quantum-
Secure Encryption Algorithms. International Journal Of Cryptography And Network Security, 13(4),
445-457.

51) Schneier, B. (2019). Cryptographic Solutions To Quantum Threats. Cryptology Eprint Archive.

52) Shor, P. W. (1997). Polynomial-Time Algorithms For Prime Factorization And Discrete Logarithms
On A Quantum Computer. Siam Journal On Computing, 26(5), 1484-1509.

53) Shoup, V. (2018). A Comprehensive Introduction To Post-Quantum Cryptography. Springer
International Publishing.

Copyrights @ Roman Science Publications Ins. Vol. 5 No. S2, (Mar-Apr, 2023)
International Journal of Applied Engineering & Technology
199


https://ijcem.in/wp-content/uploads/THE-CONVERGENCE-OF-PREDICTIVE-ANALYTICS-IN-DRIVING-BUSINESS-INTELLIGENCE-AND-ENHANCING-DEVOPS-EFFICIENCY.pdf
https://ijcem.in/wp-content/uploads/THE-CONVERGENCE-OF-PREDICTIVE-ANALYTICS-IN-DRIVING-BUSINESS-INTELLIGENCE-AND-ENHANCING-DEVOPS-EFFICIENCY.pdf
https://www.ijsr.net/getabstract.php?paperid=SR24203183637
https://www.ijsr.net/getabstract.php?paperid=SR24203184230

ISSN: 2633-4828 ol. 5 No. S2, (Mar-Apr, 2023)

International Journal of Applied Engineering & Technology

54) Stebila, D., & Mosca, M. (2018). Post-Quantum Cryptography: A Survey Of The Quantum-Resilience
Of Cryptographic Algorithms. Journal Of Mathematical Cryptography, 13(4), 323-338.

55) Yang, W. (2022, April). Ecc, Rsa, And Dsa Analogies In Applied Mathematics. In International
Conference On Statistics, Applied Mathematics, And Computing Science (Csamcs 2021) (Vol. 12163,
Pp. 699-706). Spie.

56) Zalka, C. (2006). Efficient Simulation Of Quantum Systems. Physical Review A, 73(2), 022301.

Copyrights @ Roman Science Publications Ins. Vol. 5 No. S2, (Mar-Apr, 2023)
International Journal of Applied Engineering & Technology
200



