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Abstract 

The opulence of the 5G technology is a revolutionary leap in the field of telecommunication that synthesizes 

tremendous connectivity, lower latency periods, and superior data management capabilities. However, 5G 

brings many cybersecurity issues which should not be underestimated. This paper provides a literature 

review of research on the threats and risks within 5G, focusing on main 5G threats, data confidentiality, 

and data integrity, threats posed by network slicing, edge computing, and mMTC. These components 

greatly expand the area of the attack vector with threats like cross-slice attacks in network slicing, physical 

and cyber tampering in edge devices, and exploitation of IoT devices not protected in mMTC. This study 

will discuss various threat mitigation measures in response to these risks, ranging from technological 

advances such as higher isolation levels for slices to adherence to widely accepted 5G security 

requirements. Specifically, the study focuses on strong encryption, lack of trust in other domains, periodic 

check-ups, and device management procedures for a secure implementation of 5G networks. In offering 

such key lessons, the findings also provide important reference material to those important players such as 

telecommunication industries, policymakers, and cybersecurity experts as the global deployment of 5G 

escalates. 
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Introduction  

A new generation tool called 5G technology is in preparation to provide a platform for speed, connectivity, 

and reliability. At the same time, today’s 5G differs from earlier generations, such as 3G and 4G, in that its 

capability is complemented by a range of use cases, including eMBB, U cellar, and my cell. These 

advancements place 5G at the center of enabling many of these contemporary technologies, ranging from 

autonomous vehicles to smart cities to enhanced IoT. However, while the range of possibilities that 5G 

technology offers is staggering, so is the spectrum of cybersecurity threats that pose a risk to the security 

of this cutting-edge network topology. Unlike older generations of wireless networks, 5G networks rely on 

SDN NFV and edge computing. These technologies provide flexible, scalable, and efficient networks 

because programming and managing are done through software applications instead of hardware. Another 

advantage of the 5G network and SDN/NFV technology is network slicing, which creates different network 

segments, each of which can work on a common infrastructure without interfering with other segments. 

This capability is essential to underpin different applications and industries simultaneously. However, it 

also adds difficulty regarding the control and protection of these virtual network slices. Combined with 

edge computing, where data processing takes place as close to the last user or node as possible, 5G creates 

a wide range of potential points of attack for cyber attackers. 

New, expanded IoT devices through mMTC add billions of new connected devices in the 5G net, 

each of which could become a cyber threat vector. IoT devices currently have very small processors, a small 

or no RAM, and very little security that can be implemented, leaving them open to attacks like botnets, 
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which are a flooding of the network or denial of services. Moreover, 5G involves the need for massive 

connection, which only expands the existing issues regarding the security of data, protection against 

malicious attacks, and data accessibility with IOT devices streaming large volumes of data through 5G 

links. 

This study discusses the current state of 5G cybersecurity, emphasizing potential areas of weakness 

within the system and ways to counteract them. Namely, the potential risks regarding network slicing, edge 

computing, and connected devices are considered key topics for the discussion. Although network slicing 

can generate multiple isolated network areas, it envisages efficient isolation solutions to prevent users in 

one slice from accessing another. Edge computing introduces other security challenges because the network 

nodes that do most computing activities can be tampered with physically and accessed by unauthorized 

individuals. When poorly managed, IoT devices connected through 5G networks pose a security threat to 

cyber-attacking malware. 

This article also aims to systematically present an overview of the security threats related to 5G 

technology and the practical security solutions required for this disruptive technology. In order to help 

shape the research into 5G and its security requirements, this article analyzes the presented vulnerabilities. 

Further, it explores protection methods to ensure that key stakeholders, including telecommunications 

providers and policymakers, can work together to create a comprehensive and secure 5G ecosystem. With 

the increasing number of implementations of 5G technology, combined cybersecurity measures will be vital 

to protecting the base of the new generation of connectivity solutions. 

 

2. Overview of 5G Architecture and Security Features 

5G network is a new generation of telecommunication networks with features of higher speed, low latency, 

and massive connectivity(Zebari et al., 2021). This level of advancement, however, brings sophisticated 

architectural units and enlarges the area of threats. In order to analyze the cybersecurity threat related to 

5G, one has to have the bare essential knowledge of 5 G's architecture. 

 
Figure 1: 5G System Overview for Ongoing Smart Applications: 

 

2.1 Key Architectural Components of 5G 

The basis of 5G networks' construction is also application-specific and has a clear hierarchical structure of 

consecutive layers. This architecture comprises a number of components that improve performance and 

utility yet offer different security risks. 

Network Slicing 

One of the major modifications in the new generation of networks is Network Slicing, whereby the 

network is sliced into several independent networks or slices on a single foundation (Ordonez-Lucena et 

al., 2021). Individual slices can be tailored to various natures, including eMBB, URC, or mMTC for more 

specific applications. For example, eMBB addresses the service requirement of enhanced 5G broadband 
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for use cases such as streaming. In contrast, URLLC addresses mission-critical use cases such as self-

driving cars and remote surgery. Network slicing is very attractive, but its security considerations are 

serious problems. In effect, several slices can use the same physical resources. Therefore, depending on the 

isolation level, an attack on one slice might compromise others. The security of each slice resides in 

isolation, and strict access controls are placed moving laterally across the slices. Attackers can manipulate 

the slice boundaries, or they are misconfigured, to effect cross-slice attacks where the attacker begins with 

a particular slice and then penetrates deeper into the other slices (Boccardi et al., 2014). However, the 

proliferation of the number of slices complicates their management, leading to the risk of exploitable 

misconfigurations. 

Edge Computing 

Another important factor in a 5G network is edge computing, which is the computation and storage 

done near the end user (Hassan et al., 2019). Compared to prior generations designed to have data 

processing facilities in a dedicated core network, 5G networks apply edge computing that performs data 

processing near the source, thus lowering response latency and increasing its real-time performance. In 

autonomous driving or Augmented Reality, edge computing ensures that data is processed and delivered 

almost simultaneously to enhance the end-users experience and provide new opportunities. 

However, spreading a data processing load among the nodes located at the network periphery opens 

new types of threats. Edge computing, on the other hand, is distributed, and therefore, data is often outside 

centralized safe enclosures and is therefore prone to physical manipulation and cyber sabotage. For 

instance, edge devices deployed in unsecured or public areas with access by potential attackers may have 

the data accessed, or even the device parameters tampered with, to devastating effect on a network. In 

addition, the data privacy risks are much higher at the edge because the data processed locally may be less 

secure than in centralized computing facilities. It was also established that these devices need strong data 

encryption and authentication to protect data while in transit and at rest (Boccardi et al., 2014). 

 
Figure 2: Edge computing - a must for 5G success in future 

 

Massive Machine-Type Communication (mMTC) 

 

An important aspect of 5G is the capability of mMTC and IoT to tap billions of global IoT devices for 

connectivity. Catering to device management with low traffic or data requirements, like smart sensors or 

tracking devices, is one of the increased applications for 5G networks. This capability helps build smart 

cities, industrial automation, and other IoT-based environments. 

Nevertheless, mMTC increases the target network's exposure point exponentially. A lot of IoT 

devices may not have sufficient processing capability to handle complex security measures. Hence, they 

remain safer from common cyber predators like bot masters, who use them to launch botnet attacks and 
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DDoS attacks. For instance, the IoT devices that have been manipulated can be used on botnet attacks such 

as DDoS to exhaust network resources. In addition, firmware vulnerabilities on IoT devices threaten the 

network since many IoT devices cannot be updated often or afforded advanced security measures. As Gill 

(2018) mentioned, with the large number of connected devices in 5G networks, the lack of effective device 

management and security measures can lead to numerous security threats. 

Security Features in 5G Architecture 

To eliminate these threats, 5G implemented several security measures that should prevent dangers 

at all levels of architecture. (Arfaoui et al., 2018) Improvements have been made in encryption standards, 

identity management of connected devices, and the NFV for resource control and isolation. Transit 

encryption and data in-place encryption ensure that the data is secret and whole when it crosses several 

network layers. Each device is authenticated using a PKI, which helps to ensure that only the right devices 

connect to the network and exclude the wrong ones. 

NFV introduces resource utilization variability in how it deploys network resources to support the 

network practically, considering that it provides network functions with strict isolation. Since network 

functions are isolated from each other, NFV minimizes the chance of escalation of effects in such groups. 

Furthermore, automated configuration tools can help check the configuration of network slices and edge 

devices because misconfiguration may lead to prescription weaknesses. On the bright side, 5G architecture 

brings about strong qualities, but on the other hand, it creates many opportunities for malicious actors. 

While network slicing, edge computing, and mMTC introduce higher value and improved features, 

pragmatic security solutions should be safeguarded from exploitation. While society is witnessing the 

increasing trend of 5G adoption, the nature of the risks mentioned above will become critical for designing 

secure future networks and safeguarding the multitude of devices and applications they connect (La Rosa, 

2021). 
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Figure 1: Block Diagram of 5G Architecture 

Display the architecture of a 5G network, highlighting the core network, edge computing nodes, network 

slices, and endpoints. 

3. Vulnerabilities in 5G Networks 

 

Table 1: Key 5G Vulnerabilities and Attack Types 

Vulnerability Category Attack Type Description 

Network Slicing Isolation Failure 
Lack of proper isolation can compromise other 

network slices. 

Edge Computing 
Physical Tampering, 

Malware 
Edge devices in unsecured locations increase risk. 

Device Vulnerabilities 
Botnets, Firmware 

Exploits 

Compromised devices can spread malware or 

launch DDoS attacks. 

Protocol and 

Infrastructure 

Signaling Storms, DoS 

Attacks 

Control plane vulnerabilities can disrupt network 

service. 

Cross-Operator 

Communication 
Roaming Vulnerabilities 

Differing security protocols between operators 

introduce security gaps. 

 

5G technology, being a technology of higher generation of wireless communication system, holds 

powerful features like low latency, high data rate, and huge network connectivity (Agiwal et al., 2016). 

However, these advancements also come with security risks that can be exploited to compromise the 

network in different ways. These weaknesses can be owing to the relative feature of 5G, which has many 

distinct layers like network slicing, edge computing, and millions of device connections through IoT. For 

this reason, it is critical to know the abovementioned vulnerabilities to establish necessary measures for 

threat prevention. 

 

Table 2: Summary of Key 5G Vulnerabilities and Attack Types 

Vulnerability Category Attack Type Description 

Network Slicing Isolation Failure 
Lack of proper isolation can compromise other 

network slices. 

Edge Computing 
Physical Tampering, 

Malware 
Edge devices in unsecured locations increase risk. 

Device Vulnerabilities 
Botnets, Firmware 

Exploits 

Compromised devices can spread malware or 

launch DDoS attacks. 

Protocol and 

Infrastructure 

Signaling Storms, DoS 

Attacks 

Control plane vulnerabilities can disrupt network 

service. 

Cross-Operator 

Communication 
Roaming Vulnerabilities 

Differing security protocols between operators 

introduce security gaps. 

 

3.1 Network Slicing Vulnerabilities 

This is a key characteristic of 5G, where many narrow software slices can be built from a single narrow 

physical slice (Wijethilaka & Liyanage, 2021). This design also allows operators to optimize slices for 
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different segments, like eMBB, URLLC, or IoT, according to their preference or requirement. Network 

slicing, which brings many benefits regarding flexibility and efficiency, has several serious safety concerns, 

as shown by its pros and cons. One slice's 'black-box' independence from another is an important security 

feature, but insufficient or flawed separation can put a slice at risk. Two things often go wrong in this regard 

are: isolation failures and misconfiguration. 

• Isolation Failure: Isolation failure is the most important flaw within network slicing. When these 

slices are isolated poorly, an attacker with access to one slice can easily pivot to other slices in the 

network. This risk is more apparent when slices have the following characteristics: they share 

resources or control mechanisms. When the isolation mechanisms are not properly configured or 

not strong enough, the attackers can leverage other common parts to break through the isolation 

boundaries in an attempt to get access to a specific slice, data, or service that is meant to be 

exclusive to it. Cross-slice access can be destructive in that an invasion in one part may affect the 

others, disrupting services and exposing data (Hussein, Gomez, & Yang, 2020). 

• Misconfigurations: Proper slicing comes with a need to achieve appropriate network slicing so 

that different slices are formed (Afolabi et al., 2018). Configuration errors, however, are among the 

most significant weaknesses, likely due to the multi-stake architecture of 5G. When a network slice 

is configured incorrectly, it ends up with open doorways exploited by attackers, who gain 

unauthorized access. For instance, a misconfigured slice that does not have proper access controls 

or does not manage to restrict proper segmentation policies would act as a welcome card for 

attackers. These misconfigurations can result from poor security management or even a 

configuration error; either way, they pose a big threat to the security of 5G. 
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Figure 2: Illustration of Network Slicing and Potential Attack Vectors 

 

3.2 Edge Computing Vulnerabilities 

Part of the 5G network’s edge computing is extending the computational capabilities closer to the actual 

user to reduce latency and provide excellent service delivery (Carvalho et al., 2021). Although this 

distribution provides good performance, it also poses many threats to security performance. End-user 

devices, especially those deployed in relatively unprotected, semi-public spaces, are, to a greater extent, 

exposed to physical and cyber threats. The two big issues people have when it comes to edge computing 

are concerns about data privacy and device tampering. 

• Data Privacy Risks: The data processed and stored at the network edge is generally less secure 

than data processed within controlled, centralized facilities. In contrast with a centralized core, 

where it is possible to ensure strong protective measures, the edge has distributed devices. This 

decentralization raises the risk of malicious attacks because some of the data stored at the edge is 

not very well protected compared to well-established centralized data systems and encryption 

management. Another potential issue may be the confidentiality and integrity of the data, which 

can be compromised due to the unauthorized access of edge devices, either through remote or 

physical interfaces. This increases the need for the encryption of data plus access restrictions to 

edge devices to help protect against unauthorized access. 

• Physical Device Compromise: A unique challenge of edge computing is the physical security of 

edges since they deal with physical devices (Shi et al., 2016). Unlike centralized data centers that 

are well-contained environments, edge devices are placed in various unconstrained environments. 

This increases the chances of physical tampering since the devices being monitored can be placed 

in areas that are easily accessed. For example, an attacker can compromise an edge device by 

interacting with it physically to obtain the stored data, introduce malicious codes, or completely 

seize control of that device to continue the attacks on a network. The existence of vulnerable 

devices within the field continues to be an issue that calls for further enhancements on the 

mentioned device hardening and appropriate security measures that will effectively deter 

unauthorized physical access to those devices and any attempts to interfere with the said devices. 
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Image 1: Edge Computing Security Risks 

 

3.3 Device Vulnerabilities 

The explosion of devices that can connect to 5G networks, particularly IoT devices, means that the enemy 

has many more potential targets to exploit. IoT devices are restricted by finite computational capability and 

cannot afford to layer on complex security functionalities to protect them from many forms of attacks. Two 

types of device threats are botnet attacks and firmware vulnerabilities. 
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• Botnet Attacks: A botnet is a huge pool of IoT devices that can be used to launch distributed 

denial-of-service attacks on the network. Botnet attacks pose a significant danger in a 5G network 

environment where billions of devices are expected to be connected simultaneously. Aholes can 

infiltrate IoT devices with poor security systems and then exert control over an attack, which may 

overload systems and services that are legal. This attack is rampant, especially with the surge of 

IoT devices, most operating with little or no protection. This problem becomes worse in the context 

of 5G networks since each compromised device is an access point for the attacker (Hussein et al., 

2020). 

• Firmware Vulnerabilities: The firmware on IoT devices is frequently selected by attackers, which 

operate with unpatched firmware (Xenofontos et al., 2021). This means that firmware 

vulnerabilities can cause the device to be subjected to a variety of attacks, such as session hijack 

and malware insertion. Firmware updates are rarely or never released in most cases or at a very 

distant interval, applying primarily to low-cost IoT devices and remaining persistent and vulnerable 

for long periods. Adversaries can exploit these vulnerabilities to infiltrate devices, deploy persistent 

threats, and have the capability to attack other parts of the network. It is crucial to protect against 

this risk by regularly patching firmware and having competent management devices. 

 

3.4 Protocol and Infrastructure Vulnerabilities 

Therefore, 5G networks are at risk due to device-specific and architectural vulnerabilities, band protocol, 

and infrastructural attacks. These are the control plane vulnerabilities that cause large service upsets. 

Signaling Storms and Distributed Denial of Service (DoS) are in this category. 

• Signaling Storms: In 5G networks, signaling protocols are prominent because they control 

interactions between devices and the network. Nevertheless, these protocols can be abused by 

attackers in order to provoke signaling storms. In a signaling storm, too many control signaling 

messages are sent to the network’s control plane, leading to its overload and a possible service 

disruption. Storms are like sailing storms, which can be malicious by attackers or caused by 

misconfigurations that result in the iteration of network traffic and the decline mance of the 

network. The consequence of this attack is that the maximum number of users may be affected, and 

critical services may be locked out. 

• DoS Attacks: The DOA on the 5G infrastructure can be targeted at the data and the control planes, 

and the consequence is a severe decrease in network availability (Ettiane et al., 2021). A major 

disadvantage of using a control plane is that DoS attacks on this plane could limit the ability of the 

network to control connections and data on devices adequately. This attack aims to degrade network 

signaling or data processing functionality, which may lead to the knockout of some important 

services. Threat mitigation for DoS attacks involves designing a strong network framework, 

continuous monitoring, and fast-tracking the available resources should the network get attacked. 

 

3.5 Cross-Operator Communication Vulnerabilities 

In a 5G communication network, macro-cell mobiles will interact with neighboring networks belonging to 

another operator when the end users roam across these networks. However, there could be some gaps in 

security policy for communication between multiple operators, which could lead to several attacks. 

Mobility leads to using different security measures of the operator’s network through which the device is 

roaming rather than the user’s home network. 

• Roaming Vulnerabilities: Security measures and policies vary from operator to operator; thus, 

cross-operator security vulnerabilities can be realized (Hesselman et al., 2020). In these gaps, 

malicious parties would be able to eavesdrop on such information exchange, perform identity theft, 
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or gain unlawful access to the network. Exacerbating this vulnerability is the absence of various 

basic security structures and standards for roaming that can eliminate vulnerabilities in the wireline 

IP operators, which has necessitated an elaborate strategy for enhancing security and creating 

conformity among the various operators so that the roaming experience remains secure and 

uninterrupted for the users. 

 

The risks in 5G networks mean that a more comprehensive cybersecurity strategy must be implemented. 

To ensure the future of 5G technology is secure and guarantees the stakeholders’ benefits, companies should 

concentrate on strengthening these weaknesses as people adapt to using 5G. 

 

4. Threat Prevention Strategies 

 

Table 3: Threat Prevention Strategies for 5G Networks  

Category Threat Prevention Strategy Description 

Network 

Security 
Enhanced Slice Isolation 

Use SDN and NFV to manage isolation and 

prevent horizontal attacks. 

 Automated Configuration Audits 
Regularly review configurations for consistency 

and vulnerabilities. 

Securing the 

Edge 

Data Encryption and 

Authentication 

Encrypt data in transit and at rest; verify user 

identities. 

 Zero Trust Architecture 
Re-verify access to endpoints at every stage to 

prevent unauthorized movement. 

Device 

Management 
Device Identity Verification 

Use PKI for device authentication and unique 

identity assignment. 

 Firmware and OTA Updates 
Ensure devices remain protected with regular 

security patches and updates. 

Protocol Security Enhanced Encryption 
Apply AES/ECC encryption to protect data and 

control plane signaling. 

 Secure Protocols for Cross-

Operator Communication 

Establish unified security standards for roaming 

scenarios. 

Regulatory 

Measures 
Uniform Security Standards 

Develop global benchmarks to harmonize 

security practices. 

 Regular Compliance Audits 
Conduct periodic reviews to ensure adherence to 

security protocols. 

 

Security risks in 5G networks are real, and different measures should be employed to prevent them 

(Ahmad et al., 2019). Threat prevention is possible using the armor of security protocols across the 

technological and management fronts of network slicing, edge computing, device management, and 

communication interfaces. A layered approach is required to address the threats and protect the data's 

integrity, confidentiality, and availability in 5G networks. 

 

4.1 Network Security and Isolation Techniques 



ISSN: 2633-4828  Vol. 4 No.3, December, 2022  
 

International Journal of Applied Engineering & Technology 

 

 

Copyrights @ Roman Science Publications Ins.  Vol. 4 No.3, December, 2022 
 International Journal of Applied Engineering & Technology 

336 
 

The 5G network is equipped with network slicing, which makes it possible to launch several lines, or 

"slices," within the same system (Barakabitze et al., 2020). This dimension entails that each slice is adjusted 

to match certain service demands, creating unique, practically segregated domains for various purposes. 

However, this feature also poses some specific problems, particularly if isolation does not suffice, because, 

in this case, that would enable attackers to access other slices as well. Network security techniques, as such, 

are critical for improving the isolation of slices as well as the mitigation of horizontal movement across 

slices. 

• Enhanced Slice Isolation: Two important solutions are needed to enhance isolation to enhance 

isolation: Software-Defined Networking (SDN) and Network Function Virtualization (NFV). SDN 

makes centralized use and coordination of network resources possible, provided a corresponding 

access policy is defined with granularity down to slices. To a certain extent, NFV supports SDN 

with the possibility of virtualizing the network functions, which means that the resources can be 

combined or isolated depending on the slice requirements (Nyati, 2018). This dynamic isolation is 

very important in managing risks created by unauthorized access and potential attacks that may be 

directed at exploiting misconfigurations in the underlying network framework. 

• Automated Configuration Audits: Due to the high complexity of the 5G structure and the large 

number of devices involved, as well as the configuration, auditing should be carried out regularly 

(Sanchez-Navarro et al., 2021). Self-service represents one of the primary means of identifying 

misconfiguration in time to make fast corrections. Through automation, the network administrators 

can set up a standard of compliance that is important when it comes to the enhancement of slice 

isolation and the revelation of any other chinks in the overall armor (Nyati, 2018). Automated audits 

help avoid such mistakes because the network remains consistent with best safety practices when 

more devices and configurations are added. 

 
Figure 3: 5G network slicing using SDN and NFV 

 

4.2 Securing the Edge 

With the emergence of 5G, edge computing has emerged as a major option because of its ability to improve 

machine latency and boost processing power to and local to the end users (Pham et al., 2020). However, 

this decentralization of computing has also expanded new risks given the physical security threats and data 

processing and storage on edge gadgets. Since these devices are frequently deployed outside enclosed, 

extremely secure data centers, edge security is crucial. 

• Data Encryption and Authentication: Data security at the edge is essential since data 

communication from edge devices to the main network can be easily compromised. Encryption is 

one of the oldest and the most basic data protection methods. To reduce hacking threats, data must 

be encrypted from when it resides at the network's edges or on the devices themselves. However, 

when applied hand-in-hand with other effective user authentication practices, including Public Key 
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Infrastructure (PKI) or multi-factor authentication, encryption brings another line of defense in that 

only approved users and devices can access next-level secure information (NIST, 2020). 

• Zero Trust Architecture: This is because of the zero trust model at the edge, which aims to prevent 

the risks associated with access and movement by unauthorized actors. It is important to remember 

that in a zero-trust model, no users or devices are considered to be trusted by default; rather, they 

are re-verified at every stage before they are allowed an interface to leverage the networks' 

resources. In the edge, applying zero trust principles means that all access to the endpoints is much 

more regulated and that no other parts of the network will be at risk with a device tampered with 

somehow. This scenario involves implementing strong Authentication and Authorisation 

procedures; on each attempt made by a connection, this act greatly hinders lateral movement and 

access to other resources within the network (NIST, 2020). 

 

4.3 Device Authentication and Management 

5G networks allow many interconnected devices, especially IoT, considering many devices have less 

computation power for complex security (Sicari et al., 2020). This reality brings many concerns because 

IoT devices are rails through which an attack can happen or participants in a botnet attacks. Therefore, the 

problem of devising the means of proper device authentication and management remains the primary 

priority in preventing the risks resulting from the connection of multitudes of devices in 5G systems. 

• Device Identity Verification: To ensure that device connections are well secured, one way is 

through proper check-in procedures regarding the identity of the devices. As a measurement to 

ensure a device is not fake, techniques such as PKI can be used to manage security identity before 

it gains access to the network. The IP Addressing answers the question of how device identification 

facilitates network access regulation based on proven credentials since every device is given its 

virtual identity. PKI offers a secure way of issuing and authenticating digital certificates central to 

device authentication (Nyati, 2018). This also helps with management, as the process is made easier 

when one wishes to add or remove a specific device or group of devices from a particular network. 

• Firmware and OTA Updates: The absence of the latest firmware poses a major security threat 

for IoT devices, as circuitous vulnerabilities make devices vulnerable to attackers. OTA updates 

for firmware create an avenue through which device manufacturers can release security fixes and 

updates without necessarily having to physically access the device to do so in order to ensure that 

the latter is shielded from specific identified risks. Firmware updates must be conducted frequently 

and automatically, especially in 5G networks where millions of endpoints can connect; this is 

impractical for manual application (NIST, 2020). OTA updates assist in keeping devices at optimal 

security by guaranteeing that the most current protections protect the devices. 

 

4.4 Protocol Security Measures 

Many protocols are used in 5G for a device to communicate and transmit data with other devices. These 

protocols support high-speed connectivity and low latency but present an opportunity for attacks if they are 

not protected. It is, therefore, important to enhance protocol security to safeguard the data and control planes 

of the network. 

• Enhanced Encryption: Encryption is just as important for control and data planes as it is for data 

at the network's edge. This type of cryptosystem provides security that can also reach from the 

sender to the recipient since intermediaries can also violate privacy. For the 5G new generation 

networks, security measures like AES and ECC have become promising preventive measures 

against eavesdropping and data alteration (NIST, 2020). It must also be applied to the signaling 
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protocols in 5G, as threats on the control plane could allow an attacker to influence or even capture 

control signals. 

• Secure Protocols for Cross-Operator Communication: When companies interact during 

roaming circumstances, there are security issues, especially in terms of communication standards 

standards. This is why guidelines required for security communication within different operators 

should be unified to minimize such opportunities during roaming processes. Some of these should 

include mutual authentication and encryption to ensure the communication is secure even when the 

user connects to foreign networks (Nyati, 2018). Because of the compatibility of the security 

protocols adopted by any operator implementing 5G network standards, inconsistency of security 

protocols becomes less dangerous, and roaming users are assured a safe experience. 

  
Figure 4: Classification of security protocols in 5G-enabled IoT communications environment 

 

4.5 Regulatory and Policy Measures 

Besides technological measures, the regulation and legal framework are increasingly essential for 

implementing security measures for 5G and for compliance across the telecom sector (Soldani, 2019). 

These days, governmental, non-governmental, and other industrial associations around the globe have come 

forward and presented rules and regulations to implement the security protocols relative to the nature of 

5G, etc. 

• Uniform Security Standards: Therefore, realizing the security standards that will be common and 

stable for any participant interested in 5G is vital to avoid the formation of security holes and 

guarantee the basic security level of networks. While ITU has proposed regulatory frameworks for 

secure 5G deployment, NIST has also laid down guidelines for secure 5G deployment. These 

standards occur from device protection to data protection and network admin, offering the operator 

a foundation to work (NIST, 2020). Standards are a way to provide more equal conditions in terms 

of security and uniting stakeholders to achieve the desired level of security in the sphere of 5G 

networks (Radu & Amon, 2021). 

• Regular Compliance Audits: As to the independent regulatory bodies' recommendation, security 

standards compliance audits should be conducted at least periodically. These audits determine 

whether the operators follow the procedures laid down to ensure accountability and reveal the 

operators' areas of inefficiency. Audits also focus on changes in threats that the operators need to 

make as they run their operations. Through compliance audits, regulators can achieve their goal of 

increasing awareness toward a more secure telecom environment from within the industry itself 

(Nyati, 2018). 

 

5. Future Directions and Challenges 
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The promise of 5G technology in improving overall communication, sustaining connected devices, and 

managing several applications is quite obvious. However, such evolution poses unfathomable security 

challenges, as seen next. The next phase of the 5G evolution program entails addressing such concerns and, 

more specifically, integrating AI within 5G, privacy considerations, virtualized network functions, and the 

anticipated explosion of connected IoT devices. These concerns will need broad solutions at the 

technological, policy, industry, academic, and regulatory systems levels. 

 

5.1 The Role of Artificial Intelligence in 5G Security 

The combination of AI in 5G technology has beneficial solutions while providing an opportunity for threats. 

Some areas where Ain AI is of real value are detected in real-time anomalous analytics and responses to 

them. For instance, automatic intrusion detection eliminates the odds of slow detection of threats and 

subsequent attacks compared to network security systems. At the same time, AI poses novel risks – for 

example, adversarial attacks, during which the attacker modifies the input data to bypass the perception of 

AI – and can result in large-scale security violations. In context with the 5G environment, which possesses 

key features such as network slicing, massive connectivity, and ULLC, the functioning of the AI in handling 

these functions becomes important. Specifically, it is claimed that through AI algorithms, aspects of 

network slicing can be elaborately configured in relation to the available resources and the traffic handling 

capability. However, suppose an AI system used in the network slicing configuration side is in the hands 

of an attacker. In that case, the attacker gets full control of various virtual network slices, disrupting several 

applications across different industries. Therefore, with the growth of 5G, it remains an important task to 

bolster AI algorithms and ensure they are immune against malicious attacks. 

 
Figure 5: How does AI integrate with 5G? 

 

5.2 Privacy Concerns in 5G Networks 

Security will continue to be a significant challenge with 5G networks, especially when they are extended 

for IoT with billions of connections. An important characteristic of 5G networks is the volume of data 

produced on an astronomical scale and edge computing, which processes data closer to the end-user. MDM 

While improving latency and bandwidth, edge computing puts the data at a security risk at each edge device 

instead of securely storing the data in centralized data centers. As mentioned in the previous point, these 

devices are more susceptible to physical tampering and malware, meaning that another user can intercept 

or alter the transferred data between the devices, which may threaten users' privacy. 

Furthermore, the new features of 5G provide better efficiency in real-time data acquisition and 

analysis and can be used to produce very specific and intimate user maps with the potential for new ethical 

data privacy and permission problems. 5G-connected devices capture a wide variety of information, 

including personality, behavioral patterns, and location data. Some laws, such as the General Data 

Protection Regulation (GDPR) in Europe, require strict policy measures on processing data. However, 

enforcing such a policy in a dispersed arrangement such as 5G is difficult. Data privacy issues, including 
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encrypted systems and consent demands, must be enhanced to avoid becoming issues of concern as 

industries and policymakers push to go higher with 5G (Khan et al., 2019). 

 
Figure 6: A schematic representation of the 5G network. 

 

5.3 Securing Virtualized Network Functions (VNFs) 

SDN and NFV are fundamental to the 5G kit as they allow operators to better utilize virtualization 

techniques for service delivery (Akyildiz et al., 2015). With the help of SDN and NFV, or even simply 

NFV, many of the formerly hardware-bound network functions are run on virtual machines, so their 

resource allocation is much more flexible. However, virtualization also increases this factor as threats to 

the network can affect the infrastructure at different tiers. 

A software vulnerability is a significant concern with VNFs because they depend on hypervisors 

and clouds that host the software. For example, if the hypervisor is compromised, many VNFs may be 

compromised, meaning data leakage, denial of service (DoS) attack, or lateral movement across virtual 

space could occur. Therefore, management of such VNFs has to ensure the following: Patching, 

vulnerability assessments, and initialization of various controls to partition the VNFs. Risk is also reduced 

through zero-trust architectures where every access to VNFs is repeatedly checked, and no internal or 

external entity is presumed to be trustworthy within the network. 

 

5.4 IoT Device Proliferation and Its Impact on 5G Security 

Another characteristic of 5G is the explosive increase in Internet of Things devices because mMTC allows 

billions of devices to connect and exchange data (Hellsten, 2015). According to estimates, about 5.9 billion 

IoT devices will be connected to the 5G network in 2030, compared to around 0.5 billion in 2021. This 

massive growth augments the attack surface significantly, given that every IoT gadget is a potential point 

of attack. 

Another critical issue related to IoT devices in 5G networks is that most Tokyo has a small amount 

of processing power, which often does not allow them to perform complex security measures. Most IoT 

devices also do not have sufficient update services for firmware, which poses risks such as botnet, under 

which several devices are compromised to launch massive attacks like DDoS. The following device 

management measures should be adopted to make these devices secure and not a source of problems in a 

5G network. PKI and other stringent device authentication measures and regularly updating firmware for 

the devices. 

 

5.5 Evolving Threats and Need for Adaptive Security Measures 

Threat actors are always adapting, and with the growth of 5G connectivity, new avenues for exploitation 

will be available (Pell et al., 2021). 5 G connectivity possesses some risks that include protection against 

unknown threats. Security measures for traditional communication networks imply updates at certain time 

intervals. With 5G networks being real-time, relevant responses must be possible immediately. AI, such as 
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ML and AI-based threat intelligence, can adapt to the underlying probabilistic behavior models and rapidly 

respond to the associated risks. 

Threat intelligence platforms (TIPs) integrated with artificial intelligence capabilities can intake 

data from different sources, including social media platforms, the darknet axis, and network traffic, among 

others, to develop predictive analysis on threat impulses (Kumar, 2019). By incorporating the TIPs into 5G 

security, network operators are able to manage active threats proactively. However, these platforms need 

strong data analytics support and effective human resources to analyze and respond to intelligence 

information, which also consumes significant amounts of resources (Tambe et al., 2019). 

 

5.6 Collaborative Approaches to 5G Security 

Mitigating security threat risks in 5G cannot be the preserve of network operators or manufacturers alone 

but is best tackled collaboratively by governments, industry leaders, academic institutions, and 

standardization bodies (Tambe et al., 2019). Therefore, there is a need to develop standards for security 

cooperation in terms of policies, threat information, and incident management. Government agencies can 

exercise major efforts by implementing and offering leadership on 5G security guidelines and benchmarks 

such as the ones provided by NIST and other governmental organizations. Cooperation is also essential in 

dealing with cross-border security threats. Since 5G infrastructure is designed for international connection, 

security parameters need to be set globally, as users can switch between different networks in different 

countries. This means enhancing cooperation on rules and regulations, convening coordinated security 

measures, and engaging in the exchange of intelligence information.  

 
Figure 7: Mitigating 5G security challenges for next-gen industry 

 

5.7 Future Research Directions in 5G Security 

In light of analyzing and maintaining pace with the steady progress in the advance concerning 5G 

technology, constant research and development on cybersecurity is essential (Ahmad et al., 2019). Some of 

the research directions are as follows: improving the tolerance of AI algorithms to adversarial perturbations 

to reduce their vulnerability to attacks, improving the cryptographic solutions that secure data in 

decentralized environments, and furthering the development of isolating VNFs. In addition, there is a 

growing requirement for quantum-safe cryptography since the potential becomes real for quantum 

computers to put existing forms of cryptography at risk. Other advanced approaches to prevent sensitive 

information leakage, such as homomorphic encryption or federated learning, are also promising in 

enhancing data protection in 5G networks. These techniques allow data to be analyzed and processed where 

it can be used by software and applications such as AI and analytics while preventing complete risk of 

privacy exposure. Further research could also work on the further improvement of the security of the edges 

by applying device hardening strategies like boot mechanisms and lock-up hardware and software. 
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Cybersecurity issues in the development of 5G technology are therefore intertwined with the future 

that must be safeguarded for the free realization of the potential of 5G technology (La Rosa, 2021). As 5G 

networks advance into large and ever-diversifying systems, end-to-end protection against current and 

potentially future threats remains a challenge that must be addressed through ongoing research, policy, and 

concerted initiatives across sectors. In this interconnected world where billions of connected devices depend 

on each other, the stakes are high because people must win the battle for 5G networks to ensure trust. 

Solving these challenges will start building a stable and safe environment for the 5G environment in the 

future (Toni & Frossard, 2015). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 4: A table showing the growth trend of 5G-connected IoT devices over time, illustrating the 

expanding attack surface. 

 

Year Predicted Number of 5G-Connected IoT 

Devices (in billions) 

2023 0.5 

2024 0.8 

2025 1.2 

2026 1.8 

2027 2.5 

2028 3.4 

2029 4.5 

2030 5.8 

 

Conclusion 

The establishment of 5G networks represents a huge advancement in telecommunication due to improved 

speeds, enhanced connection, and new use in diverse industries. However, such advancement brings several 

cybersecurity concerns that must be overcome to fully capitalize on 5G technology. Network slicing 

technology, edge computing, and massive machine-type communication provide the most fascinating 

opportunities but come with unprecedented threats in 5G. These vulnerabilities extend from isolation 

failures in network slicing to threats arising from distributed edge computing setups, the use of IoT devices, 

etc. These technologies' development means that CSPs also need to look at the corresponding growth in the 

Figure 8: Image 3: Predicted Growth of 5G-connected IoT 

Devices (2023-2030) 



ISSN: 2633-4828  Vol. 4 No.3, December, 2022  
 

International Journal of Applied Engineering & Technology 

 

 

Copyrights @ Roman Science Publications Ins.  Vol. 4 No.3, December, 2022 
 International Journal of Applied Engineering & Technology 

343 
 

possible ways in which their services can be attacked and need to adopt a strong security approach. This 

means that applying the security of the 5G networks should include technological countermeasures and 

legal and policy-based systems. Better encryption quickly, the zero-trust concept, and strict device 

identification standards are crucial for ensuring strict data protection, critical network protection, and 

unauthorized parties' exclusion. Other measures of isolation relative to network slicing can maintain the 

purity of virtualized components of the network, such as automation of configuration verifications. Equally, 

security at edges comprises data encryption and protecting physical devices' addresses to prevent the 

distributed endpoints from being used as entry points. 

As we consider the above security challenges, there is a need for multi-stakeholder engagement 

with industries, regulatory bodies, and academic institutions. Shaping general collaborating principles for 

cross-border connections and transmitting security standards and compliance across operator borders will 

reduce risks arising from roaming and 5G international connectivity by promoting a more cohesive feel for 

the global security outlook. There is also the constant R&D required to prepare for future impacts, such as 

those arising from artificial intelligence and the increased use of IoT products. The industry has an 

opportunity to continuously push research in areas like AI-based threat detection, security of virtualized 

network functions, and post-quantum cryptography to counter these emerging threats. 

The advancement of the 5G technology is not just a change on the technology front but a revolution 

that will redefine virtually all sectors in digital-related instances. Consequently, there is a need to ensure 

that cybersecurity concerns regarding 5G are well addressed to encourage users, protect structures, and 

safeguard data. A multilevel preemptive strategy involving technology advancement, industry, and 

regulatory cooperation will be key to creating a secure 5G environment. Significant cybersecurity problems 

must be solved to maintain confidence in using the 5G networks as society evolves to interconnect with 

advanced technologies. Where 5G networks present boundless opportunities, exclusive cybersecurity 

requirements also occur. These demands must be met by a complex, multifaceted response strategy that 

involves getting technical, compliant, and partnering. The industry can create a secure 5G network to 

support future technologies by having preemptive measures and organized security measures. A secure 5G 

ecosystem will then pave the way for advancement in other areas, such as the applications in the Internet 

of Things devices, smart city, and other related technologies towards a safer digitized world. 
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