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Abstract: We proposed a novel technique of steganography that hides information in images. When secret
information is hidden in the image, there are less than 1.0% chances of change in image quality. We segregated
literals of a message into 3, 3 and 2 bits and matched these bit patterns from red, green, and blue components of
the cover image pixels. Hence, noting down these harmonized pixels, yields LOG table, which is encrypted using
Rijndael Managed algorithm. We made an analysis between the reported method and other state-of-the-art

steganographic techniques and found it successtul.
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1.0 Introduction

Steganography is an art of hiding data in some media, preferably the digital media. Although, steganography is a prehistoric
skill, however, computation makes it a powerful tool today [1]. Steganography enables us to obscure a secret message from
the outside work rather than concealing the contents of a message like cryptography, hence more secluded technique than
any other competitor manner of message hiding [2]. It changes to cover image to implant secret message to communicate in
any standard format so that these changes are not detectable by foreign. Throughout history, people needed to communicate
with each other, and now an everincreasing number of people are using electronic means to send their messages. These
same people are also becoming more aware of their right to privacy, and how many governments are introducing new laws to
combat terrorism without thinking about the right to privacy of the average. Now, just encrypting emails is not sufficient,
and with more computer viruses in circulation and the advent of spyware being used to steal personal information and
documents from home computers, it has become necessary to ensure that a user’s personal files are secure from attack.
Encrypting individual files solved this problem but in doing so introduced another: if it’s encrypted it must be worth
encrypting [3-11].

Steganography is information hiding into some channel [12]. The channel may be audio, video, text, protocol, or an image.
When information is embedded into some media/channel, the quality of source media is disturbed. In the case of an image,
the image quality is also affected. There are some techniques available in literature to hide data into images, each one with its
pros and cons. Even, different image formats have different methods of information hiding into them [13]. Different
researchers are utilizing steganography techniques for some security purposes. There are two similar terms steganography and
cryptography used in the way that they both protect important information. Steganography involves hiding information
while cryptography encrypts the information [14, 15], while the proposed method deals only steganography. The proposed
method is very novel in its nature that there is only less than 1% chance of change in image intensity values. The proposed

method divides each token of a message into three identical literals, and then the patterns of literals are matched with the
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individual pixels of the image from each red, green, and blue portions. Where these three literals are matched, their position
and length of a literal are packed to form a byte. Hence a table namely LOG table is generated. This generated LOG table is
then encrypted using Rijndael managed encryption algorithm.

In this research work, we focused on novel image steganography techniques and compared the results with other traditional
techniques reported for the same purpose. These include Least Significant Bit (LSB) and its modified versions namely LSB
with a single character per two consecutive pixels, LSB with a random selection of pixels, and LSB with a character per two
pixels with random selection. The histogram-based analysis shows that the proposed method is better than the traditional
LSB methods. It causes minimum variations in the original color tone, which are impossible for the human eye to perceive

and in many ways even undetectable during steg-analysis.
2.0 Literature review

l-Shatnawi et al., [16] proposed a novel approach of steganography, which searches identical bits between the message and
the individual pixels of the image to hide text into these pixels. It has the main drawback that any hacker can detect the
original text from the image with different combinations of bit patterns. Sadaf et al., [17] hide text in the randomly selected
colored image of arbitrary size, using wavelet transform with the only drawback that the steg-analysis can easily detect the
stego text from the cover image. Gutub et al., [18] introduced the concept of storing a variable number of bits in each
channel of a pixel, based on the actual color values of that pixel. The main drawback of the method is the extra payload
added with the actual pixel values resulting in a poor quality stego image. Khare et al., [19] designed a system that allows an
average user to securely transfer text messages by hiding them in a digital image file using the local characteristics with in an
image. However, the sender must calculate the local characteristics him/herself. Budhiraja et al., [20] studies invisible
communication that usually deals with the ways of hiding the existence of the communicated messages. Parvez et al., [21]
reported the RGB image based steganography method for storing a variable number of bits in each RGB channel based on
the color value of each pixel. However, they changed the least significant bits of channels, consequently affecting the image
quality. Bennett at al., reported that channels in which information can be hidden, and increasingly, reported sophisticated

techniques to analyze and recover that information.

3.0 Proposed method

In RGB encoded color images, each pixel has at least three components, i.e., red, green, and blue. Each component is
represented by a separate 8-bit value. So, the intensity value of each component can range figa O to 255 only. Represented
as decimal, for ease of human perception and reading, a value of (255, 0, 0) would describe a %% red pixel (). By mixing
the contribution of each component, a large palette of colors can be represented.

Value mixtures such as (31, 187, 57) result in a shade of greer. ), while (255, 255, 0) represents pure yello . ). When
any specific color is viewed closely, single digit modifications to the contribution level are imperceptible to the human eye i.e.
a pixel with a value of (255, 255, 0) representin  “his yellow color ( ) is indistinguishable from color with value of (254, 255,
0) representing a slightly different shade of yellow (). No matter which technique is used for image steganography, image
quality is at compromise. A decrease in image quality leads to detection during attack or steg analysis. To prevent even the
minimum degradation of image quality, a novel method is proposed in this research work. It finds a pattern of the bit
sequences of what is to be hidden in the original pixel values of the image. Hence, eliminating the need to alter the cover
image in any way for almost all the character sequences of the secret message.

Let I be the cover image and T be the text to stego inside a cover image. For pattern matching, the bit sequences of each
character of the T are grouped as 03 (three) MSBs, 03 (three) middle bits and 02 (two) LSBs, named as Lit1, Lit2 and Lit3

respectively. The pattern making process of a sample character ‘A’ is depicted in Table 1.
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Table 1. Pattern making process of sample character ‘A’
Character ASCII Value Binary Literal; (Lit,) Literal, (Lit,) Literal; (Lit;)
A 65 0100 0001 010 000 01

Upon having literals of T, these are matched with bit sequences of color components of each pixel of I. The process of

pattern matching starts from MSB of the first pixel of the image. Sequentially searching for bit patterns of each literal. If any
of the patterns is not matched with any of the color components, the next pixel of I is selected for pattern matching. The bit
pattern matching process always starts from MSB, for instance Lit 1 is compared with 8th, 7th and 6th bit, if it is not a
match then move on to the 7th, 6™ and 5™ bits and so on in red component. Lit 2 and Lit 3 are searched from green and
blue components respectively.

If a pattern is matched successfully, the respective information is stored in a byte. This byte is named as Literal and post-fixed
with a number according to the pattern whose information it holds, i.e., Literall for Patterl, Literal2 for Pattern 2 and
Literal3 for Pattern 3 respectively. Each Literal stores the information as per format described in Table 2.

Table 2. Literal format
Literal (00-0000-00)(MSB to LSB)
First 2 bits Next 4 Bits Last 2 Bits

The color component where the pattern was | The starting bit position where the | Number of bits in the

found. pattern was found. The maximum | pattern, either 2(10) or
00 for RED value that can be stored is 70006 (8" | 3(11)

01 for GREEN bit), which is the MSB in a byte.

10 for BLUE

11 reserved for future use

In the rarest case, if a pattern is not found in any of the pixel values of the image, the character byte is embedded into one of
the pixels by the LSB method. But even for this, it is ensured that the most suitable pixel is selected to modify, i.e., the pixel
whose bit sequences match at least two of the patterns while the third one is embedded into the color component from
which neither of the two other patterns was found. In case a pixel is modified, we also need to know and keep track of it,
where and how it was modified, i.e., which color component was modified, and the number of bits that were modified. This
requires a byte, whose 1™ three bits (from MSB to LSB) show the color component (100 for Red, 010 for Green and 001 for
Blue) and the last 2 bits indicate the number of bits modified. Furthermore, it will be ensured that this pixel is not modified
in future for similar cases of

unsuccessful matching.

The data structure used in this proposed method to store the information of character patterns is a LOG table containing
two integers and 4 bytes in each row. The first integer holds the value of the character index of T, the second integer holds
the pixel number of the I, the next three bytes contain the three literals respectively, while the last byte indicates whether the
pixel was modified or not.

When this process is completed, and a LOG is generated, it is then encrypted using the Rijndael Managed encryption
algorithm. The cover image along with encrypted LOG table is communicated to the destined location. This extraction of
secret message from the cover image and sending them separately exploits the dependency of the LOG table on the cover
image and vice versa; making it a challenge for attackers to extract the secret message when they have only one of the objects
in hand. The flowchart of the proposed algorithm is depicted in Figure 1.

Algorithm

Stepl. [Initialize] I= Image

Step2. [Initialize] T= Text
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Step3. [Initialize] Counter=1
Step4.  WHILE (T(i)! =NULL) DO

a.
b.
C.

d.

Lit1=3 MSB of T(i)
Lit2=2 LSB of T(i)
Lit3=3 Middle bits of T(i) (excluding Lit1 and Lit2)
WHILE (I(i)! = NULL && LOG (I)(i+4) =FALSE) DO
a.  Rcom=I3i)(r) //Red Component of Pixel I(i)
b. Geom=I(i)(g) //Green Component of Pixel I(i)
c. BCom=I(i)(b) //Blue Component of Pixel I(i)
d. [Initialize] ir=8
WHILE (ir>=3) DO
i. IF (Litl= Rcom(ir) THEN
1. Break.
ii. ELSE
1. ir=ir-1
iii. ENDIF
END WHILE
[Initialize] ig=8
WHILE (ig>=3) DO
i. IF (Lit2= Gcom(ig) THEN
1. Break.
ii. ELSE
1. ig=ig-1
iii. ENDIF
i. END WHILE
j.  [Initialize] ib=8
k. WHILE (ib>=2) DO
i. IF (Lit3= Bcom(ib) THEN
1. Break.
ii. ELSE
1. ib=ib-1
iii. ENDIF
l.  END WHILE
IF (ir>=3 && ig>=3 && ib>=2) THEN
a. LitlInfo=00+ir+11

-

o o

b. Lit2Info=01+ig+11

c. Lit3Info=11+ib+10

d. LOG (I)(i) =Counter
e. LOG()(i+1) =LitlInfo
f.  LOG()(i+2) =Lit2Info
g.  LOG()(i+3) =Lit3Info
h. LOG()(i+4) =FALSE
END IF
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a.  I@)=IG)+i
b. Counter=Counter+1
g. END WHILE
a. T@E=T()+1
h. END WHILE
Step5. STOP
Step6. END Algorithm

Get individual next
character T(i) from text
to write into Image (1)

Input Original
Message (T)

Lit1=3 MS bits of T(i)
Lit3=2 LS bits of T(i)
Lit2= 3 Middle bits of

T (i) excluding 3 MSB’s and 2 LSB’s)

Get Individual next
—»  Pixel I(i) from input
Image (1)

Input Coloured
Image (1)

IF(IGi)!'=NULL
&&LOG(I)(i+4)
=FALSE)

)

Reom=1(i)(r)

A 4

0=8 [

Geom=1(i)(9)
Beom=1(i)(b)
ir=8

\ 4

ib=8 |

4.0
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IF(ir>=3ANDig
>=3ANDib>=2)

I

L;Info=00+ir+11
L,Info=00+ig+11
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For research and experimental purposes, images of different categories of size 256x256 were used. Figure 2 (a)

shows the cover bitmap Lena image. Figure 2 (b) shows its histogram and Figure 2(c) shows a “TEXT” file
containing 34000 characters, which were used to embed into cover image. Figure 3 (a) shows the image after
embedding the data into it by the sequential pixel selection and LSB embedding method. Figure 3 (b) shows the
histogram of Figure 3(a). It is visually perceivable from Figure 2 (a) and Figure 3 (a) and their respective histograms
shown in Figure 2 (b), and Figure 3(b) that there is minor difference in image which is not easily interpretable by the
human eye. However, there is some change in image quality after embedding text into it. To verify the extent of
change in image after steganography, we calculated the difference between them and visualized the difference in Figure
3 (c) represented by red lines. This is the actual change occurred in cover image after steganography using sequential
ordering of storing data into pixels on LSB one character per pixel. Data was embedded into an image with the format
as 3 bits at RED component, 3 bits at GREEN component and 2 bits of BLUE component of each sequentially

selected pixel.

Histogram of Cowver Image _
5000 Hidden Text:

4000 'I

A text file was containing
34,000 characters

45 99 149 199 249

(a) (b) (c)

Figure 2 (a) Original BMP Portrait Image (Lena) (b) Histogram of the image shown in Figure 2(a) (c) The text file to

hidden in the image.

5000 Histogram of Stegno Image 300 Change in Histograms
4000 l 200
100 I
0 ir f urﬂ‘k |'|I|+ L
-100 1
-200
. -300
49 99 145 189 249 49 99 149 199 249
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Histogram of Stegno Image

249

45 99 145 199

(k)

Histogram of Cover Image

245

|

Copyrights @ Roman Science Publications

49 99  14% 199

(n)

249

Change in Histograms

100
50
04 _,1|I|ﬁ1m _|[II|
50 | I
-100
49 99 149 199 249
6
200 Change in Histograms
100 .
o -J‘ I I“.I|‘.| Ll b gl
4 '"”1T||1' T I
-100
-200
-300
45 99 145 189 245
)
150 Change in Histograms
100
ol |
50
-100
-160
-200
=260
49 99 149 199 249
)
Change in Histograms
No |[Changge in Histogram
49 99 149 199 249

(0)

International Journal of Applied Engineering Research

84

Vol. 7 No. 1 June, 2022, Netherland



Ghulam Gilanie et.al.

St PixelNo Llirfo LZirfo L3irfo PixelModified
0 0 10 7 39 0
1 0 10 91 27 0
2 0 10 31 15 0
3 0 10 35 27 0
4 0 10 35 1 0
5 0 10 31 91 0
& 0 10 35 163 0
7 0 2% 31 27 0
8 0 2 35 15 0
(p)

Figure 3 (a) stego image after LSB sequential (b) histogram of image shown in 3 (a), (c) histogram showing the
change between the image shown in 2(b) and 3(b), (d) stego image after LSB sequential one char/ two pixels (e)
histogram of image shown in 3 (d), (f) histogram showing the change between 2(b) and 3(e), (g) stego image after
LSB modification on random pixel selection (h) histogram of image shown in 3 (g), (i) histogram showing the
change between the histograms shown in 2(b) and 3(h), (j) stego image after LSB random one char/two pixels (k)
histogram of image shown in 3 (j), (I) histogram showing the change observed in 2(b) and 3(j) , (m) stego image after
proposed algorithm (n) histogram of image shown in 3(m), (o) histogram showing the change the in histograms
between 2(b) and 3(m), (p) the LOG table generated after applying proposed method of steganography on image

shown in 2(a)

Figure 3 (d) shows the image after embedding the text message into it with sequential pixel selection where each
character byte was embedded on each two consecutive pixels. Figure 3 (e) shows the histogram of Figure 3 (d). It is also
visually perceivable from the images shows in Figure 2 (a) and Figure 3 (a) and their histograms are shown in Figure 2
(b) and Figure 3 (b) respectively that there is minor change in the image quality, which is not easily detectable by naked
human eye. Therefore, to highlight the difference between these two ones, we calculate the difference of histograms as
shown in Figure 3 (f) shown in red lines. Hence little changes are also observed in the image after embedding text
using sequential pixel selection of one character at two consecutive pixels. These were the changes, occurred in the
cover image after applying steganography using the LSB embedding methods with sequential pixel selection, while
each character byte is divided upon two consecutive pixels, where one bit modifies the LSB of RED component; next
bit modifies the LSB of GREEN component, next two bits modify the BLUE component of the 1* pixel. Hence, the

same pattern modifies the color components of the 2™ pixel in the same order.

Figure 3 (g) shows the image obtained after steganography when random pixels are selected to embed text while Figure
3 (h) shows the histogram of figure shown in Figure 3 (g). Here the difference between the cover and stego image
though can’t be perceived, so, their difference is shown in Figure 3 (i). From Figure 3 (i), it is observed that the change
in stego image is identical to the stego image shown in Figure 3 (c), but the change occurred in the stego image globally

due to random selection of pixels.

Figure 3 (j) shows resultant stego image obtained after steganography with method like that used in Figure 3 (d) with
the only difference that the pixels are selected randomly. Figure 3 (k) shows the histogram of the figure shown in
Figure 3 (j), while Figure 3 (1) shows the difference between the histograms values of Figure 3 (b) and Figure 3 (k). The
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observed changes are almost equal to the changes, occurred in single sequential character per two pixels. However, due
to random pixel selection, the changes are dispersed in the image. Conclusively, these previously described data
embedding techniques, first, are similar and secondly, cause changes in image quality, which is easily detectable by any
of the automated systems.

Figure 3 (m) shows the stego image obtained through the proposed novel method of steganography after embedding
the same text file containing 34000 characters. Figure 3 (n) shows the histogram of the stego image shown in Figure 3
(m). It is verified from Figure 3(o) that the proposed method doesn’t modify the pixels of the cover image. Resultantly,
no change occurred even in a single pixel of the cover image. Rather, a pattern selection technique is applied for
extracting the bit pattern of characters from the byte values of different color components of the pixel. The extracted

information is saved into a LOG table as shown in Figure 3 (p).
5.0 Conclusion

In this research work, we proposed and implemented a novel method of steganography, which is so efficient that there
is less than 1% chance of change in image quality. The proposed method generated appreciative results when applied
to different types of images. The proposed method partitioned the literal of text into three literals and searched for
their patterns in pixel components. After successful matching of text message character bits, the findings are packed
into bytes and are stored in a LOG table. The LOG table is then encrypted using Rijndael Managed encryption
algorithm for added security when sent on communication channel. Experiments showed that more than 99% of
images already contain literal patterns, eliminating the need to modify any on the image bit to hide information from

it. LOG table works as a secret key, hence no need for a further key to generate and to transfer along with cover image.
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