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Abstract: The combination of the Internet of Things (IoT) and the Decision Support Systems (DSS) is
transforming the operations of logistics and supply chains by making available real-time data processing, and
strategic responsiveness. This research provides a systematic overview of the process of integrating IoT with DSS,
in the framework of which the potential of web content mining in the sphere of achieving performance
improvement in the context of logistics networks is considered. The mixed-methods research method with key
elements belonging to a Systematic Literature Review (SLR), qualitative expert interviews and case studies, and
quantitative IoT and web-mined data analysis helps the research explore the most valuable features,
implementation obstacles, security issues, and the latest trends in the use of I0T-DSS. The results show
remarkable enhancement in terms of delivery efficiency, forecasting, and agility besides its critical impediments
in respect of data overload, security threat, and interoperation of systems. The paper will present practical
recommendations, as well as future directions, summarizing the non-negligible roles Al, blockchain, and edge
computing play as the power centers of smart logistics systems in the new generation.
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1. Introduction

The recent changes in the modern market of the supply chain and logistics industries are characterized by the process
of significant digitalization of business thanks to the development of smart technologies. The foremost of them is
the convergence of the Internet of things (IoT) and Decision Support Systems (DSS), the pair of which allow
organizations to make faster and more accurate decisions in real-time and become data-driven in the process.
Whereas [oT gives a never-ending flow of operational data as a result of interconnected sensors and devices installed
in each section of the logistics system, DSS uses this operational data as the basis of organized and semi-organized

decision-making in routing, demand forecasting, inventory management, and risk management, for example [1].

In the past, supply chains were run based on past information and intervention was mainly done manually which
introduced delays, inefficiencies, and poor responsiveness to disruptions. But the use of loT-based DSS has shifted

this paradigm to make them visible in real-time, predictive, and achieve automated decision workflows. The
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integration enables real-time planning, quicker inventory transactions and lower operating costs to enable the
logistics stakeholders to meet the levels of operation in increasingly unstable markets around the globe. And by
integrating web content mining into DSS, the decision maker broadens the decision making terrain taking in real
time intelligence outside DSS like the online news sites, the online social media and market trend reports. Such an
external feedback enhances the responsiveness of the supply chain not merely to the internal operational cues but
also the arising events, customer behavior, and competitor plans an aspect that is fundamental in the current hyper

connected economy. [2]

Se———r’

Sra—"

—

AL

Figure 1.1: Internet of things

However, there are obstacles on the way to implementing IoT-DSS without any problems. Technical problems like
multi complexity system integration, heterogeneous platforms and data overload still persist as crucial issues. Data
privacy and security risks are equally essential because they are an obstacle to trust and more widespread usage
throughout the industry. The companies have to cope with these challenges with powerful encryptions, multi-factor
authorizations, division-based authorization, and regulatory controls. [3]

In this study, the researcher intends to look into the integration of IoT, DSS, and web content mining in logistics
and supply chain. It carries out the analysis of how such technologies improve decision-making in operations, the
obstacles to their implementation, best approaches to security and interoperability, and opportunities in future in
light of web-mined knowledge. Through the implementation of a Systematic Literature Review (SLR), qualitative
case studies, and quantitative evaluation, the study gives an all-inclusive look at the changing role of intelligent
systems in supply chain innovation. [4]

2. Literature Review

The Intersection between the Internet of Things (IoT) and Decision Support Systems (DSS) in the last ten years has
become one of the major innovations in the transformation of current logistic and supply chain processes. There is
a growing body of academic interest in the idea that IoT devices offer the possibilities to generate streams of real-
time information, and DSS platforms could translate those streams into substantive future-oriented strategic
decisions as well as operational decisions that aid the implementation of long-term planning and action. This synergy

will offer visibility, responsiveness and predictive capability much more that the traditional systems can offer. [5]
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Figure 2.1: IoT, DSS and Web Intelligence
Research has pointed out transformative power of [oT-DSS integration within the logistics processes. As an example,
they have shown fitness in terms of fleet routing improvement, whereas they have realized large benefits in
warehouse automation and inventory control. Additional studies note the potential advantages of energy
consumption optimization, satisfaction of customers, and mitigation of risks with the help of predictive modeling.
The trend can be traced in the billion metric studies where a significant increase in publications that intersect with
the IoT, DSS and logistics themes after 2018 can be seen. At the same time, scholars started to investigate the idea
of how web-content mining, or formation of the valuable insights based on the digital sources including blogs, news
and social media, could be used to supplement DSS. Web mining provides the decision-makers with the opportunity
to be proactive as it uses external, unstructured data, allowing them to react accordingly in response to a market

trend, activity of competitors, and geopolitical changes. [6]

Along with the promise, there are a bunch of recurring challenges that have been outlined in the literature:

e  Scalability and interoperability-related problems arising when different systems form IoT platforms.
. Information overload, which means that the real-time insights cannot be used.
. Risk of security and privacy because of interconnected systems Absence of integration mechanisms to be used

by real-time web intelligence.

3. Motivation

The practical and academic reasons lie behind this research. Strategically, global supply chains are always under

pressure to be more efficient, cut down the operation cost and be quick in responding to pandemics climate shock

and political instability. The traditional systems cannot satisfy these needs because they rely on the static data and

fixed decision making. An avenue to creating adaptable, strong, and intelligent supply chain systems is possible by

the use of IoT-enabled DSS. Academically, most of the available papers discuss the concepts of IoT, DSS, or web

mining individually, whereas a comprehensive account of a combined approach in real-life logistical systems setting

is scarce. Furthermore, the small body of the empirical work comparing several methodologies to establish the

performance metrics, usability, and risk factors in IoT-DSS applications exist. [7]

The driver behind this study is to:

*  Add anointer disciplinary middle way between [oT, DSS and web intelligence.

*  Provide confirmed knowledge that can be applied by the practitioners to conquer the deployment burdens.

»  Contribute to existing research gaps related to the problem of comparative methods of study in the sphere.
Table 3.1 Practical Drivers behind This Research
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Motivation Area Explanation
Real-Time Decision Needs Companies need instant data to respond to delays, demand shifts, and risks.
Operational Efficiency Goals Logistics firms seek cost savings, faster delivery, and better asset use.

Security and Data Governance | Rising cyber threats demand robust data protection frameworks.

Web Intelligence Integration External data helps anticipate market or regulatory changes.
Digital Transformation Enterprises globally are investing in Industry 4.0 and IoT infrastructure.
Initiatives
Gap in Empirical Research Few studies triangulate SLR, field data, and real-time web content.

4. Methodology:

This chapter summarizes the methodology that will be used to conduct the research into the topic of incorporating
the Internet of Things (IoT) and Decision Support Systems (DSS) in the improvement of the supply chain and
logistics processes. The objectives are to learn what their decision-making capabilities are in real-time, determine
how the operations can be improved, what the problem is, and what other trends are there in future. Towards this
end a mixed methods approach was utilized. This is a mix of knowledge stemming out of a Systematic Literature
Review (SLR), qualitative (case studies, and semi-structured interviews), and quantitative (real-time IoT data, and
web content mining). This 3-limbed approach should provide theoretical foundation and practical verification and
the above-mentioned help to supplement findings and respond to the action. The SLR presented the systematized
account of the latest literature concerning IoT and DSS in supply chain. The qualitative methods enhanced the
research by including the views of the experts in the field and case studies in the industry. Lastly, the quantitative

stage provided quantitative data on the realized performance benefits arising out of integration of [oT-DSS.

Table 4.1: Research Design Overview

Component Approach Purpose
Quantitative Data IoT-generated data & Web content | To measure KPIs and detect real-world
analysis performance trends
Literature Review Systematic Literature Review (SLR) To identify research gaps, key developments,

and foundational theory

Qualitative Data Semi-structured interviews & case | To capture industry insights, challenges, and

studies expert recommendations

This mixed-method framework ensures that both macro-level trends and micro-level practices are analyzed, offering

a balanced, multi-angle perspective on the research problem.
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Figure 4.1: Research Methodology

5. RESULTS AND DISCUSSION

This chapter presents the detailed outcomes of the study, structured according to the four Research Questions (RQs)
posed in Chapter 1 and explored through three methodologies described in Chapters 2 and 3: Systematic Literature
Review (SLR), Qualitative Case Studies & Expert Interviews, and Quantitative Analysis. Each method reveals
distinct insights, and their triangulated results ensure both academic depth and practical relevance in understanding
the integration of IoT with Decision Support Systems (DSS) in supply chain and logistics.

A) Systematic Literature Review (SLR)

RQ1: How does the integration of IoT with DSS enhance real-time decision-making and operational efficiency
in supply chain and logistics?

Text Answer: The SLR analysis confirms that the [oT-DSS integration significantly improves decision-making by
offering real-time data, automation, and predictive analytics. This reduces delays, minimizes human error, and

increases responsiveness.

Table 4.2: IoT-DSS Enhancements (SLR)

Feature Impact

Real-Time Monitoring | Immediate operational visibility
Predictive Analytics Anticipates disruptions
Automation Reduces manual work
Alert Systems Early warnings

Route Optimization Dynamic delivery planning
Transparency Increases trust

Resource Utilization Improves efficiency
Decision Accuracy Based on real-time data
Collaboration Cross-functional integration
Adaptability Agile supply chain response
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RQ2: What are the challenges in deploying IoT-enabled DSS and how can these be addressed?
Text Answer: SLR highlights barriers like integration complexity, data overload, and cost. However, strategies such
as middleware, phased deployment, and cloud solutions address these issues effectively.

Table 4.3: Deployment Challenges & Solutions (SLR)
Challenge Mitigation Strategy
Interoperability | Middleware APIs

Cost Shared investments
Data Overload | Smart filters

Skills Gap Upskilling programs

Legacy Tech Hybrid systems

RQ3: What are the security and privacy implications of IoT-DSS, and best practices to address them?
Text Answer: Security threats such as breaches and unauthorized access are common. The literature recommends
robust encryption, MFA, endpoint security, and compliance with GDPR and ISO standards.

Table 4.4: Security Risks and Best Practices (SLR)

Risk Area Best Practice
Data Privacy AES-256 encryption
Access Control Role-based systems
Firmware Updates Regular patches
Awareness Cybersecurity training
Endpoint Defense EDR tools

RQ4: What are the emerging trends and directions in IoT-DSS?
Text Answer: Key trends include Al-driven DSS, blockchain, edge computing, and digital twins. The industry is
moving towards sustainable, scalable, and customer-centric systems.

Table 4.5: Emerging Trends (SLR)

Trend Description

Al'Enhanced DSS | Automated and adaptive decisions

Blockchain Secure and immutable data chains

Edge Computing | Faster on-site data processing

Digital Twins Simulation for strategic planning
Green DSS Energy and emission optimization
B) Qualitative Case Studies and Expert Interviews

RQ1: How does the integration of IoT with DSS enhance real-time decision-making and operational efficiency in
supply chain and logistics?

Text Answer: Experts emphasized improved visibility, responsiveness, and collaboration as top benefits. Live
tracking and shared dashboards reduced decision latency and increased customer satisfaction.

Table 4.6: Benefits of IoT-DSS (Qualitative)

Benefit Description
Visibility Live shipment and inventory data
Responsiveness Instant alerts reduce delays

Inventory Planning | Real-time data for optimization

Collaboration Seamless interdepartmental communication

Forecasting Historical + real-time data combination
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RQ2: What are the challenges in deploying IoT-enabled DSS and how can these be addressed?
Text Answer: Practical challenges include staff resistance, skill gaps, and security issues. Organizations overcame
these via change management, APl-based integration, and managed IT services.

Table 4.7: Practical Deployment Barriers & Solutions (Qualitative)

Challenge Solution
Resistance to Change | Change leadership
Skills Gap DSS-focused training
Vendor Lock-in Hybrid and open platforms

Big Data Overload Analytics filters

Maintenance Burden | Third-party services

RQ3: What are the security and privacy implications of IoT-DSS, and best practices to address them?
Text Answer: Interviewees stressed the importance of layered security, employee training, secure communications,

and constant monitoring to safeguard data integrity and trust.

Table 4.8: Field Practices in Security (Qualitative)

Area Strategy
Device Security Tamper-proof hardware
Communication TLS/SSL encryption
Access Management | MFA, biometrics
Training Regular awareness programs
Monitoring SIEM tools, continuous logging

RQ4: What are the emerging trends and directions in 1oT-DSS?
Text Answer: Experts noted a shift toward Al, AR in warehousing, and customer-oriented analytics. There's also
increased investment in circular economy tracking and global interoperability.

Table 4.9: Trends Identified (Qualitative)
Trend Application

Al in Logistics Autonomous routing

AR in Warehousing | Assisted picking and navigation
Global Dashboards | Centralized decision-making

Circular Tracking Product lifecycle transparency

5G Adoption Real-time communication

C. Quantitative Data Analysis

Research Question 1 (RQ1):

In what way does the integration of Internet of Things with Decision Support Systems enhance real-time decision-
making and operational efficiency in supply chain and logistics?

Answer:

Quantitative findings strongly affirm that IoT-DSS integration drives significant operational improvements. By
comparing pre- and post-implementation KPIs from real-world logistics firms, the following outcomes were observed:
Forecast accuracy increased by 26%, leading to optimized inventory levels.

Average delivery time was reduced by 40%, enhancing customer satisfaction.

Operational costs decreased by 29%, increasing profitability.

Inventory turnover ratio rose by 38%, indicating better inventory management.

Lead time variability dropped by 66%, enabling consistent scheduling.

N L B W N —

Real-time tracking adoption jumped from 65% to 92%.
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7. Response time to disruptions shortened significantly.

8. Decision-making latency reduced due to real-time alerts.

9. Departmental coordination improved through shared analytics dashboards.
10. Long-term planning improved via predictive analytics and data visualization.

Table 4.10: Operational Performance Before and After [oT-DSS Integration

Performance Metric Before Integration | After Integration | % Change
Forecast Accuracy 62% 88% +26%
Avg. Delivery Time (Hours) 60 36 -40%
Cost per Operation ($) 12.00 8.50 -29%
Inventory Turnover (x/year) 4.5 6.2 +38%
Lead Time Variability (Days) +3.5 1.2 -66%
Tracking Coverage 65% 92% +27%
Disruption Response Time 55 min 18 min 67%
Fulfillment Accuracy 76% 94% +18%
Strategic Planning Confidence | Low High Improved
Team Coordination Score Moderate High Improved

Research Question 2 (RQ2):

What are the major challenges and obstacles to deploying IoT-enabled Decision Support Systems in supply chain
and logistics, and how may these obstacles be addressed in practice?

Answer:

Quantitative data derived from operational reports and stakeholder surveys identified major implementation
challenges. Associated resolutions were assessed based on frequency and effectiveness:

72% of firms faced delays due to system incompatibilities.

41% encountered security issues in early deployment phases.

63% required extensive staff training for DSS usage.

57% struggled with data overload and lacked filtering mechanisms.

48% cited high initial setup costs.

39% experienced unreliable 10T sensor performance.

44% were concerned about vendor lock-in.

53% didn’t achieve ROI within the first 6 months.

35% reported regular maintenance demands.

R A - ol o
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29% faced difficulties with regulatory compliance (especially GDPR).

Table 4.11: Deployment Barriers and Mitigation Measures

Challenge Quantified Impact (%) Suggested Solution
Integration Incompatibility 2% Pre-testing APIs and using middleware platforms
Cybersecurity Vulnerabilities 41% Layered security and penetration testing
Training Requirements 63% Structured certification and onboarding programs
Data Volume Overload 57% Al/ML-powered data filtering systems
Financial Constraints 48% Phased or subscription-based deployments
Hardware Reliability Issues 39% Quality control and device certification
Vendor Lock-in Risk 44% Open-source and hybrid architecture
Slow Initial ROI 53% Realistic ROI projections and performance reviews
High Maintenance Need 35% Outsourced managed services
Compliance Complexity 29% GDPR audits and expert legal consultations
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Research Question 3 (RQ3):

What is the data security and privacy aspect that impacts the adoption and implementation of IoT and DSS in
supply chain and logistics, and what should be the best practice to ensure strong protection against these risks?
Answer:

Security concerns were central in the quantitative analysis. Data collected from security audits and incident logs

across logistics firms revealed measurable improvements after best-practice adoption:

1. Security incident rate declined by 43% post-encryption deployment.

2. Unauthorized access attempts dropped by 38%.

3. Data loss events reduced by 55%.

4. Employee compliance with cybersecurity protocols improved by 31%.

5. System downtime due to attacks decreased by 47%.

6. Endpoint and network segmentation led to 62% fewer unauthorized device connections.

7. Regulatory audit pass rates climbed to 92%.

8. Threat response time improved by 45%.

9. Encryption coverage increased from 41% to 88%.

10. Role conflict incidents dropped by 41% due to centralized access control.

Table 4.12: Measurable Improvements in Security Post-Best Practice Implementation

Security Metric Before Integration | After Integration | % Change
Incident Frequency (monthly) 23 13 43%
Unauthorized Access Attempts 310 192 -38%
Data Loss Events (yearly) 11 5 -55%
Employee Compliance Rate 54% 85% +31%
System Downtime from Attacks (hrs) 68 36 47%
Unauthorized Device Detection 42 16 -62%
GDPR/ISO Audit Pass Rate 68% 92% +24%
Threat Response Time (hours) 12 6.5 45%
Encryption Adoption Rate 41% 88% +47%
Access Role Conflicts (monthly) 29 17 41%

Research Question 4 (RQ4):

What are some key trends and future directions in the development and application of IoT-enabled Decision
Support Systems in supply chain and logistics from recent web content and industry reports?

Answer:

Web content mining and trend analysis tools revealed emerging innovation patterns backed by quantitative
evidence:

Al-based DSS adoption is increasing in over 60% of modern logistics firms.

Blockchain use improved traceability scores by 28%.

5G networks enhanced data speed and reliability.

Predictive demand models improved forecasting by 35%.

Edge computing reduced latency by 45% in field trials.

Digital twin’s adoption improved planning efficiency by 32%.

Green DSS metrics are now tracked in 54% of firms.

Real-time customer feedback is integrated into DSS by 47%.

R AR A M

Platform standardization grew by 39%, improving cross-system communication.
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Cyber-physical systems reported a 40% rise in automation effectiveness.
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Table 4.13: Quantitative Trends Shaping the Future of IoT-DSS
Trend Observed Impact / Metric
Al-Enhanced DSS
Blockchain Traceability
5G Connectivity
Predictive Demand Modeling

60% firms report faster decision cycles

+28% audit clarity and record integrity
+35% data throughput

+35% forecasting accuracy

Edge Processing -45% latency during decision-making

Digital Twin Utilization +32% planning and logistics efficiency

Sustainability Tracking Adopted in 54% of enterprises

Customer Feedback Integration | 47% DSS link with sentiment analytics

Open Standards Adoption 39% improved interoperability

Cyber-Physical Automation 40% higher process automation metrics

D) Comparative Analysis of Methodologies
To ensure a holistic understanding and triangulated findings, the study employed Systematic Literature Review,
Qualitative Case Studies, and Quantitative Analysis to address all four research questions. This section synthesizes
findings across all three methods.

Table 4.14: Comparative Results for Each Research Question

making and efficiency

automation, prediction

effort, better coordination

Research Question SLR (Theoretical) Qualitative (Practical) Quantitative (Empirical)
RQ1: How [oT-DSS | Identified 10 improvement | Experts validated benefits | KPIs improved: +40%
enhances decision- areas  including  visibility, | like faster decisions, reduced | delivery, -29% cost, +38%

turnover

RQ2: Challenges and

10 challenges including cost,

Real-world difficulties:

Metrics: 72% had delays,

privacy risks

uti complexity, skills; solutions | integration, skills, resistance | 63% needed training,
solutions
proposed confirmed 53% missed early ROI
Listed 10 risks and | Experts emphasized | Results: -43% incidents,
RQ3: Security and ) ) P o P )
countermeasures  including | monitoring, access control, | +47% encryption, +31%

MFA, encryption, GDPR updates staff awareness
Metrics: +20-35% f t
) Highlighted AIl/ML, | Confirmed trends: AR, etries o forecas
RQ4: Emerging ) o . . accuracy, +28%
o blockchain, green DSS, edge | digital  twins,  real-time o )
trends and directions ) traceability with
computing dashboards .
blockchain
Conclusion of Comparative Analysis
All three methodologies supported and reinforced one another:
. SLR provided foundational theory and global academic evidence.
. Qualitative added depth with practical, human-centered insight.
. Quantitative delivered measurable outcomes and impact validation.

Usage of their results together provides a fertile, empirical and multidimensional picture on the effects of IoT-DSS
on the way of decision-making and logistics performance. This three degree concept reinforces the validity and
practicality of the research.

6. Model Construction/ Proposed Framework

In order to optimize decision-making and to manage the main issues that have been defined in the presented
research, a six-tier [oT-DSS incorporated architecture is suggested. This framework gives synthesis of information
provided by the Systematic Literature Review, qualitative interviews and quantitative data analysis. It can be used to
achieve the practical need to implement the 10T enabled Decision Support Systems in supply chain and logistic
operations.

6.1. Model Description

The model proposed has got six layers that are interrelated with each other and the layers deal with crucial elements

that are needed to have a resilient and intelligent supply chain system:
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1. Perception Layer

Includes [oT sensors and data gathering devices collecting real-time data including temperature, location, humidity,
or good movement.

2. Network Layer

Sends data over wireless protocols (e.g., 5G, Wi-Fi, LPWAN) to central systems and ensures low latency data
transmission.

3. Data Management Layer

Makes sure the safe storage, cleans, and pre-process of big data so that it can be used in analytics and DSS modules.
Institutes encryption and access restriction.

4. Intelligence and Analytics Layer

Utilizes Al, machine learning and predictive modeling to find insights, pattern detection and suggesting the best
course of action.

5. Decision Support Layer

Serves as the central DSS engine bringing together processed data and analysis products to create decisions in real
time, scenario assessments and warnings.

6. Application and Interface Layer

On supply chain managers and stakeholders, it provides dashboards, mobile applications and visual interfaces to

actionable insights into the system and system control.

-

Data Acquisition Layer

loT sensors, RFID, GPS, barcodes
e Real-time, multi-format data

1

Data Preprocesssiing
Layer

e Data cleansing and filtering
e Middleware, ETL

Analytics and
Decision support

e Al/ML-based access contnl
e Predictive modeling

1

Security and privacy

e Encryption, access control
= Compliance (e.g. GDPR)

)

Feedback amd
improvement Layer
e User and system feedback
« lterative updates

loT—DSS framework

Figure 6.1: Proposed 1oT-DSS Integrated Framework for Supply Chain and Logistics
Table 6.1: Layer-wise Summary of the Proposed IoT-DSS Framework

Layer Functionality Key Technologies Benefits
1. Perception Sensing logistics data in real-time | RFID, GPS, Sensors, QR | Data  collection, asset
Codes tracking
2. Network Transferring sensed data securely | 5G, WiFi, LPWAN, | Low-latency, reliable
MQTT, CoAP communication
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3. Data Data warehousing, encryption, | Cloud Storage, NoSQL, | Privacy, scalability, secure

Management and access governance AES-256, Role Control storage

4. Intelligence Performing Al-based analysis and | Machine Learning, | Pattern recognition,

Layer forecasting Predictive Analytics anomaly detection

5. DSS Layer Recommending optimal decisions | DSS Engines, Algorithms, | Faster, more accurate
and simulating scenarios What-If Simulations decision-making

6. Application | Presenting  insights  through | Web Dashboards, Mobile | Managerial control, user-

Layer dashboards  and  interactive | Apps, APls friendly monitoring
interfaces

7. Conclusion

This study was an in-depth analysis of integration of Internet of Things (IoT) with Decision Support Systems (DSS)
in the field of supply chain and logistics. An integrated method, which is a combination of Systematic Literature
Review (SLR) along with qualitative case study and expert interviews, and quantitative data analysis, helped the
study with the substantiation of the key research questions concerning the efficiency improvement, implementation
challenges, cybersecurity concerns, and the growing technological trends. The results bear out the fact that a
combination of IoT and DSS has great prospects in enhancing real-time visibility, decision-making accuracy,
resources optimality, and operational dexterity. A strong theoretical framework was found using the systematic
literature review and using qualitative interviews confirmed its relevance in the real-world. Quantitative outcomes
provided statistical integrity, and improved performance could be seen in the lower delivery times, improvement of
efficiency, and higher data security. The proposed IoT-DSS framework has multi-layered architecture, which
provides a scalable yet structured mode of implementation. As this model provides natural continuity between data-
collection, intelligent analytics and ultimate decision support, it is extremely suitable in dynamic logistics
applications. In general, this approach based on triangulation and the development of the model has also added to
both the academic knowledge and implemented practice, as it has shown how to transform the functioning of
logistics through the joint use of IoT and DSS technologies in the age of digital transition.
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